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ANEURIN BEVAN UNIVERSITY HEALTH BOARD

Minutes of the Audit, Risk & Assurance Committee held on 
Tuesday 17th May 2022 at 9.00am via Microsoft Teams

Present:
Shelley Bosson - Independent Member (Chair)
Richard Clark -      Independent Member
Katija Dew - Independent Member (Third Sector)
Paul Deneen                              -   Independent Member 
Iwan Jones - Independent Member (Finance)

In Attendance:
Glyn Jones - Interim CEO
Rani Mallison Director of Corporate Governance
Simon Cookson - Head of Internal Audit
Stephen Chaney - Internal Audit
Gwen Kohler - Assistant Director of Finance, Procurement & 

Value
Richard Harries - Audit Wales
Rob Holcombe - Interim Director of Finance
Estelle Evans - Head of Financial Services & Accounting
Dani O’Leary - Head of Risk & Assurance
Bryony Codd - Head of Corporate Governance
Gwen Kohler - Assistant Director of Finance
Louise Wright - Independent Member

Apologies:
None 

AC 1705/01 Welcome and Introductions and Apologies for Absence
The Chair welcomed everyone to the meeting.

Apologies for absence were noted.  

AC 1705/02 Declarations of Interest
There were no Declarations of Interest to record.

AC 1705/03 Draft Minutes of the Meeting held on 7th April 2022
The Committee accepted the minutes as a true and accurate 
reflection of the meeting.

AC0704/08, Update on Outpatient Transformation – The 
Chair requested confirmation as to when assurance in respect of 
Job Planning would be presented to the People & Culture, given 
previous recommendations regarding the need for improvement.
Action: Secretariat
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AC1705/04 Action Sheet
AC0302/07, re streamlining for new starters – Amend to ‘in 
progress’. The Chair requested an outcomes report come back to a 
future meeting when concluded.
Action: Secretariat

AC1705/05 Review of the Draft Annual Report 2021/22
Rani Mallison (RM), Director of Corporate Governance, presented 
the Committee with the draft Performance Report and 
Accountability Report for 2021/22, for comment and input.

The Committee was informed that the manual of accounts sought 
to simplify annual reporting in recognition of NHS Wales's ongoing 
challenges, and that there was no requirement to prepare a 
separate Annual Quality Statement or Sustainability Report.

Performance Report (Part 1)
Based on the Health Board's main objectives, strategies, and 
principal risks, the performance section provided a summary 
highlighting what had been done to deliver and improve the 
quality of services provided and commissioned by the Health 
Board to drive further improvements in population health and 
care.

The report was noted as a working draft, with the following areas 
to be strengthened: -

• the availability of end of year performance data had not 
aligned with the population of the draft report but would be 
incorporated into the final iteration

• An out-turn position against the Annual Plan 2021/22 is 
being produced but has not been available to date – this is 
clearly a significant element of the annual report which will 
need to be included

• a section on our strategic partnerships was a work in 
progress and would be included in the final draft

• A condensed shorter public facing summary report would be 
available for the Annual General Meeting (AGM).

 
Committee members raised the following points for consideration 
and inclusion in the final iteration of the performance report: -

• Throughout the document, there is inconsistency in how the 
organisation performed in 2021/22 in terms of what was 
delivered and achieved (refer to the section on Track & 
Trace as an exemplar)

• The report is not structured around the Health Board’s 
priorities.

• Where sections refer to reporting periods, clarification was 
needed as per calendar or financial year.

• A glossary of terms should be included. 
• Reference to recommendations made on the 2020/21 

Report should be considered to ensure they are captured.
• Evidence should be provided to support statements made.
• Reference to the Health Board’s engagement approach, 

listening to feedback and co-production should be 
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strengthened.

Accountability Report (Part 2)
The Committee was informed that the Corporate Governance 
Report, Remuneration and Staff Report, and Parliamentary 
Accountability and Audit Report were all required to be included in 
the Accountability Report to demonstrate how the Health Board is 
meeting its key accountability and reporting requirements.
This section of the report, like the performance report, was 
marked as a working draft. Although the final Head of Internal 
Audit Opinion was still required for the Annual Governance 
Statement, an outline conclusion had been included in the draft, 
which confirmed the following: -

• The Health Board remains on ‘routine’ monitoring as part of 
NHS Wales Escalation and Intervention arrangements.

• The Health Board has continued to mature as an 
organisation and, whilst there are areas for strengthening, 
no significant internal control or governance issues have 
been identified.

Committee members raised the following points for consideration 
and inclusion in the final iteration of the accountability report; -

• Page 8 & 38- Include the Power of Discharge sub-committee 
in the structure.

• Attachment 1 – Include a table that shows which partner 
organisation groups/boards Independent Members sit on.

• Make clear that Special Advisors are not members of the 
Board.

• Check if Cyber Security had been considered by the ARA 
Committee in 2021/22 and, if so, include under Items 
considered by Committees.

• Add detail under other employment matters e.g., staff 
sickness / disciplinaries.

• Include end-of-year staff composition data for 2020/21 and 
2021/22 to demonstrate gender balance.

The Chair questioned whether the figures for remuneration in 
excess of the highest paid director were correct and asked if this 
could be checked.
Action: Head of Financial Services & Accounting

The Chair requested that further comments be sent to RM. For 
ease of reference, any additional insertions or revisions to the final 
iteration should be highlighted in a different colour.
Action: Director of Corporate Governance

The Committee thanked the Director of Corporate Governance and 
Interim Director of Finance, and respective teams, for the 
comprehensive reports. 

AC 1705/06 Review of the Draft Financial Statements 2021/22 (Part 3)
The Draft Annual Accounts were presented by the Interim Director 
of Finance, who was assisted by the Head of Financial Services & 

3/7 3/494



4

Accounting, noting that the accounts were subject to review by 
Audit Wales.

The Committee was informed that the Health Board had met both 
statutory financial duties and noted the key points below.

• The Health Board met its Revenue Resource Limit for the 
year and delivered a surplus of £249k.

• The Capital Resource Limit target of £48.9m was met in 
2021/22 with a small underspend of £50k.

• The Health Board met its duty to breakeven over a three-
year period. 

• The Public Sector Payment Policy Target was achieved.
• The Health Board’s Cash Balance reported was £1.7m 

achieving target.
• Pay Schemes value is circa £756k with funding agreed by 

Welsh Government. 

Katija Dew (KD), Independent Member, questioned the 
transparency of overall spending to third-party and private-sector 
providers. Estelle Evans (EE) agreed to provide a breakdown of 
voluntary expenditure.
Action: Head of Financial Services & Accounting

The Committee was informed of the reasons for the key 
movements in the figures between 2020/21 and 2021/22 and 
noted that an additional £38m in COVID funding received in 
2021/22 had driven an increase in costs.

During the audit, it was discovered that the annual leave accrual 
of £19.6m had been incorrectly recorded under non-NHS payables 
and would be moved to Non-NHS Accruals, as it had been done 
the previous year.

Clinical Negligence claims had risen from £11 million in 2020-21 to 
£45 million in 2021/22 because of three cases in excess of £5m.

A £756k provision in the accounts for scheme pays would result in 
a regularity qualification in the Health Board accounts; this was 
identified as an issue for all Welsh Health Boards with scheme 
pays. External Auditor Richard Harries (RHa), Audit Wales, advised 
that the qualification's wording would be critical in highlighting the 
issue as a national issue rather than a Health Board issue.

Iwan Jones (IJ), Independent Member, expressed concerns about 
the pooling of Pay Schemes and inquired how organisations obtain 
assurance from auditors that the Welsh quantum is correct. IJ 
noted his similar concerns about provisions and contingencies for 
irrecoverable debts, and he questioned whether medical 
negligence assessments should be completed under IFRS9. EE 
stated that All Wales data had been sent to all Health Boards to 
identify employees who were enrolled in pay schemes and relied 
on WG management of schemes. RH agreed that IFRS application 
against provisions needed to be reviewed at the All-Wales level. 
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IJ questioned the efficacy of the four-year revaluation 
process, which RH offered to discuss outside of the meeting or 
circulate a briefing note about. Audit Wales confirmed that work 
would begin centrally in the coming weeks, but also informed the 
Committee that the Welsh Government is currently looking across 
the UK to see what needs to happen in between revaluation 
cycles.

Paul Deneen (PD), Independent Member, asked if there was any 
comparative data with other Health Boards in terms of end-of-year 
accounts, and raised concerns about energy and medical 
negligence costs. RM suggested that a board briefing on clinical 
negligence arrangements be re-arranged for full board 
sightedness. RM also assured the Committee that the Board’s 
Litigation Group was under review to ensure robust governance 
alignment with the Board. 
Action: Director of Corporate Governance  

RH informed the Committee that the estimated energy costs for 
2022/23 had increased by circa £12m.

Audit Wales confirmed that they were on track to complete audit 
work in time for the Auditor General to sign the accounts on 15th 
June 2022.

The Committee thanked the Interim Director of Finance for the 
comprehensive report. The chair requested any additional 
questions raised outside of the meeting be logged to ensure 
evidence of sufficient scrutiny.  
Action: Interim Director of Finance, Procurement & Value 
 

AC 1705/06 Receive Internal Audit Reviews 2021/22
The Committee was informed by Simon Cookson (SC), Head of 
Internal Audit, that there were 8 outstanding reviews, with several 
of them completed and one in progress. SC was confident that all 
reports would be received by the next meeting of the Committee 
and would be reflected in the final Head of Internal Audit Opinion.

Iwan Jones (IJ), Independent Member, questioned how the 
Committee obtained overall reasonable assurance, noting that 
several proposed audits had not occurred as planned. Similarly, IJ 
noted concerns about the recommendations labelled as 'removed 
too soon.' SC responded that six reviews had been deferred during 
the year but were reflected in the opinion, and that he was 
confident that all work would be completed by June 13th.

Stephen Chaney (SCh), Internal Audit, explained that 
recommendations 'removed too soon' were the result of actions 
that were marked completed by management but had not been 
fully embedded. SCh assured the Committee that this was less 
likely to happen now under the new process for audit 
recommendation tracking and that the tracker had improved 
significantly in recent months. 

The Chair expressed concern about the management response in 
the Care After Death Audit, questioning whether the target date 
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was too ambitious, and suggested that management responses be 
scrutinised in the future to ensure appropriate timelines were 
given to all recommendations and all resources were identified. 
This position was acknowledged. 

The Committee NOTED the Internal Audit Update.

AC 1705/07 Approval of the Internal Audit Annual Plan 2022/23
Simon Cookson (SC), Head of Internal Audit, confirmed that the 
Internal Audit Plan 2022/23 had been approved by the Executive 
Team and noted that two audits had been removed from the draft 
Plan.

Paul Deneen (PD), Independent Member, questioned the two 
limited assurance reviews and sought assurance on the action plan 
in place. SCh assured the Committee that limited audits would be 
followed up to ensure progress. 

IJ requested sight of the 3-year audit plan cycle to assure the 
Committee that all Health Board risk areas were being covered. It 
was agreed that this would be shared at the Committee’s meeting 
in June 2022. The Chair proposed that the programme be shared 
with members as an aide memoire at the end of each financial 
year.
Action: Head of Internal Audit

The Committee approved the Internal Audit Plan 2022/23.

AC 1705/08 Draft Head of Internal Audit Opinion 2021/22
Simon Cookson (SC), Head of Internal Audit, presented the draft 
Head of Internal Audit Opinion for 2021/22. 

SC advised the Committee that, as set out in the document, the 
Board could take Reasonable Assurance that arrangements to 
secure governance, risk management, and internal control are 
suitably designed and implemented effectively within the areas 
under review, but that Continuing Healthcare and the NIS 
Directive provided limited assurance.

The Committee discussed recurring themes that had been 
identified throughout the course of the year, across a number of 
audits, including: 

• Training
• Policies and procedures
• Record Keeping 

The Chair suggested that consideration be given to how the 
Committee sought assurance on progress in these areas. It was 
agreed that the Chair would discuss this further with the Director 
of Corporate Governance. 
Action: Chair/Director of Corporate Governance 

The Chair thanked the Head of Internal Audit and colleagues for 
their hard work during 2021/22 and for the comprehensive draft 
report.
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AC 1705/09 External Audit Annual Plan 2022/23
The Committee noted the final External Audit Plan 2022/23.

AC 0604/15 Date of Next Meeting
Monday 13th June 2022 at 9:30am.
The Chair requested the meeting be extended by 30 mins.
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Audit, Risk & Assurance Committee
Action Sheet

All actions in this log are currently active and are 
either part of the Committee's forward work 

programme or require more immediate attention, 
such as an update on the action or confirmation that 
the item scheduled for the next Committee meeting 

will be ready.

N.B. Once the Committee is assured that an action is 
complete, it will be removed. This will be agreed at each 
Committee meeting.
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Outstanding In Progress Not Due Completed Transferred to 
another 
Committee

P a g e  | 2

Committee 
Meeting

Minute 
Reference

Agreed Action Lead Target Date Progress/
Completed

February 
2022

AC 0302/07
Bi-Annual 
Counter Fraud 
Progress Report

Liaise with ESR workforce 
colleagues and Shared Services to 
further streamline the 
termination/new starter process for 
managers

Director of 
Finance & 
Procurement & 
VBHC

Head of Counter 
Fraud  

August 
2022

In progress. 
An outcomes report to come 
back to a future meeting 
once finalised

The figures for remuneration in 
excess of the highest paid to be 
checked for accuracy.

Head of 
Financial 
Services & 
Accounting

13 June 
2022
(Next ARA 
meeting)

Completed.
Included in Financial 
Accounts Paper appendix

May 2022 AC1705/05 
Review of the 
Draft Annual 
Report

Any additional insertions or 
revisions to the final iteration 
should be highlighted in a different 
colour.

Director of 
Corporate 
Governance

13 June 
2022

Completed.
Highlighted in the final 
report submitted to the 
Committee.

Provide a breakdown of overall 
spending to third-party and private-
sector providers. 

Head of 
Financial 
Services & 
Accounting

13 June 
2022
(Next ARA 
meeting)

Completed.
Included in Financial 
Accounts Paper appendix

A board briefing on clinical 
negligence arrangements to be 
arranged for full board 
sightednesss.

Director of 
Corporate 
Governance

September 
2022

To be scheduled for 
September 2022

May 2022 AC1705/06
Review of the 
Draft Financial 
Statements 

Any additional questions raised 
outside of the meeting be logged to 
ensure evidence of sufficient 
scrutiny.  

Interim Director 
of Finance, 
Procurement & 
Value

13 June 
2022
(Next ARA 
meeting)

Completed.
No additional questions 
raised.
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Outstanding In Progress Not Due Completed Transferred to 
another 
Committee

P a g e  | 3

May 2022 AC1705/07
Approval of the 
Internal Audit 
Annual Plan 
2022/23

Provide a copy of the 3-year audit 
plan cycle to assure the 
Committee that all Health 
Board risk areas are being covered.

Head of Internal 
Audit

13 June 
2022
(Next ARA 
meeting)

Completed.
Cycle distributed via email 
08 June 2022

May 2022 AC1705/08
Draft Head of 
Internal Audit 
Opinion 
2021/22

Discuss how the Committee gain 
assurance on progress against the 
recurring themes identified.

Chair 

Director of 
Corporate 
Governance

July 2022 In progress
To be taken forward via 
audit recommendation 
tracking, themes and 
analysis reporting. Next 
iteration due July 2022.
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9/27 19/494



10/27 20/494



11/27 21/494
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13/27 23/494



14/27 24/494



15/27 25/494



16/27 26/494



17/27 27/494



18/27 28/494



19/27 29/494
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21/27 31/494
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Aneurin Bevan University Health Board
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1. Introduction
The purpose of this report is to:

• highlight progress of the 2021/22 Internal Audit Plan for Aneurin Bevan 
University Health Board (the ‘Health Board’) to the June 2022 Audit, Risk and 
Assurance Committee; 

• present the final 2021/22 Head of Internal Audit Opinion and Annual Report for 
noting; and

• provide an overview of other activity undertaken since the previous meeting.

2. Progress against the 2021/22 Internal Audit Plan
There are 38 individual reviews in the 2021/22 Internal Audit Plan including four 
GUH reviews, provision for follow-up work and three audits which are undertaken 
at NWSSP.

The table below details progress against the 2021/22 Internal Audit Plan.

Number of audits in plan:               38
Number of audits reported as final 27
Number of NWSSP audits 3
Number of audits to be reported in 2022/23 21

Number of audits deferred 6

The following reports have been issued since the meeting of the Audit, Risk and 
Assurance Committee on 17 May 2022:

AUDIT ASSIGNMENT ASSURANCE 
RATING

Financial Sustainability Reasonable
Operational Plan for Resumption of Services Reasonable
Medicines Management Reasonable
Corporate Governance Reasonable
Medical Equipment and Devices (Position 
Statement)

N/A

Flow Centre Reasonable
NIS Directive Reasonable

Further information over the assurance ratings detailed above is included with 
Appendix B.

1 The two audits are CHC – Children and Waste Management
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3. Summary of Findings
Limited assurance reports are considered by the Audit, Risk and Assurance 
Committee in detail. The following summary provides the Committee with the main 
messages from the reasonable assurance reports issued since the last meeting on 
17 May 2022.

Financial Sustainability (reasonable assurance)
We completed a review of financial sustainability plans throughout the Health Board, 
to determine if service areas are giving due consideration to financial sustainability 
when developing plans. We also considered the budgetary control framework that 
supports sustainability and savings. Whilst we did not identify any significant 
matters for reporting, we noted that:

• the Health Board needs to ensure alignment between its Transformation 
Programmes, IMTP Core Priorities and Priority Programmes; and

• improvements could be made in the development and approval of 
Transformation Projects, including the need to develop measurement criteria 
that are SMART and accounting structures that capture the more complex 
multi-service impact of these projects in support of the approval process. 

Operational Plan for Resumption of Services (reasonable assurance)
This audit assessed the actions being completed by the Health Board to maximise 
capacity and the delivery of services. We found good arrangements, with regular 
reviews and prioritisation of services across the Scheduled Care Division. 

However, we did recommend that the plans incorporate delivery timeframes to help 
reduce the waiting lists and to develop performance metrics for each service area 
to assist with the process.  

Medicines Management (reasonable assurance)
This review incorporated controlled drugs and we considered two main objectives. 
The first was the governance of controlled drugs and the second was adherence to 
the Management of Controlled Drugs Policy. We visited 23 areas across the Health 
Board (including four theatre sites and 19 wards). Overall, we found no stock count 
discrepancies and confirmed that staff adopt a professional approach to the 
management of controlled drugs. 

However, we did identify the following areas for improvement, including

• stock takes not being completed weekly in line with policy;

• a lack of evidence over the six-monthly stock checks completed by the 
Pharmacy Team; and

• the Policy for the Management of Controlled Drugs requires updating.

We recognise that some of the points described above were significantly impacted 
by the pandemic.
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Corporate Governance (reasonable assurance)
Our testing of the Board Assurance Framework (BAF) process covered the most 
recent reporting cycle of the Health Board from November 2021.

We have audited the BAF process, noting that work is in progress to fully implement 
and embed supporting processes and procedures.

We did not identify any significant matters for reporting in our review.  However, 
we have identified areas where improvements could be made, commenting on the 
need for the individual Risk Owners to assess and address any weaknesses or gaps 
in the assurances being relied upon more effectively.

We also recommended that the engagement of sub-committees of the Board in the 
BAF process is more formally documented, and that the effectiveness of the BAF 
process in its entirety is periodically reviewed and reported to the Board.

Medical equipment and Devices (assurance rating not applicable)
At the commencement of the fieldwork testing, we identified that significant 
progress is still required to update the controls for the management of medical 
equipment and devices (e.g. medical equipment and devices register(s) and 
training records). We also confirmed that the delivery milestones for these actions 
had been set by the Medical Equipment Management Group for delivery during 
2022, largely as a result of the recent pressures of the pandemic. 

Consequently, we were unable to complete sufficient testing to provide an 
assurance opinion over this area. Whilst this was not a follow-up audit, but rather 
a full separate review, the previous 2017/18 Medical Equipment and Devices audit 
(rated limited assurance) should still be considered as our current assurance 
position.   

However, to assist the Audit, Risk and Assurance Committee with an update, we 
completed walkthrough testing and reviewed the documentation supplied. This has 
been presented as a Position Statement and has been factored into our findings 
and conclusions within the Head of Internal Audit Opinion. We also reconciled the 
status of the previous recommendations raised from the 2017/18 audit and 
confirmed that the outstanding recommendations were being tracked on the Audit 
Recommendation Tracking Tool (the ‘Tracker’). 

We have scheduled another full audit of medical equipment and devices in 
2023/24 as a part of our three year plan, and progress on our previous 
recommendations will continue to be assessed within the annual Follow-up of High 
Priority Recommendations review.

In the meantime, the Health Board should still consider this to be an area of high 
risk and manage it accordingly.  

Flow Centre (reasonable assurance)
As previously reported, the Flow Centre is responsible for the delivery of a service 
that operates within an area of a high degree of inherent risk. There are strong 
processes in place, supported by a comprehensive induction and training package. 
However, there is a high volume of calls each day and often the patients being 
discussed have complex needs.
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We found overall that the arrangements are being followed and are operating as 
intended. 

However, we raised recommendations over the following areas for improvement, 
including:

• ensuring calls are documented completely and to a consistent standard;

• reviewing and testing the business continuity plan and processing any 
updates; and

• determining if the Flow Centre is achieving the anticipated benefits.

NIS Directive (reasonable assurance)

We reviewed arrangements in place for the implementation of the NIS (Network and 
Information Systems) Directive within the Health Board, including the Cyber 
Assessment Framework (CAF), improvement plan and overarching governance. 

The matters which require management attention include:

• no retention of supporting information provided to the Cyber Resilience Unit 
(CRU) as part of the CAF assessment. 

• improvement actions have not been fully identified and a plan has not yet 
been developed.

• there is no regular reporting of cyber security to the Board or a sub-
committee, and the risk does not fully articulate the cyber security risk.

4. 2021/22 Head of Internal Audit Opinion
The final 2021/22 Head of Internal Audit Opinion and Annual Report is presented 
for review and noting the final opinion rating. 

The final Head of Internal Audit opinion is reasonable assurance and is based on the 
outcome of work from the 2021/22 Internal Audit Plan and other relevant 
information or knowledge regarding the organisation. 

5. Other Activity
The following meetings have been held/attended during the reporting period:

• monthly meetings between the Acting Head of Internal Audit and Director of 
Corporate Governance;

• advice on agency invoice processing within the Workforce and OD Division;

• monthly meetings with the Director of Finance and Performance;

• Audit, Risk and Assurance Committee pre-meeting with the Audit, Risk and 
Assurance Committee Chair; 

• meetings with the Chair and Chief Executive;

• review and advice over financial control procedures; and

• liaison with senior management.
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6. Recommendation
The Audit, Risk and Assurance Committee is invited to note the above, and note the 
2021/22 Head of Internal Audit Opinion and Annual Report. 
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Appendix A: Progress against 2021/22 Internal Audit Plan

Review Status Draft report date Management 
Responses received Rating Summary of 

recommendations
Actual ARA 

Committee 2

Corporate Governance Final 
report 26th April 12th May Reasonable 2 Medium, 2 Low June

Risk Management Final 
report 7th March 24th March Reasonable 2 Medium April

Financial Sustainability Final 
report 13th May 1st June Reasonable 2 Medium, 6 Low June

Continuing Healthcare Final 
report 3rd December 13th March Limited 4 High, 2 Medium April

Flu Immunisation Final 
report 10th March 21st March Reasonable 1 Medium, 1 Low April

Mental Capacity Act Final 
report

10th September & 
19th October 25th October Reasonable 1 High, 3 Medium, 1 Low December

Gifts, Hospitality and 
Declarations of Interest

Final 
report 28th July 30th July Reasonable 2 Medium August

Clinical Negligence Costs Final 
report 8th & 17th November 22nd November Substantial 1 Medium, 1 Low December

Putting Things Right Final 
report 3rd & 20th September 27th September Reasonable 2 Medium October

Charitable Funds Final 
report 2nd November 19th November Substantial 1 Medium December

Medical Equipment and 
Devices

Final 
report 18th May 31st May N/A N/A June
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Medicines Management 
(including Controlled 
Drugs)

Final 
report 19th May 1st June Reasonable 4 Medium, 1 Low June

Falls Management Final 
report 22nd February 14th March Reasonable 1 High, 1 Medium April

Datix Final 
report 5th May N/A N/A N/A May

NIS Directive Final 
report 8th April 6th May Reasonable 4 Medium, 1 Low June

IT System Controls (WRIS) Final 
report 8th November 15th December Reasonable 1 High, 9 Medium February

Operational Plan for 
Resumption of Services

Final 
report 16th May 1st June Reasonable 2 Medium June

Flow Centre Final 
report 29th April 27th May Reasonable 4 Medium, 3 Low June

Pathology Final 
report 9th November 24th November Reasonable 4 Medium, 6 Low December

Facilities Directorate 
Review

Final 
report 23rd March 29th March & 4th May Reasonable 1 Medium, 3 Low May

Occupational Health Final 
report 27th October 10th November Substantial 2 Low December

Tredegar Health and Well 
Being Centre

Final 
report 7th October 21st October Reasonable 4 High, 6 Medium, 2 Low December

Waste Management Draft 
report 29th April To be reported 

during 2022/23 Reasonable 11 Medium, 2 Low August

GUH: Financial Assurance 
(Follow-up)

Final 
report 3rd November 9th November  Substantial No findings December
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1 May be subject to change

GUH: Technical Assurance Final 
report 8th November 10th November Substantial 1 Low Priority December

GUH: Follow-up Final 
report 15th October 18th November Reasonable 2 Medium Priority December

GUH: Quality Final 
report 1st & 20th December 31st January Reasonable 2 Medium Priority April

Follow-up on Previous 
Recommendations

Final 
report 5th May N/A N/A N/A May

Decarbonisation Deferred N/A

Catering Deferred N/A

Agile Working Deferred N/A

Monitoring Action Plans Deferred N/A

Clinical Futures – Care 
Closer to Home Deferred N/A

Quality Framework Deferred N/A

CHC - Children C/fwd N/A

Reviews at other bodies (undertaken within NWSSP Plan)

Purchase to Pay Final report Reasonable

Payroll Final report Reasonable

PCS Contractor Payments Final report Substantial
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Appendix B: Audit Assurance Ratings
We define the following levels of assurance that governance, risk management and internal control 
within the area under review are suitable designed and applied effectively:

Substantial 
assurance

Few matters require attention and are compliance or advisory in 
nature. 
Low impact on residual risk exposure.

Reasonable 
assurance

Some matters require management attention in control design or 
compliance. 
Low to moderate impact on residual risk exposure until resolved.

Limited 
assurance

More significant matters require management attention.
Moderate impact on residual risk exposure until resolved.

No assurance
Action is required to address the whole control framework in this 
area.
High impact on residual risk exposure until resolved.

Assurance not 
applicable

Given to reviews and support provided to management which form 
part of the internal audit plan, to which the assurance definitions 
are not appropriate.
These reviews are still relevant to the evidence base upon which 
the overall opinion is formed.
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Executive Summary 

Purpose 

This audit assessed the processes within 

the Flow Centre Team of Aneurin Bevan 

University Health Board (the ‘Health 

Board’) for: 

• ensuring patients are cared for in the 

right place, at the right time; 

• ensuring local co-ordination with 

other partners; and 

• providing a single point of contact for 

transferring patients into and 

between hospital sites. 

Overview 

We have issued reasonable assurance on 

this area. 

As previously reported, the Flow Centre is 

responsible for a high degree of inherent 

risk. There are strong processes in place, 

supported by a comprehensive induction 

and training package, but it processes a 

high volume of calls each day and often 

the patients have complex needs.  

The matters requiring management 

attention include: 

• ensuring calls are documented 

completely and to a consistent 

standard; 

• reviewing and testing the business 

continuity plan and processing any 

updates; and 

• determining if the Flow Centre is 

achieving the anticipated benefits. 

Other recommendations / advisory points 

are within the detail of the report. 

 

Report Classification 

  Trend 

Reasonable 

 

 

Some matters require 

management attention in 

control design or compliance.  

Low to moderate impact 

on residual risk exposure 

until resolved. 

2020/21 

 

Assurance summary1 

Assurance objectives Assurance 

1 Operational Management  

 a. Patient are fully logged  Reasonable 

 b. Patients are prioritised Substantial 

 c. Clinical authorisation is in place Substantial 

 d. CWS is updated Reasonable 

 e. Clinical care during transfer Substantial 

 f.  Documentation of decisions Reasonable 

2 Flow centre performance monitoring Reasonable 

3 Flow centre resources / BCP Reasonable 

4 Training and induction Substantial 

5 Complaints / incidents Reasonable 
 

Key matters arising Assurance 

Objectives 

Control 

Design or 

Operation 

Recommendation 

Priority 

1 Completed and aborted calls 1 Operation Medium 

4 Business Continuity Plan 3 Design Medium 

5 Expected Benefits 2 Design Medium 

 
1 The objectives and associated assurance ratings are not necessarily given equal weighting when formulating the overall audit 
opinion. 
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1. Introduction 

1.1  The review of the Flow Centre was completed in line with the 2021/22 Internal 

Audit Plan. This is the second review of the Flow Centre, with the first completed 
as part of the 2020/21 Internal Audit Plan (Clinical Futures – Transport, 

Reasonable assurance). 

1.2  Clinical Futures is the key strategic direction within Aneurin Bevan University 

Health Board (the ‘Health Board’). It is the Health Board’s plan for a sustainable 
health care system across the Gwent area. The plan comprises of a number of 

key pathways which are critical to ensure successful delivery of health care 

throughout Gwent, following the opening of the Grange University Hospital 

(GUH). 

1.3  This audit specifically focused on the process to:  

• transfer patients between hospital sites within the Health Board; and 

• direct patients to an appropriate hospital site (e.g. via a GP or paramedic). 

1.4  To manage this process, the Health Board created a service area during 2020 

and supporting infrastructure, called the ABUHB Flow Centre (the ‘Flow Centre’). 
The majority of patients will be transferred via this process, with clinical 

authorisation for a transfer required in some instances. However, this transfer 
process is not appropriate for women in labour, the discharging of patients, 

patients experiencing a mental health crisis or where an immediate emergency 
response is required. Alternative procedures are in place for patients that fall into 

those categories.  

1.5  The overall objectives of the Flow Centre are to ensure patients are cared for in 

the right place at the right time and to provide a central point of contact for the 

transport / admission of patients to hospital sites. 

1.6  The responsibility for identifying the appropriate resource to complete the 

transfer, the transfer paperwork and the completion of inter-site liaison will be 

completed by the Flow Centre flight marshals / navigators.  

1.7  Welsh Ambulance Service NHS Trust (WAST) maintain a corresponding team, 
called the WAST Flow Desk Team, who receive requests from the Health Board’s 

Flow Centre and dispatch ambulances and other appropriate vehicles to transfer 

patients. 

1.8  The key risks considered in this review are: 

i. patient harm as a result of the delayed transfer of care or inappropriate 

care during transfer; 
ii. increased financial cost due to delays in the transfer of patients; 

iii. an increased demand for beds, as patients are not transferred between 
sites promptly; and 

iv. reputational damage as a result of the ineffective transfer of patients 

between sites. 
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1.9  This audit did not review the transfer of patients outside of the remit of the Flow 
Centre. Furthermore, we did not assess the clinical decisions undertaken as part 

of the transfer process. 

We did not test the Datix process for the management of complaints within this 

audit. 

The key focus of this audit was the operational management of the Flow Centre 

Team, i.e. the processing of a patient transfer request. 

2. Detailed Audit Findings 

2.1 As identified within the previous audit, the Flow Centre Team (the ‘Team’) and 

the supporting processes operate in an area of high inherent risk, where each 
decision to admit and step down a patient in a timely manner can be critical. 

Ultimately, the Health Board implemented the service to help deliver patients to 
the respective hospital sites, to maximise the efficiency of resources and deliver 

care closer to home.  

2.2 We found the number of incidents2 that took place during October 2020 and 

December 2021, as part of the transfer process, was 72 - with eight attributed 
to the Team itself. Each was investigated as part of the Incident Reporting 

Process and actions implemented, where required. 

2.3 Table one below illustrates the destination of patients that are processed via the 

Flow Centre, with less patients being directed to the GUH during January 2022, 

compared to the previous audit. 

 Table One: Destination of Flow Centre Referred Patients 
 

Hospital 2021/22 

Audit 
Sample 

(%)3 

2020/21 

Audit 

Sample (%) 

Grange University Hospital 39.71 51.51 

Royal Gwent Hospital 27.99 18.02 

Ysbyty Ystrad Fawr 7.39 14.18 

Nevill Hall Hospital 16.69 13.39 

No hospital (primarily not admitted) 3.9 2.75 

Other (direct to ward) 0.92 0.13 

St Woolos 1.08 0.01 

Ysbyty Aneurin Bevan 1.69 0.01 

 
2 Where the process has not been adhered to or an unintended result has been achieved e.g. patient transfer delayed. 
3 This includes patients stepping up / down / across between hospital sites. 
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2.4 Ultimately, the Flow Centre is in place to facilitate the transfer of patients as 
safely and swiftly as possible over 24 hours each day. The graph below details 

the profile of the call times received during January 2022. 

 

0.00%
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20.00%

30.00%

40.00%

50.00%

60.00%
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Average % of Calls Received during January 2022 

 

2.5 During January 2022, 5,280 patients were processed through the Flow Centre. 

The table below provides the total number processed through each route: 

 Category Total Processed 

Step across between sites 418 

Step down across sites 646 

Step up across sites 251 

Pre-hospital streaming – GP 2,680 

Pre-hospital streaming – WAST 1,285 

Total 5,280 
 

2.6 From the 418 (7.91%) patients stepped across between hospital sites, 87 

patients were recorded as ‘did not arrive’ at their correct destination. This may 

be for a variety of reasons including lack of beds. 

2.7 To deliver the service, 18.84 WTE staff are allocated to the Team, including flight 

navigators, registered nurses and consultant cover. 

2.8 We reviewed the work rosters and found that staff have been allocated 
appropriately for each respective shift. However, we were informed that on a 

couple of occasions, last minute absences arose, which provided staffing 

challenges. Typically, this occurred during the night shifts. 

2.9 Overall, we continue to recommend that the Health Board undertakes a cost / 

benefit analysis to ensure that the Flow Centre is delivering the expected benefits 

e.g. improved patient outcomes / reduced number of bed days. 
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Audit objective 1a: patients are fully logged into the system promptly and marked 

as ‘closed’ when processed 

2.10 All calls are automatically assigned a reference number, with details inputted 

onto the database as the call is received. Once a patient has been transferred 

the call is marked as ‘closed’, We selected a sample of 20 patients and a further 

three patients that were stepped-up between hospital sites, to determine if this 

took place. We found no issues arising. 

2.11 We also reviewed the entire referral data for January 2022 (5,280 patients) and 

found that 211 referrals had not been marked as ‘closed’ (mission completed). 
Of these, 89 were ‘advice only’ calls, with the 122 (2.31%) remaining calls not 

marked as completed during January 2022. This has been raised within matter 

arising one.  

2.12 Furthermore, we found the transfer of 126 patients was aborted, of this total the 

reason recorded was marked as: 

• ‘other’ for 46 patients; 

• ‘stood down – no reason provided’ for four; and 

• the reason was left blank for 11 patients.  

Overall, 61 of 126 patients did not have a reason recorded for cancelling / 

stepping down their transfer / admission. When an individual no longer requires 

a transfer and is aborted, the reason should be recorded, to ensure the rationale 

can be identified and that patients are not removed from the system in error. 

This has been included within matter arising one. 

Conclusion: 

2.13 We confirmed that calls are logged onto the system in real-time and marked as 
‘closed’ when complete. However, we found the quality of the information 

inputted can be improved further. Therefore, we have provided reasonable 

assurance for this objective.  

  

Audit objective 1b: the prioritisation process is completed for each patient request 

received 

2.14 The screening process, completed during the processing of a transfer, records 
existing medical conditions and current symptoms. A ‘clinically accepted transfer 

time’ is assigned to each call, where a transfer is required. Patients that are 
stepped up to the Grange University Hospital (GUH) are prioritised. In addition, 

for patients that are stepped up to another hospital, a three way process is 
completed, with the Flow Centre and the responsible clinicians at each hospital 

site (transferring from and to) involved. In the event of an emergency, the calling 

of 999 is adopted, to minimise any delay. 

2.15 Within our sample of 23 patients, we confirmed that the priority of the patient is 

identified. There were no issued identified. 
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Conclusion: 

2.16 As no issues were identified, we have provided substantial assurance for this 

objective. 

  

Audit objective 1c: appropriate clinical authorisation is in place for each patient 

2.17 Within our sample, we tested to ensure appropriate clinical authorisation was in 

place, prior to the transfer of a patient. As part of our sample, four patients were 
stepped up (from a total of 251 for January 2022). Prior to the transfer, a clinician 

from both hospital sites is required to agree upon the step up of the patient. We 
confirmed that this was taking place, although on occasion it was difficult to 

identify the applicable form. 

2.18 If a step down is required, then an SBAR form is completed, to assist with the 

process. Within our sample, four patients were stepped down. All documentation 

was present. 

Conclusion: 

2.19 We have provided substantial assurance for this objective as no issues were 

identified. 

  

Audit objective 1d: patient details from transfer requests are uploaded into the 

respective Clinical Workstation (CWS) record 

2.20 We selected a sample of 23 patients from January 2022 to determine if all of the 

necessary patient’s records were uploaded onto CWS. We confirmed that they 
had all been included on CWS, except for one patient that had been stepped up. 

This has been included within matter arising two.  

Conclusion: 

2.21 We have provided reasonable assurance for this objective. 

  

Audit objective 1e: patients receive appropriate clinical care during their transfer to 

another hospital site 

2.22 A patient is assessed as to their level of clinical care, including: 

• critical care level; 
• Covid-19 infection present; 

• intubation requirements; and 

• IV fluids and infusion pump requirements etc. 

This is completed as part of the transfer checklist. We tested the completion of 

this within our sample tested and found no issues.  

This also includes their infection risk. We found 209 patients were identified as 

an infection risk (including Covid-19), prior to their transfer. 
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Conclusion: 

2.23 We have provided substantial assurance for this objective. 

  

Audit objective 1f: decisions are sufficiently recorded 

2.24 Within our sample of 23 patients, we found a variety of detail in the Transfer 
Form completed. Whilst we did not find any examples of screening responses 

that were inappropriately completed, some records were more comprehensive 

than others. We have raised this as matter arising two. 

Conclusion: 

2.25 Due to the improvements that could be undertaken to improve on the overall 

quality of records, we have provided reasonable assurance for this objective. 

  

Audit objective 2: the Flow Centre performance and partnership arrangements 

2.26 We reviewed performance data detailing the time and day of call centre contact, 

volume of calls, and the pre-streaming volume to each hospital location across a 

24 hour period. Whilst the information provides an overview of the volume, key 
performance indicators have still not yet been implemented. Therefore, we have 

raised an amended version of recommendation three from the previous audit 
(Clinical Futures – Transport – 2020/21 – 40). This has been included as matter 

arising three. 

2.27 The Team is based at WAST’s South Wales headquarters and frequently hold 

meetings to discuss issues as they arise. In addition to this, the Team has access 
to C3 Radius (call handling system) alongside WAST, to help manage patients on 

the system. 

Clinical and operational issues that arise are managed in partnership with WAST. 

Conclusion: 

2.28 As work has not been fully completed on performance indicators, we have 

provided reasonable assurance for this objective. 

  

Audit objective 3: the Flow Centre resources, including the development of business 

continuity arrangements 

2.29 The workforce roster number is 18.84 WTE, with one nurse and flight navigator 

covering the night time shift (20:00 to 8:40). The call volume (based on January 
2022) is 18.3%. However, within that total, nearly 3% of the calls relate to the 

time between 7:00 and 8:40, thus c.15% of calls are received from 20:00 to 
07:00 – approximately 2.5 calls per hour (on average across the month). The 

workforce roster is reasonable for this call volume, but only when it is fully 
resourced for the entire shift. It is important that arrangements are agreed in 
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advance that set out the steps to follow if there is an unexpected resource issue. 

This is included within matter arising four.  

2.30 We reviewed the resourcing for the daytime shifts and found no further issues to 

report. 

2.31 As the Flow Centre is a pivotal service throughout the Health Board, we examined 
the business continuity arrangements in place. We found a comprehensive 

business continuity plan (BCP) in place. However, it does not appear to have 
been updated since the last audit, with comments on the draft BCP still present. 

Indeed, the review date is set as 30th November 2020 (although, we believe this 
is an error and should read 30th November 2021). Nonetheless, the BCP is the 

same version as the previous audit.  

We were also informed that the BCP has not been tested. Therefore, our previous 

recommendation remains. See matter arising four. 

Conclusion: 

2.32 Whilst the resourcing is adequate for the current call volume, the business 

continuity arrangements should be improved, with testing of different scenarios 
and an up-to-date plan. We have provided reasonable assurance for this 

objective. 

  

Audit objective 4: training and induction for all staff 

2.33 The process for training and induction remains the same as for the previous 

review. As the service is critical for the transfer of patients there is a very 

comprehensive training package in place. This includes: 

- an induction programme; 

- scenario testing; 

- pathway training e.g. abdominal pain; 

- video training of C3 Radius (WAST call handling software); 

- testing of common scenarios and process requirements; 

- numerous presentations covering topics including active listening through 

to which CWS forms to use; and 

- shadowing a more experienced member of staff. 

We confirmed that the previous process remains in place. There are no 

recommendations to raise. 

Conclusion: 

2.34 The training and induction package is key to ensure staff adhere to the approved 
process and are able to screen patients effectively. There is a high level of 

underlying risk with new starters, who are not familiar with the process. There is 
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a comprehensive training package and assessment of staff at the end of 

induction. Therefore, we have provided substantial assurance for this objective. 

  

Audit objective 5: appropriate management of complaints / incidents 

2.35 We tested to ensure that complaints / incidents are investigated and resolved. 
We found that each incident is reviewed, and lessons learnt where required. This 

is completed as part of the Datix process (not tested as part of this audit), but 
the process remains the same as last year. However, we recommend within 

matter arising five that the expected benefits are reviewed to ensure they are 
being achieved in line with expectations, after taking into account the impact 

from incidents that arise. 

Conclusion: 

2.36 As we have not identified any benefits realisation review, we have provided 

reasonable assurance for this objective. 
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Appendix A: Management Action Plan 

Matter arising 1: Recording Completed and Aborted Calls (Operation) Impact 

We found that 122 calls (from 5,280) had not been marked as complete on the database, thus increasing 

the risk that patient transfers may be delayed or no longer required. 

Requests for transfers into a hospital or the stepping up / down / across of patients are automatically 

recorded onto the database. 

Each patient is tracked until the transfer is complete or for another appropriate reason (e.g. patient is too 
ill). On occasion, a transfer has to be aborted. To complete this process, a reason should be recorded. 

We reviewed the call data for January 2022 and found that 61 of 126 patients that had their transfer 
aborted did not have a reason recorded. 

Potential risk of: 

• Patient transfers not 
processed efficiently. 

• Reasons for the non-
transfer of patients are 
not recorded. 

• Patient transfers may not 
be complete. 

Recommendations Priority 

1.1 The Flow Centre Team should ensure that the reason for an aborted transfers should be adequately 
recorded.  

Medium 

1.2 The Flow Centre Team should close all calls on the system once complete. Medium 

Management response Target Date Responsible Officer 

1.1 The Flow Centre Team have performed regular audits throughout the year and 

learning outcomes identified. This recommendation features on our regular 1:1s with 

individuals, staff weekly updates and will be a focus over the next few months in line 

with this audits recommendation. 

Assurance is given via the Operations Structure and Urgent Care Divisional meetings 

with a monthly frequency and contain a feedback loop to ensure learning is 

disseminated to the teams. 

  

 Flow Navigator audit tool to be created 30/05/2022 Service Manager (USC) 
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 Key area of focus for our Flow Navigator Auditor over the next 2 months 30/07/2022 Service Manager (USC) 

1.2 This audit has highlighted a key learning outcome regarding the process followed 

when closing calls on the system and the loophole associated with the system used 

for recording the referral (Nugensis). 

Learning identified and training provided to staff  

 

 

30/06/2022 

 

 

Flow Centre Nurse 

 Key area of focus for our Flow Navigator Auditor over the next 3 months 30/07/2022 Flow Centre Nurse 
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Matter arising 2: Screening Information (Operation) Impact 

We reviewed a sample of 23 patients and found that the information inputted into the Transfer Forms 

varied in detail and completeness. Whilst the requirements of each patient are unique, within the sample 
there were examples of comprehensive audit trails documented. However, this was not consistent across 

the entire sample reviewed.  

We also found that a request to step up to the GUH had been received for one patient within the sample, 
but the details had not been uploaded onto CWS. 

Potential risk of: 

• Relevant medical 
information not be 

readily available to view. 

 

Recommendations Priority 

2.1 The Flow Centre Team should establish the required level of information to be documented on the 

Transfer Form for each patient screened and all forms should be uploaded onto CWS. 
Low 

Management response Target Date Responsible Officer 

2.1 In the past 3 months an internal audit performed by the department highlighted 

further evidence of this practice and an action plan has been implemented to improve 

this area of practice. 

  

 Clinical audit tool to be created 30/06/2022 Flow Centre Nurse 

 Initial audit to be completed – 5% of Flow Nurse workload 30/08/2022 Flow Centre Nurse 

 Learning identified and training provided to staff 30/09/2022 Flow Centre Nurse 
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Matter arising 3: KPIs (Design) Impact 

We reviewed a range of performance data, which is used to align the workforce roster to the volume of 

calls received. However, key performance indicators have not yet been developed. 

Operational performance should be monitored and assurance provided to an appropriate sub-committee 

of the Board. This information should also be taken into account when reviewing the level of benefits that 
the Flow Centre process is expected to deliver.  

Potential risk of: 

• Poor performance not 
being identified. 

Anticipated benefits of 
operating the Flow Centre 
may not be achieved.  

Recommendations Priority 

3.1 The Flow Centre Team should develop key performance indicators to help improve the delivery of 
the service, manage key risks and to help develop staff. 

Low 

Management response Target Date Responsible Officer 

3.1 With recent changes in clinical and operational leadership of the Flow Centre a focus 

will be on creating these key performance indicators (KPI) and stabilising the services 

as we recover from the impact of COVID. 

  

 Create operational KPI for Pre-Hospital Screening 30/07/2022 Service Manager (USC) 

 Create clinical KPI for Intersite transfer service 30/07/2022 Flow Centre Nurse 

 Review the clinical and operational model of the Flow Centre 30/09/2022 Service Manager (USC) 
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Matter arising 4: Business Continuity Plan (Operation) Impact 

We reviewed an initial draft of the business continuity plan. This was comprehensive and contained action 

cards for multiple continuity events, with high level instructions in place. However, this was the same draft 
as reviewed within the 2020/21 audit of Clinical Futures – Transport, where we raised a recommendation 

to update the plan and to undertake regular testing. 

Whilst it details key attributes of an appropriate continuity plan it would benefit from more specific / step-
by-step instructions to utilise in the event of a continuity event. 

For example, the Flow Centre Team has identified a location to operate from in the event of a loss of 
premises, but identifying who would occupy which seat in advance would reduce the decision making 

required during an emergency. Periodic test runs against different continuity events would help identify 
improvements, familiarity and additional detail in the plan required. 

Furthermore, there should be details documented of steps to take in urgent situations, to prevent a 

continuity event from occurring. For example, unexpected staff absence during a night time / weekend 
shift, where staff resource is already low. 

Potential risk of: 

• Delays in recovering 
from a continuity 

event. 
• Staff unaware of what 

is required during a 

continuity event. 

 

Recommendations Priority 

4.1 We recommend that the Flow Centre Team review and update the business continuity plan, where 
required. 

Medium 

4.2 We recommend that the Flow Centre Team periodically test their business continuity plan and 
update it with learnings from the exercise(s). 

Low 

Management response Target Date Responsible Officer 

4.1 The business continuity plan is being reviewed and updated currently. 30/06/2022 Service Manager (USC) 

4.2 A planned test of the business continuity plan will be initiated by the target date 30/08/2022 Service Manager (USC) 

 An unplanned test of the business continuity plan will be initiated by the target date 30/10/2022 Service Manager (USC) 
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Matter arising 5: Expected Benefits (Design) Impact 

As raised in the 2020/21 Clinical Futures – Transport audit, the Flow Centre is an integral part of an overall 

patient centred system of care. The objective is to direct patients to an appropriate hospital site for their 
care requirements. By operating a centralised critical care hospital, patients are ‘stepped-up’ and ‘stepped-

down’ as and when required. This enables critical care beds to become free sooner and to maximise patient 
throughflow. One benefit of this is the maintenance of less critical care beds, as patients are transferred to 
more appropriate environments as they recover. This leads to reduced staffing requirements and other 

associated costs. 

It is important that the original objectives and projected benefits of the service are continually assessed 

against the costs incurred. This is to ensure that the anticipated benefits are being achieved. 

Potential risk of: 

• The Flow Centre not 
achieving the expected 

benefits, impacting 
patient flow within the 
Health Board. 

• There is an increased 
risk to patient care. 

• There is an increased 
financial cost. 

Recommendations Priority 

5.1 The Flow Centre Team should provide assurance to an appropriate committee or group of the 

delivery of the expected benefits. 
Medium 

Management response Target Date Responsible Officer 

5.1 The Flow Centre has been operational for a period of time that will enable an effective 

review of the service projected benefits and assurance to the objectives given. With 

recent changes in clinical and operational leadership of the Flow Centre a focus will be 

to review the service by the target date. 

30/08/2022 Service Manager (USC) 
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Appendix B: Assurance opinion and action plan risk rating 

Audit Assurance Ratings 

We define the following levels of assurance that governance, risk management and internal 

control within the area under review are suitable designed and applied effectively: 

 

Substantial 
assurance 

Few matters require attention and are compliance or advisory in 

nature.  

Low impact on residual risk exposure. 

 

Reasonable 

assurance 

Some matters require management attention in control design or 

compliance.  

Low to moderate impact on residual risk exposure until resolved. 

 

Limited 

assurance 

More significant matters require management attention. 

Moderate impact on residual risk exposure until resolved. 

 

No assurance 

Action is required to address the whole control framework in this 

area. 

High impact on residual risk exposure until resolved. 

 

Assurance not 

applicable 

Given to reviews and support provided to management which form 

part of the internal audit plan, to which the assurance definitions 

are not appropriate. 

These reviews are still relevant to the evidence base upon which 

the overall opinion is formed. 

Prioritisation of Recommendations 

We categorise our recommendations according to their level of priority as follows: 

Priority level Explanation Management action 

High 

Poor system design OR widespread non-compliance. 

Significant risk to achievement of a system objective OR 

evidence present of material loss, error or misstatement. 

Immediate* 

Medium 
Minor weakness in system design OR limited non-compliance. 

Some risk to achievement of a system objective. 
Within one month* 

Low 

Potential to enhance system design to improve efficiency or 

effectiveness of controls. 

Generally issues of good practice for management 

consideration. 

Within three months* 

* Unless a more appropriate timescale is identified/agreed at the assignment. 
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Executive Summary 

 

Purpose 

To evaluate the Board Assurance 

Framework (BAF) process and supporting 

arrangements that are embedded within 

Aneurin Bevan University Health Board 

governance structure. 

Overview 

Our testing of the BAF process covered 

the most recent BAF reporting cycle of 

Aneurin Bevan University Health Board 

(ABUHB) made in November 2021. 

We have audited the BAF process, noting 

that work is in progress to fully implement 

and embed BAF processes and procedures 

and that a stable developed BAF process 

is yet to be delivered given that BAF 

reporting commenced in 2021. 

We did not identify any significant matters 

for reporting in our review.  We have 

noted areas where improvements could 

be made, commenting on the need for the 

individual Risk Owners to more effectively 

assess and address any weaknesses or 

gaps in the assurances being relied upon. 

We also recommended that the 

engagement of Committees of the Board 

in the BAF process is monitored as 

procedures are embedded, and that the 

effectiveness of the BAF process in its 

entirety is periodically reviewed and 

reported to the Board. 

Other recommendations are within the 

detail of the report. 

 

Report Classification 

  Trend 

Reasonable 

 

 

Some matters require 

management attention in 

control design or 

compliance.  

Low to moderate impact 

on residual risk exposure 

until resolved. 

N/A 

See page 

2 

 

Assurance summary1 

Assurance objectives Assurance 

1 
An up-to-date Board Assurance 

Framework (BAF) is in-place  
Substantial 

2 
The effectiveness of the BAF is assessed 

on a regular basis 
Reasonable 

3 

Key sources of assurances (internal and 

external) are identified, recorded and 

regularly reviewed 

Reasonable 

4 

Assurance / Control gaps are identified, 

formally documented, and fully 

addressed 

Reasonable 

5 

Prompt action is undertaken to address 

residual strategic risk outside of the 

Health Board’s risk appetite 

Reasonable 

 

 

Key matters arising Assurance 

Objectives 

Control 

Design or 

Operation 

Recommendation 

Priority 

1 Assurance Weaknesses and Gaps 4, 5 Operation Medium 

2 Assurance Mapping 3 Design Low 

3 Board Committees’ Engagement in the BAF Process 3 Design Low 

4 Review of the Effectiveness of the BAF Process 2 Design Medium 

 
1 The objectives and associated assurance ratings are not necessarily given equal weighting when formulating the overall audit 
opinion. 
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1. Introduction 

1.1 The Corporate Governance review was undertaken in line with the 2021/22 Internal 

Audit Plan.  The review sought to determine if a Board Assurance Framework (BAF) 

and supporting arrangements are embedded within Aneurin Bevan University 

Health Board (the ‘Health Board’).  

1.2 The BAF comprises strategic risks and is aligned to the Health Board’s strategic 

objectives and the risks which prevent the Health Board from achieving its 

strategy.  Risks impact across the Health Board in their scope and impact.  

1.3 A revised Risk Management Strategy and Framework was launched in September 

2021, which is still being embedded throughout the Health Board.  The BAF has 

linkages to the Health Board’s Risk Management Framework and with the Quality 

Assurance Framework to provide a robust structure that enables the Health Board 

to focus on the threats to its most important objectives. 

1.4 The key risk considered in this review is that insufficient assurance is provided to 

the Board which may lead to the non-achievement of strategic objectives, and 

associated potential patient harm, financial loss, and/ or reputational damage to 

the Health Board. 

1.5 Wider risk management aspects have been covered in a separate Internal Audit 

report AB-2122-02 entitled Risk Management issued in February 2022 and the 

scope of this audit has been limited accordingly to avoid duplication. 

1.6 The Health Board implemented BAF reporting in 2021 with six monthly reporting 

to the Board in May and November 2021.  This audit has focused on the November 

2021 reporting cycle, post the adoption of the revised Risk Management Strategy 

and Framework. 

 

2. Detailed Audit Findings 

Audit objective 1: An up to date BAF is in place, setting out how key strategic 

risks are managed 

2.1 A review of Board and Committee minutes and papers identified that the Health 

Board reviewed draft BAF documentation in early 2020.  Detailed feedback was 

received by the Board from the Chair of Audit, Risk and Assurance Committee and 

the Special Financial Adviser to the Board. The Board approved the BAF, as noted 

in the minutes of the Board held on 25 March 2020, however as a consequence of 

the Covid-19 pandemic resources were reallocated and the BAF process was 

suspended. 

2.2 Subsequently, the Board endorsed the BAF as noted in the minutes of the meeting 

of the Board held in May 2021.  The endorsed BAF is now in place and establishes 
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how key strategic risks, described within the Health Board as principal risks, are 

managed. 

2.3 No matters arising have been raised under this audit objective. 

Conclusion: 

2.4 An up to date BAF is in place, setting out how key strategic risks are managed.  No 

matters for reporting were identified, therefore we have provided substantial 

assurance over this area. 

 

Audit objective 2: The effectiveness of the BAF is assessed on a regular basis 

2.5 Whilst the Audit, Risk and Assurance Committee is charged with seeking assurance 

that there is an effective framework for the management of strategic, clinical and 

operational risks i.e. those risks likely to directly impact achieving the Health 

Board’s Integrated Medium Term Plan and strategic objectives, and that the 

effectiveness of the framework is regularly reviewed, the Committee is not 

specifically required to report on compliance with, and the effectiveness of, the 

BAF process.  

2.6 Given that the BAF process is in its first year, and is evolving over time, there is 

value in providing the Board with periodic assurance that the BAF process is 

implemented and operating. Such a report provides the opportunity for the Board 

to note an assessment of compliance with the BAF process and the effectiveness 

of the process to deliver the BAF’s stated purpose, that being to provide clarity on 

the internal assurances that the Board requires and whether the Board can be 

satisfied that risks are being managed appropriately and that the organisation is 

on track to achieve its stated objectives. 

2.7 As the BAF process evolves further in 2022, and develops a more stable structure, 

the Board should be provided with periodic papers on the effectiveness of the BAF 

process, commenting on compliance, its fitness for purpose and the engagement 

of Risk Owners, Executive management, Board Committees and the Board in the 

BAF process as defined.  This has been raised as matter arising four in Appendix 

A. 

Conclusion: 

2.8 Currently the BAF process has not been assessed and reported to the Board, with 

no reference for such a review being noted in the BAF May 2021 process document 

endorsed by the Board in that month.  Whilst no significant matters for reporting 

were identified, there is a need to establish a periodic BAF review process reporting 

to the Board, therefore we have provided reasonable assurance over this area. 
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Audit objective 3: Key sources of assurances (internal and external) are 

identified, recorded and regularly reviewed 

2.9 A review of the BAF reporting cycle for November 2021 identified that the Board 

was presented with a BAF paper including an appendix detailing the individual 

principal risks.  For each principal risk, key sources of assurances had been 

identified and recorded and are to be provided to the Audit, Risk and Assurance 

Committee and the Board every six months for review. 

2.10 Each principal risk has a dedicated, named Risk Owner with reference made to 

Committee Assurance, listing those Committee(s) that have an interest in each 

principal risk, as it impacts their respective area of oversight. 

2.11 To ensure that the Health Board is aware of, and understands, its most significant 

risks which could impact upon the delivery of its objectives and priorities it is the 

responsibility of Board and Committees to review the principal risks that threaten 

the achievement of these objectives and priorities. 

2.12 A review of the minutes and papers of those Committees named was performed. 

The level of engagement of the Committees in the BAF process varied and was not 

evidenced in a consistent manner.  However, we confirmed that programmes (ten 

in total) of work over the key priorities identified within the IMTP are underway, 

with a lead Executive responsible for each.   

2.13 The Committees’ Terms of Reference have recently been reviewed, revised and 

approved by the Board and comment on Committees’ oversight responsibilities.  In 

addition, Committees now receive Committee Risk papers at each meeting that 

include detailed BAF information.  We have noted the work done in this area and 

the need to ensure the Committees’ BAF oversight processes are fully embedded.  

This has been raised as matter arising three in Appendix A.  

2.14 In addition, it was noted that there is no assurance map maintained at a Health 

Board level that can facilitate an overview across the individually reported principal 

risks.  Such a record would allow a corporate governance view of assurances, in 

particular the identification of instances where specific assurance may be being 

relied upon in more than one principal risk area, and the assessment of the 

consistency of assurances being sought across the Health Board’s principal risks. 

This has been raised as matter arising two in Appendix A. 

Conclusion: 

2.15 Whilst key sources of assurance are identified and recorded, and are to be regularly 

reviewed by the Board, there is a need to clarify the role of Committees in any 

review of principal risks and the processes to be followed.  Whilst no significant 

matters for reporting were identified, there is a need for clarity, therefore we have 

provided reasonable assurance over this area. 
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Audit objective 4: Assurance / Control gaps are identified, formally 

documented, and fully addressed 

2.16 The review, as noted in para 2.9 above, also identified that for each principal risk, 

key sources of assurances had been identified and recorded, and where gaps were 

identified these were also detailed. 

2.17 However, each principal risk reported did not indicate that the assurances listed 

had been assessed and rated, there being no reference to any weaknesses in the 

assurances currently being relied upon.  In addition, there was no reference to 

actions required to address weaknesses in existing assurances or those gaps in 

assurances reported. 

2.18 There are opportunities to improve the value to be gained from the BAF process in 

the delivery of reduced risk exposure to the strategic objectives of the Health 

Board, by being able to demonstrate the level of confidence in the assurances 

currently being relied upon and addressing any identified weakness or gaps.  These 

have been raised as matter arising one in Appendix A. 

Conclusion: 

2.19 Whilst no significant matters for reporting were identified, there is an opportunity 

to gain greater confidence in the assurances being sought, assessing their 

effectiveness and addressing any weaknesses, together with any gaps in assurance 

detailed in the individual principal risk reports, therefore we have provided 

reasonable assurance over this area. 

 

Audit objective 5: Prompt action is undertaken to address residual strategic risk 

outside of the Health Board’s risk appetite 

2.20 The review also identified that for each principal risk, the risk appetite was 

disclosed together with risk actions, consistent with the risk appetite structure 

detailed in the BAF May 2021 process document endorsed by the Board in that 

month.  It was noted that all principal risks reported had a current risk score in 

excess of the target risk appetite for each risk reported and had not reported any 

change in 2021. 

2.21 However, we raised a recommendation in respect of the point above within the 

Risk Management audit (2021-22 – 02, rated reasonable assurance) and concluded 

that the risk appetite should be reviewed.  

Conclusion: 

2.22 All principal risks reported currently have a risk score in excess of the risk target 

and there is a need to more clearly align required actions to reduce risk scores. We 

have not raised any additional recommendations in this audit and as with the Risk 

Management audit we have provided reasonable assurance over this area. 
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Appendix A: Management Action Plan 

Matter arising 1: Assurance Weaknesses and Gaps (Operation) Impact 

Board Assurance Framework (BAF) reporting to the Board in 2021 contained an appendix listing the twelve principal risks 

to the strategic objectives of the Health Board.  A review of the BAF process, as evidenced by the individual principal risk 

reports presented to the then Audit, Finance and Risk Committee (now the Audit, Risk and Assurance Committee) in October 

2021 and the Board in November 2021 identified the following instances and opportunities to improve the level of confidence 

to be gained from the BAF process in the delivery of reduced risk exposure to the strategic objectives of the Health Board: 

 i Risk Owners are not reporting any assessments of the effectiveness of the disclosed assurances being relied upon; 

 ii Risk Owners have identified gaps in assurance in some instance but not commented on their significance and whether 

action is required, or not; and 

 iii Risk Owners have not reported action plans, and progress in their implementation, to address weaknesses or gaps in 

assurance. 

In addition, some individual principal risks had more than one risk appetite action attributed such as treat/terminate or 

treat/transfer or tolerate/treat/transfer.  The lack of focus makes it hard to understand the relevance of risk mitigating 

actions and the significance of associated assurances being sought.  

Potential risk of: 

• Reduced effectiveness 

of the BAF process 

• Ineffective oversight 

and decision making  

• Reputational damage 

to the Board 

• Adverse impact on 

delivery of the Board’s 

strategies and 

performance 

 

Recommendations Priority 

1.1 We recommend that the Health Board assesses the effectiveness of those assurances on which reliance is being 

placed, and report their findings or gaps identified as part of the BAF reporting structure.  Where gaps are identified 

action plans should be developed and monitored for progress. 

Medium 

Management responses Target Date Responsible Officer 

1.1 The Health Board accepts this recommendation as part of the iterative development of the 

Board Assurance Framework.  Work to address this recommendation is planned during 

May/June 2022 and a revised BAF incorporating a robust assessment of assurances will be 

included.  Assurances will be RAG rated and identified gaps will have associated plans to 

improve the position, monitored by the Audit, Risk and Assurance Committee. 

July 2022 Director of Corporate 

Governance, Head of 

Corporate Services, Risk 

and Assurance 
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Matter arising 2: Assurance Mapping (Design) Impact 

BAF reporting to the Board in 2021 contained an appendix listing the twelve principal risks to the strategic objectives 

of the Health Board.  For each principal risk listed, detail is provided of the assurances being relied upon.  However, 

there is no aggregation of this information into a Health Board level assurance map.  

There are advantages in maintaining such an assurance map.  It allows identification of instances where specific 

assurance may be relied upon in more than one strategic risk area and to facilitate an assessment of the consistency 

of assurances being sought across the Health Board’s principal risks.   

Potential risk of: 

• A lack of coordinated 

assurances, with potential 

overlapping and / or 

missing assurances not 

being identified 

• Reputational damage to 

the Board 

• Adverse impact on 

delivery of the Board’s 

strategies and 

performance 

Recommendations Priority 

2.1 We recommend that the Health Board completes an assurance mapping exercise to record all assurances being 

sought in relation to those principal risks reported under the BAF process. The exercise should be regularly 

reviewed to identify any missing and / or the accuracy of the assurance. 

Low 

Management responses Target Date Responsible Officer 

2.1 The Health Board accepts this recommendation and actions to undertake this are 

outlined in recommendation 1.  The Health Board has established processes in place to 

review the BAF at least twice yearly with all principal risks reported to executive team, 

relevant committees and to the Board at each meeting.  

July 2022 Director of Corporate 

Governance, Head of Corporate 

Services, Risk and Assurance 
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Matter arising 3: Board Committees’ Engagement in the BAF Process (Design) Impact 

Each principal risk reported under the BAF process has an allocated risk owner with reference made to a specific sub-

committee, as providing assurance over the principal risk.  A review of the principal risks reported to the Board in 

November 2021 all referred to one or more of the following sub-committees of the Board: 

Patient, Quality, Safety and Outcomes Committee; 

People and Culture Committee; and  

Audit, Finance and Risk Committee, (name changed to Audit, Risk and Assurance Committee in 2022). 

A review of Board Committee papers presented in 2021 identified that it was unclear whether monitoring of assurances 

sought for each principal risk was required to be undertaken and challenged by the committees.  For example, there 

were no assessments of the assurances presented, and, where assurance gaps had been reported, there were no 

action plans detailed and approved to resolve weaknesses in existing assurances and fill assurance gap. 

The Committees' Terms of References reviewed at the time of the audit did not comment on the role and responsibilities 

of the committees regarding the BAF process where specific principal risks have been allocated to them.  We 

acknowledge that the Committees’ Terms of Reference were subsequently reviewed with revisions made and approved 

in March 2022 and that they comment on generic risk management responsibilities.  In addition, the Committees now 

receive Committee Risk papers at their meetings that include detailed BAF information. 

Potential risk of: 

• Ineffective oversight and 

decision making  

• Reputational damage to the 

Board 

• Adverse impact on delivery of 

the Board’s strategies and 

performance 

Recommendations Priority 

3.1 We recommend that the Health Board continues to monitor the embedding of the BAF related risk management 

oversight responsibilities of the Committees to ensure that: 

1 the Committee Risk papers form the basis of the six monthly BAF reporting to the Audit, Risk and Assurance 

Committee and the Board; and, 

2 appropriate oversight is provided by each Committee on reported BAF activity. 

Low 

Management response Target Date Responsible Officer 

3.1 The Health Board accepts this recommendation and plans to include strengthened 

assurance mapping arrangements and assessments for the next iteration of the Board 

Assurance Framework (BAF).  

July 2022 Director of Corporate 

Governance, Head of Corporate 

Services, Risk and Assurance 
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Management response (continued) Target Date Responsible Officer 

 In addition to this, the template reporting for Board and Committees is due to be 

reviewed, it is proposed that incorporated into this review will be the ability to cross 

reference each Board and Committee report to the BAF to make explicitly clear where 

papers address and provide assurance against a principal risk. 

  

 

  

11/14 78/494



  
Corporate Governance Appendix A 

  

 

  

  

NWSSP Audit and Assurance Services 12 
 

Matter arising 4: Review of the Effectiveness of the BAF Process (Design) Impact 

The BAF process has only recently commenced in 2021 with BAF reporting to the Board in May and November 2021. 

The papers presented to the Board have commented on the evolving nature of the BAF process and that it is expected 

to continue to develop. At the time of the audit the BAF process had not reached a steady state, for example not all 

individual principal risk reports had been completed in full. 

Whilst the Audit, Risk and Assurance Committee is responsible for seeking assurance that there is an effective 

framework for the management of strategic, clinical and operational risks i.e. those risks likely to directly impact 

achieving the Health Board’s IMTP and strategic objectives, and that the effectiveness of the framework is regularly 

reviewed, the Committee is not specifically required to report on compliance with the BAF process.  

As the BAF process evolves further in 2022, and develops a more stable structure, there is benefit in the Board 

requesting a paper on the effectiveness of the BAF process, commenting on compliance, its fitness for purpose and the 

engagement of risk owners, Executive management, committees and the Board in the BAF process. 

Potential risk of: 

• Reputational damage to the 

Board 

• Adverse impact on delivery of 

the Board’s strategies and 

performance 

Recommendations Priority 

4.1 We recommend that the Health Board develops a periodic report commenting on compliance / the effectiveness 

of the BAF process and reports this to an appropriate committee.  
Medium 

Management response Target Date Responsible Officer 

4.1 The Health Board accepts this recommendation and will incorporate a review of the 

effectiveness of the BAF into Board evaluation and committee self assessment processes.  

April 2023 Director of Corporate 

Governance 
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Appendix B: Assurance opinion and action plan risk rating 

Audit Assurance Ratings 

We define the following levels of assurance that governance, risk management and internal 

control within the area under review are suitable designed and applied effectively: 

 

Substantial 
assurance 

Few matters require attention and are compliance or advisory in 

nature.  

Low impact on residual risk exposure. 

 

Reasonable 

assurance 

Some matters require management attention in control design or 

compliance.  

Low to moderate impact on residual risk exposure until resolved. 

 

Limited 

assurance 

More significant matters require management attention. 

Moderate impact on residual risk exposure until resolved. 

 

No assurance 

Action is required to address the whole control framework in this 

area. 

High impact on residual risk exposure until resolved. 

 

Assurance not 

applicable 

Given to reviews and support provided to management which form 

part of the internal audit plan, to which the assurance definitions 

are not appropriate. 

These reviews are still relevant to the evidence base upon which 

the overall opinion is formed. 

Prioritisation of Recommendations 

We categorise our recommendations according to their level of priority as follows: 

Priority level Explanation Management action 

High 

Poor system design OR widespread non-compliance. 

Significant risk to achievement of a system objective OR 

evidence present of material loss, error or misstatement. 

Immediate* 

Medium 
Minor weakness in system design OR limited non-compliance. 

Some risk to achievement of a system objective. 
Within one month* 

Low 

Potential to enhance system design to improve efficiency or 

effectiveness of controls. 

Generally issues of good practice for management 

consideration. 

Within three months* 

* Unless a more appropriate timescale is identified/agreed at the assignment. 
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Executive Summary 

Purpose 

We evaluated the adequacy of the 

systems and controls in place for the 

operational resumption of services. 

Overview 

We have issued reasonable assurance on 

this area. We found good arrangements in 

place, to ensure a consistent approach to 

clearing the backlog of appointments 

caused by the impact of the pandemic. 

Alongside the service level plans is a 

divisional overview to prioritise services 

as required, and regular reporting of 

referral to treatment (RTT) waiting lists.  

The matters requiring management 

attention include the: 

• Updating of plans to reflect the 

delivery profile of actions and key 

milestones i.e. the timeframe to 

reduce the waiting lists to pre-

pandemic levels. 

• Development of performance metrics 

to monitor the progress / 

effectiveness of individual plans / 

actions taken. 

Other recommendations / advisory points 

are within the detail of the report. 

Limitation of Scope 

We have not provided assurance over 

whether the plans are reducing the 

waiting lists at the maximum pace 

possible, but instead whether the actions 

and controls in place are appropriate in 

the circumstances. 

Further matters arising concerning the 

areas for refinement and further 

development have also been noted (see 

Appendix A). 

 

Report Classification 

  Trend 

Reasonable 

 

 

 

Some matters require 

management attention in 

control design or 

compliance.  

Low to moderate 

impact on residual risk 

exposure until resolved 

Not 

Applicable 

– first 

review 

 

 

 

Assurance summary1 

Assurance objectives Assurance 

1 Welsh Government’s requirements Substantial 

2 Guidance requirements Reasonable 

3 Monitoring of Plans Reasonable 
 

Key matters arising Assurance 

Objectives 

Control Design 

or Operation 

Recommendation 

Priority 

1 Review of Action Plans 2 Design Medium 

2 Performance Information 3 Design Medium 

 
1 The objectives and associated assurance ratings are not necessarily given equal weighting when formulating the overall audit 
opinion. 
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1. Introduction 

1.1 On 16th March 2020, in response to the unprecedented challenge associated with 

the COVID-19 pandemic, the IMTP process for NHS Wales was paused. The Welsh 

Government subsequently adopted a quarterly COVID-19 operating framework with 

Health Boards required to develop operational plans describing their response to the 

pandemic and the delivery of essential and routine health services.  

1.2 A report to the Board of Aneurin Bevan University Health Board (the ‘Health Board’) 

on 16th December 2020 set out the revised planning framework and guidance for 

NHS Wales, issued by the Welsh Government (24th September 2020) which, inter-

alia, made it clear that these plans should not be a set of ‘new’ plans; but instead, 

they must build on the quarterly planning discipline which NHS Wales has so far 

adopted for 2020/21. This included confirmation that the IMTP process had been 

paused and replaced by Quarterly Operational Plans in response to the pandemic.  

1.3 The Quarter 3 & 4 Plan (the ‘Plan’) was submitted to the Welsh Government in line 

with the guidance issued on 19th October 2020 but was marked as draft pending 

Board consideration and approval, which was subsequently given.  

1.4 The Health Board’s report stated that having completed the immediate response to 

the pandemic and the Adapt and Sustain phases the Health Board was entering the 

third phase - ‘COVID-19 and Winter’. The Plan described how the Health Board 

would cautiously re-establish elements of routine services whilst ensuring it has the 

capacity to respond to the pandemic, winter pressures and maintain essential 

services. The Plan had been developed in the context of the four harms2 and shaped 

by providing equal weighting to each, in order to minimise health inequalities across 

the system. 

This Plan describes how the Health Board will meet the unprecedented, combined 

challenges of: 

• ensuring the capacity to respond to COVID-19, consistent with the modelling 

scenarios set out by Welsh Government; 

• ensuring capacity to maintain essential non-COVID-19 services and meet the 

demand of winter pressures; and 

• commissioning an early opening of the new 470 bed Grange University 

Hospital, together with the reconfiguration of services in the remaining local 

general hospitals to enable greater resilience for key services during the 

winder period. 

Furthermore, the Plan is structured around: 

• the continuing response to COVID-19 (including infection prevention and 

control); 

 
1. Harm from Covid itself; Harm from reduction in non-Covid activity; Harm from overwhelmed NHS and social care system; 

and Harm from wider societal actions / lockdown.  
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• essential services and key quality and safety issues; 

• support plans for care homes and social care interface; 

• preparing for winter; 

• capacity plans, including operational and surge plans; 

• digital and new ways of working;  

• workforce plans; 

• financial implications; 

• risks to delivery and mitigation (including EU Transition); and 

• mechanisms for stakeholder engagement. 

1.5 On 20th May 2021, the Health and Social Services Minister set out plans for a £100m 

investment to kick-start the health and care system’s recovery from the pandemic 

with a commitment of an extra £1bn to support the recovery plan.  

1.6 The initial allocation to the Health Board was £17m for projects to increase capacity 

in planned care, diagnostics, therapies and mental health. 

1.7 The fieldwork testing was significantly delayed by the emergence of the Omicron 

variant during December 2021, in addition to winter pressures. Consequently, we 

assessed information supplied to us by this date, with further supporting information 

supplied during February 2022. We reviewed the latest metrics available to update 

our conclusions. 

1.8 The risks considered in this review include: 

• planned performance is not achieved; 

• the resumption of services plans are not being adhered to resulting in patient 

harm;  

• financial and reputational implications associated with the failure to achieve 

the plans; 

• inadequate controls in place to systematically identify, assess and manage 

risks; 

• inadequate support arrangements to raise awareness and monitor 

performance; 

• insufficient sharing of best practice amongst the divisions to raise awareness 

and mitigate risks across the organisation; and 

• there is a lack of assurance to the Board over the plans being delivered. 

1.9 We have not provided assurance over whether the plans will clear the entire backlog 

in a specified time period, but rather we have assessed whether the Health Board 

has undertaken appropriate steps to maximise capacity to reduce the referral to 

treatment (RTT) waiting times.  
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2. Detailed Audit Findings 

Audit objective 1: Plans delivered for all key services  

2.1 Overall, we found good arrangements, including regular reviews and the 

introduction of alternative actions by management, when required. However, and 

as expected, the pandemic significantly limited the capacity available for services 

to resume (during testing elective capacity ranged from 75% to 80%). 

2.2 We found that the Health Board set out a process to implement the Welsh 
Government’s requirements across all service areas. In particular, during June 

2020 all services were to complete and submit a Service Framework Checklist (the 

‘Checklist’). 

2.3 The purpose of the Checklist was to provide clarity on the restarting of urgent 
elective services, based on the principles outlined in the Welsh Government’s 

‘Covid-19 NHS Principles Framework for Hospitals’. 

2.4 We reviewed a sample of Checklists (Urology, Dermatology, Trauma and 

Orthopaedic, amongst others) and found that the Welsh Government requirements 

were actively incorporated.  

2.5 We also confirmed that the Checklists are reviewed at a divisional level to ensure 
a consistent approach and prioritisation of resources throughout. This was 

undertaken at the Divisional Management Team meetings, where the restarting of 

services has been a key focus since July 2020. 

2.6 Furthermore, we found that comprehensive reporting was in place to ensure all 

services were considered at the Outpatient Service Group (the ‘Group’) meetings.  

Conclusion: 

2.7 We have provided substantial assurance for this objective, as there is coverage 

of all service areas, with each regularly tracked by delivery volume. 

Audit objective 2: Guidance requirements incorporated into the planning 

process 

a. Consideration over which services are prioritised 

2.8 We found that the prioritisation of services is discussed at the Group meetings with 

additional action scheduled for patients over ‘100% past their target date’. Examples 

identified include treatment at private providers (notably St Joseph’s Hospital), 

‘Attend Anywhere’, increasing capacity (where possible), virtual appointments and 

the validation of waiting lists to target clinical priorities, with health risk factors 

applied.  

2.9 Furthermore, the first section to be completed within the Checklist is the 

prioritisation of patients, based on clinical priorities. All Checklists are considered 

across the division and performance data measuring waiting lists is utilised to re-

prioritise capacity. 
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2.10 The Health Board’s Clinical Recovery Group oversees the priority of patients, which 

is based on clinical needs rather than a time-based approach (except where 

patients have been waiting more than 52 weeks).  To achieve this, performance 

metrics were introduced to measure the number of patients awaiting a clinical 

assessment date and where they are currently on a waiting list.  

b. Whether plans are deliverable 

2.11 We tested to determine if the plans were profiled for delivery to clear the backlog 

of treatment / referrals. However, with significant pressure caused by the 

pandemic, during September 2021, elective capacity remained at 75% (January 

2022 – 80%) of pre-pandemic levels. 

2.12 The delivery of capacity is determined by demands across the Health Board, impact 

from the pandemic, workforce and theatre availability etc. However, during 

November 2021, individual service recovery plans were initiated to increase 

capacity, with increases in output within Trauma and Orthopaedic (+87 patients), 

Urology (+73 patients), General Surgery (+58 patients). These were delivered 

through the use of surge beds, waiting list initiatives and core time. This has been 

funded through Covid-19 recovery funding (£11.2m within Scheduled Care).  

2.13 Furthermore, the separation of GUH from eLGH sites has enabled a degree of 

elective surgery to continue throughout the pandemic. The delivery of the plans 

has enabled the Health Board to deliver above planned output, as shown in the 

graph below. With the onset of the Omicron Variant, the delivery, as expected 

started to decrease again. 

 
2.14 However, whilst there has been an increase in capacity, we have not tested to 

determine if the plans could or should be delivering a higher output level. Instead, 

we examined the controls in place around the process to maximise output capacity.  
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2.15 Ultimately, there is still a great distance to recover, with the waiting list figures as 

at February 2022: 

 

We have raised this as matter arising one. 

c. Approval of plan arrangements 

2.16 Individual plans are reviewed and approved by service and senior managers within 
the directorates / divisions. We confirmed for a sample selected that this had been 

completed. There is an ongoing review of the appropriateness of the arrangements. 

2.17 We also confirmed that whilst the Gold, Silver and Bronze Command Structure was 

in operation, reporting of the restarting of services took place via this route too. 

d. Patient centred care 

2.18 The Royal College of Surgeons (RCS) issued guidance over the prioritisation of 

patients that are most at risk from harm. We confirmed that the Health Board 

applied this criterion to the waiting list and patients were assigned a risk rating of 

either P2 (highest), P3 or P4. We confirmed that 13% of patients were identified 

as P2. The graph below illustrates the allocation between the specialities. 

 

e. A consistent approach 

2.19 As referenced above in paragraph 2.2, the approach taken across all service areas 

is through the completion of the Checklist, which encompasses the requirements 

set out by the Welsh Government. We reviewed our sample selected to determine 

if this was consistently applied. We identified no issues. 
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Conclusion: 

2.20 Whilst the plans are achieving an increased capacity, we cannot provide complete 

assurance that the plans will deliver and reduce the waiting lists to pre-pandemic 

levels in the shortest amount of time possible. However, we can provide 

reasonable assurance that the actions undertaken to prioritise the restarting of 

services are appropriate in the current climate.  

Audit objective 3: Plans are regularly monitored, with assurance provided to 

the Board. 

2.21 Each service area regularly tracks the impact of the plans through the Divisional 

Performance Highlight Reports. This is updated on a weekly basis and tracks actual 

versus planned delivery. We reviewed a sample of these for each service area 

tested and found no issues. 

2.22 The performance of capacity delivery is incorporated into the Integrated 

Performance Report and reported to the Board on a regular basis. However, whilst 

waiting times and volume (in particular RTT delivery) are regularly reported to the 

Board, there is no reporting on performance of the expected delivery at a service 

level basis. This would help provide assurance to the Board of the effectiveness of 

the plans underway and to identify specific areas of improvement required.  

2.23 This could be further enhanced with delivery matched to the proportion of RCS 

priority ratings awaiting treatment. This would help provide a triangulation of key 

risks throughout the number of patients awaiting treatment. We have raised the 

above points as matter arising two.   

Conclusion: 

2.24 We have provided reasonable assurance for this objective. 
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Appendix A: Management Action Plan 
 

Matter arising 1: Review of Action Plans Impact 

We found plans that set out, at a high level, projections for clearing the waiting list of treatments 

required, which is based on capacity. However, they do not provide details of a general timeframe 
/ milestones to achieve the clearance required. During the pandemic, this would have been very 

difficult due to shifting challenges. However, as the operational pressures reduce, the Health Board 
should develop plans setting out a revised timeframe, across each service area of the return to 

pre-pandemic waiting list levels. 
 

 
 

Potential risk of: 

• Waiting lists increasing 

further, due to 

insufficient capacity to 

maintain and service 

the backlog of patients. 

• Patient harm due to 

delayed treatment. 

Recommendations Priority 

1.1 The Health Board should review and update service delivery plans to set out the revised 

delivery timeframes for addressing the current backlog of RTT waiting lists. 
Medium 

Management response Target Date Responsible Officer 

1.1 
Ongoing work using SFN data in collaboration with Planning to 
determine the modelling requirements.  

We will update monthly trajectories in line with the quarterly update 

process agreed with the IMTP 

 

July 2022 
(following Qtr 1 

submission) 

Director of Operations 
(Interim) /Director of 

Planning, Digital and IT 
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Plans assessed weekly against trajectories – reported monthly to 

Executive team and Board via the Integrated Performance report 
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Matter arising 2: Performance Information Impact 

We found regular reporting of delivery to the Board and monitoring at a divisional level. However, 
the Performance Report does not include delivery against expected planned output aligned to 

individual service plans (i.e. are they successfully achieving the desired results) or whether the 
plans / actions are on target with the timeframe to bring the waiting lists back to pre-pandemic 

levels.  
 

There is comprehensive reporting regarding waiting list volumes, waiting times, initiatives 
underway, but no reporting is undertaken over effectiveness of planned actions. 

 
Whilst the pandemic has impacted considerably, as services resume towards full capacity there is 

an opportunity to profile increased delivery and monitor the success of actions completed. This 

may also serve as a source of assurance to the Board that appropriate action and results are being 
delivered over the resumption of services.  

Potential risk of: 

• Waiting lists increasing 

further, due to 

insufficient capacity to 

maintain and service 

the backlog of patients. 

• Patient harm due to 

delayed treatment. 

• Actions undertaken 

may not be the best 

use of resources 

available. 

Recommendations Priority 

2.1 The Health Board should review the current performance reporting for the resumption of 
services and incorporate metrics to monitor the effectiveness of actions undertaken and the 

profile of the overall reduction of the waiting lists. 
Medium 

Management response Target Date Responsible Officer 

2.1 Performance is measured weekly actual v planned and set against the 

agreed trajectories as per IMTP 
End of June 2022 Director of Operations 

(Interim) / Director of 

Planning, Digital and IT 
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Weekly performance meetings reinstated with Divisions and chaired by 

the Director of Operations 
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Appendix B: Assurance opinion and action plan risk rating 

Audit Assurance Ratings 

We define the following levels of assurance that governance, risk management and internal 

control within the area under review are suitable designed and applied effectively: 

 

Substantial 
assurance 

Few matters require attention and are compliance or advisory in 

nature.  

Low impact on residual risk exposure. 

 

Reasonable 

assurance 

Some matters require management attention in control design or 

compliance.  

Low to moderate impact on residual risk exposure until resolved. 

 

Limited 

assurance 

More significant matters require management attention. 

Moderate impact on residual risk exposure until resolved. 

 

No assurance 

Action is required to address the whole control framework in this 

area. 

High impact on residual risk exposure until resolved. 

 

Assurance not 

applicable 

Given to reviews and support provided to management which form 

part of the internal audit plan, to which the assurance definitions 

are not appropriate. 

These reviews are still relevant to the evidence base upon which 

the overall opinion is formed. 

Prioritisation of Recommendations 

We categorise our recommendations according to their level of priority as follows: 

Priority level Explanation Management action 

High 

Poor system design OR widespread non-compliance. 

Significant risk to achievement of a system objective OR 

evidence present of material loss, error or misstatement. 

Immediate* 

Medium 
Minor weakness in system design OR limited non-compliance. 

Some risk to achievement of a system objective. 
Within one month* 

Low 

Potential to enhance system design to improve efficiency or 

effectiveness of controls. 

Generally issues of good practice for management 

consideration. 

Within three months* 

* Unless a more appropriate timescale is identified/agreed at the assignment. 
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Executive Summary 

 

Purpose 

To review the key financial management 

controls within Aneurin Bevan University 

Health Board (the Health Board), 

including the development and 

monitoring of the savings required for 

financial sustainability. 

 

Overview 

We have provided reasonable 

assurance over the area under review. 

Whilst we did not identify any significant 

matters for reporting, we noted that: 

• the Health Board needs to ensure 

alignment between its 

Transformation Programmes, IMTP 

Core Priorities and Priority 

Programmes; and 

• improvements could be made in the 

development and approval of 

Transformation Projects, including 

the need to develop measurement 

criteria that are SMART and 

accounting structures that capture 

the more complex multi-service 

impact of these projects in support 

of the approval process.  

All matters arising are detailed in 

Appendix A. 

Report Classification 

  

Reasonable 

 

 

Some matters require management 

attention in control design or compliance.  

Low to moderate impact on residual 

risk exposure until resolved. 

Assurance summary1 

Assurance objectives Assurance 

1 

Service areas have sustainable budget 

plans, with effective monitoring and 

scrutiny in place, with savings plans / 

arrangements identified if required to 

produce a balanced budget  

Reasonable 

2 

Where financial sustainability is not 

achieved, a process of escalation and 

recovery (consistent with the Budgetary 

Control Policy) is completed to identify 

the underlying reasons and to redress 

the funding balance over an appropriate 

timescale 

Substantial 

3 

Financial oversight of strategic / 

transformational projects is in place to 

maintain a sustainable position for the 

Health Board 

Reasonable 

 

 

Key matters arising Assurance 

Objectives 

Control 

Design or 

Operation 

Recommendation 

Priority 

4.1 
Alignment of Transformation Projects to IMTP Core 

Priorities and Priority Programmes 
3 Design Medium 

4.2 
Measurement criteria and accounting structures for 

Transformation projects 
3 Design Medium 

 
1 The objectives and associated assurance ratings are not necessarily given equal weighting when formulating the overall audit 
opinion. 
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1. Introduction 

1.1 The Aneurin Bevan University Health Board (the Health Board) has historically 

received a funding allocation from the Welsh Government of circa £1.4 billion per 

annum.  

1.2 During 2020/21, the Health Board completed significant transformation projects, 

both in response to the pandemic and relating to the implementation of its Clinical 

Futures strategy. 

1.3 For 2021/22, the funding from Welsh Government has increased significantly to 

address cost pressures incurred due to the Covid-19 pandemic and support future 

recovery.  The funding allocation for 2021/22 was circa £1.6 billion. 

1.4 Prior to the pandemic, recurrent savings of £33m were planned for 2020/21.  

Whilst this process was temporarily restricted by the effects of the pandemic, it 

was expected to resume within the next financial year. However, as the impact of 

the Covid pandemic rolled into 2021/22, the underlying recurrent deficit position 

is expected to remain constant at circa £21 million, with any cash savings being 

used to support services in year.  Reduction in the recurrent deficit position is 

planned for 2022/23. 

1.5 The key risks considered in this review are: 

• increased financial costs due to insufficient / inappropriate planning; 

• insufficient funding for large transformational projects, including Clinical 

Futures; 

• increased patient waiting times, due to insufficient funding for some service 

areas; 

• decisions undertaken without sufficient financial scrutiny; 

• longer term financial plans are not developed in a rigorous manner; and 

• corrective action for currently unsustainable services is not taken in sufficient 

time to ensure their sustainability. 

1.6 This audit has focused on the 2021/22 financial year, reviewing the budgetary 

process and the savings plans in place, and assessing the approval, planning and 

establishment of those transformation projects approved in 2021/22 for 

implementation in 2022/23 as part of the Integrated Medium-Term Plan (IMTP) 

process. 
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2. Detailed Audit Findings 

Audit objective 1: Service areas have sustainable budget plans, with effective 

monitoring and scrutiny in place, with savings plans / arrangements identified 

if required to produce a balanced budget 

2.1 The latest approved IMTP for 2019/20 – 2021/22 was submitted to Welsh 

Government by 31st January 2019.  The Board received an overview of the 

document which was supported by Service Change Plans and supporting 

appendices, including a detailed Quality Assurance and Improvement Plan.  The 

Director of Finance, Procurement & Value advised that the Welsh Government 

expectation was of financial balance across the 3 years. 

2.2 Due to the pandemic, Welsh Government suspended the process for annually 

refreshing the IMTP in 2020/21 and 2021/22.  In 2021/22 the Health Board was 

entering its third year of the last approved IMTP. Welsh Government requested an 

Annual Plan for 2021/22 in place of a refreshed three-year IMTP.   

2.3 A draft plan was submitted to Welsh Government following review by the Board on 

24th March 2021.  The Health Board set a revenue budget prior to the beginning of 

2021/22, in accordance with its Standing Financial Instructions, allocating 

resources based on delivering the priorities within the Annual Plan.  

2.4 The Board formally approved the Final Annual Plan for 2021/22 at its meeting held 

on 28th July 2021. 

2.5 As the Health Board moved into a pandemic response and recovery phase, there 

was uncertainty around the level of funding for the second half of 2021/22.  Service 

and workforce plans continued to be flexed to meet service demands, spending 

plans were being adjusted, and the delivery of savings required was, in part, 

dependent on the service changes planned as part of delivering the Annual Plan 

priorities.  On this basis, the Board agreed to review revenue budgets, including 

associated funding and spend plans, on a quarterly basis in 2021/22. 

2.6 The Annual Plan included comment in the financial section noting that the financial 

plan is based on a financial assessment of the service and workforce plans 

developed for 2021/22 and that it assumes the delivery of financial balance within 

available funding, recognising the increased risk of delivering savings not achieved 

during the 2020/21 financial year as well as the ongoing savings requirement. 

2.7 The current Budgetary Control Policy (the Policy) and Financial Control Procedure, 

issue 3, (the FCP) was approved by the Audit Committee and issued in July 2019. 

It is due a review by the document owner (Director of Finance, Procurement & 

Value) by July 2022.   

2.8 Our review of budgetary processes adopted by the Board, the Executive, 

directorates and divisions during 2021/22 identified that, due to the pandemic, the 

budget monitoring and reporting processes in the divisions had been flexed by the 
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various directors. Whilst it was evident that appropriate controls were in place 

given the circumstances, the processes adopted were not fully compliant with the 

FCP: 

a. Budget acceptance not always evidenced: We verified that the original 

2021/22 budgets were communicated to Executive Directors and each 

Executive Director had formally confirmed acceptance. However, for the 

subsequent quarterly budget revisions, we noted that the communication and 

acceptance of delegated budgets was not always evidenced in accordance with 

the FCP, being substituted by an informal monthly revision process between 

budget holders and their Business Partner Accountants and formal Board 

approval of the quarterly revised annual budget.  

b. Automated Finance Business Information (FBI) application: the FCP 

does not include reference to the automated processes now provided by the 

FBI application, in terms of providing budget holders with actual and 

budgetary data. 

c. Financial review not always formally evidenced due to lack of meeting 

minutes: for one of the two divisions sampled, whilst meeting agendas are 

used, the Divisional Management Team (DMT) has not maintained minutes of 

its meetings during the pandemic; and 

d. Clarity in the virement process: whilst virements were not common in 

2021/22, we identified that a major reallocation of services between divisions 

was approved at Executive Board but not formally reported to the Board, there 

being a lack of clarity in the FCP as to whether such virements require formal 

reporting. 

2.9 Whilst control was evident in these instances, any revision to the Policy and FCP 

needs to allow for the flexibility that may be required in certain circumstances to 

ensure that control can be exercised in these events. This has been raised as 

matter arising one in Appendix A. 

2.10 We undertook a review of the training provided to newly appointed budget holders.  

A process exists to ensure that, when budget holders are established on Oracle, 

they are invited to a Health Board budgetary control presentation. However, we 

noted that the FBI Overview Session Attendance List provided listed 42 new budget 

holders, of whom 14 were reported as not having attended the training, despite 

their line managers being informed of non-attendance. There is a need to 

strengthen this process to ensure that attendance is the norm and not seen as 

optional. This has been raised as matter arising two in Appendix A. Whilst budget 

holders may not always attend the training, support is provided through the 

Business Partner Accountants (BPAs), and we note that the main budget holders 

are all Executive Directors who are all experienced budget holders. 
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2.11 As 2021/22 progressed, the Health Board noted that the forecast year end 2021/22 

underlying recurrent financial position (to be carried forward into 2022/23) was a 

deficit of £20.8m. This is consistent with the underlying position brought forward 

from 2020/21, indicating that the underlying financial position of the Health Board 

is not improving or planned to improve in 2021/22.  All funding is being used for 

in year cost pressures and the underlying recurrent financial pressure the Health 

Board faces is, therefore, not reducing. To achieve this balance, recurrent savings 

of £13.6m are required, as reported in the Director of Finance Procurement & 

Value’s report to the Board. These savings comprise of many plans across the 

Health Board. 

2.12 We reviewed the monitoring and reporting processes for savings plans and noted 

that, whilst the Financial Performance Reports to the Board contain analysis around 

savings delivery, this section could be enhanced to provide greater oversight and 

accountability going forward – further detail is provided in matter arising three.  

2.13 Savings are not separately budgeted for, with savings embedded in existing 

operational budgets.  Whilst savings plans are monitored and reported on within 

the divisional management information (MI) reporting mechanism each month, the 

savings plans information in the MI is not integrated with the rest of the MI 

reporting.  We have commented on the need to report savings analysed by key 

generic savings activities across the Health Board - further detail is provided in 

matter arising three. 

Conclusion: 

2.14 Three matters arising have been reported in this area: the current Budgetary 

Control Policy and Financial Control Procedure review (low priority), training of 

newly appointed budget holders (low priority), and greater integration of savings 

plans within the budget structure (low priority). Therefore, we have provided 

reasonable assurance over this audit objective. 

 

Audit objective 2: Where financial sustainability is not achieved, a process of 

escalation and recovery (consistent with the Budgetary Control Policy) is 

completed to identify the underlying reasons and to redress the funding balance 

over an appropriate timescale 

2.15 Our review of a sample of two divisions identified that the actual 2021/22 

cumulative position and forecast for year-end at the time of our audit (March-April 

2022) reflected budget underspends. This has reduced the pressure on the 

divisions to deliver savings targets and, as such, less focus has been given to the 

delivery of savings than in previous years.  This position may not be repeated in 

future years, therefore, going forward, greater focus will be required on the 

reporting and monitoring of savings plans and for identified underachievement to 

be actively addressed in a timely manner.   
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2.16 We were able to verify that savings plan performance was included within the 

monthly budget holder MI for both divisions. We also discussed with the two 

divisional BPAs how overspends would be managed. However, due to the 

underspend position of both divisions, we could not undertake testing around 

actions taken in response to overspends or the escalation process for significant 

underspends. 

Conclusion: 

2.17 There is an established process for the monitoring, reporting and addressing 

overspends which threaten financial sustainability, although we could not test the 

process for addressing underspends as we did not identify any during the audit.  

No matters for reporting were identified in this area. Noting the limited scope of 

testing we were able to undertake, we have provided substantial assurance over 

this audit objective. 

 

Audit objective 3: Financial oversight of strategic / transformational projects is 

in place to maintain a sustainable position for the Health Board. 

2.18 Ten Transformation Projects have been approved by the Executive Board as part 

of the 2022/23-2025/26 IMTP planning process, with projects due to be 

implemented in 2022/23. Our review of two of the Transformation Project 

processes in the approval and development phase has identified the following four 

issues that have been raised as matter arising four in Appendix A. 

a. Alignment with priorities: In addition to the Transformation Projects, the 

Health Board’s Health System Leadership Group (HLSG) was working on IMTP 

Core Priorities, and its Project Management Office has presented Priority 

Programmes as part of the evolving Clinical Futures programme in 2021/22.  

These two key sources for driving change need to be reviewed to ensure that 

they are aligned and that Health Board priorities are consistently represented. 

b. Ensuring fully developed projects specifics prior to approval: Some of 

the Transformation Projects are complex in nature, with costs and benefits 

spread across more than one Health Board service (sometimes this also 

crosses divisional boundaries). For the projects sampled, the following were 

being determined after the Health Board had approved the project: 

i. SMART criteria for measuring success; and 

ii. accounting structures and principles. 

In some cases, costs may be incurred in one service area and benefits arise 

in other service areas, requiring a Health Board view of such projects. There 

is a need to develop project specifics further as part of the approval process.  

c. Expectations on project purpose: Transformation Projects are not 

primarily being driven by obvious budgetary cash savings.  Benefits of 
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improved efficiency of service and improved patient and staff experiences are 

also key drivers behind the approval of these projects, together with the 

opportunity for related additional cost avoidance.  Transformation Projects 

need to be financially sustainable with agreed sources of funding comprising 

redeployment of existing budgets and/or specific non-recurrent funding.   

d. Short-term funding for projects: There is an inherent risk that elements of 

non-recurrent funding of Transformation Projects may not be forthcoming in 

future years.  Any decision to continue projects without an identified recurring 

source of income risks financial sustainability in future years.  Where 

resources are limited, there may be a need to prioritise Transformation 

Projects, requiring the ability to compare projects. 

Conclusion: 

2.19 The approved Transformation Projects have been supported by papers that 

summarise the cost and benefits (cash and non-cash) but the complexity of the 

impact of such projects requires the development of a well-defined measurement 

and accounting structure which allows for projects to be compared and contrasted, 

as well as being able to monitor progress against a target of “what success looks 

like”.  Transformation Projects are not solely savings plans but offer improvement 

in services to patients and staff that may result in greater efficiencies and the 

possibility of future cost avoidance.  One medium priority matter has been raised 

on the four structural issues noted above. Noting the limited testing we were able 

to undertake (due to the Transformation Projects not yet being implemented), we 

have provided reasonable assurance over this audit objective. 
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Appendix A: Management Action Plan 

Matter arising 1: Update of Budgetary Control Policy and Financial Control Procedure (Design) Impact 

Budgetary Control Policy (the Policy) and Financial Control Procedure (FCP), issue 3, is due for review by the document 

owner, the Director of Finance, Procurement & Value, by 19 July 2022. 

Whilst appropriate controls were in place throughout the period under review, our review of budgetary control practices 

identified instances where the divisions were not always fully compliant with the FCP due to processes being flexed by 

the directors during the pandemic. Instances noted included: 

Budget acceptance not always evidenced: The FCP requires budget delegations to be evidenced by letters that 

cascade down form the Chief Executive to budget holders, with acceptance letters being returned up the structure to 

acknowledge and accept delegations made.  In 2021/22, due to the inherent uncertainty in funding, the Board took 

the prudent approach to review, update and approve the annual budget each quarter. Whilst we verified that the 

original 2021/22 budgets were formally acknowledged via budget acceptance letters from the Executive Directors, we 

identified that the delegation letter and acceptance process was not always completed for the subsequent quarterly 

annual budget updates. Instead, budget holders were informed through the monthly finance meetings with their BPA 

and the Board approved the quarterly updates to the annual budget.  

Automated FBI application: The FCP does not reflect the current automated FBI application that provides budget 

and actual information to each budget holder, making compliance with the FCP impractical.   

Financial review not always evidenced due to lack of meeting minutes: for one of the two divisions sampled, 

whilst meeting agendas are used, the Divisional Management Team (DMT) has not maintained minutes of its meetings 

during the pandemic; and 

Clarity in the virement process: Whilst there was little evidence of virements occurring during the year in the 

sample Divisions reviewed, it was noted that a virement relating to the transfer of services between directorates during 

2021/22 had been discussed and approved at Executive Board level but the budget amounts had not been reported in 

detail or the Board informed, as detailed in the document. 

Potential risk of: 

• non-compliance with FCPs 

potentially resulting in loss 

of financial control. 

 

 

Recommendations Priority 

1.1 The upcoming review of the Budgetary Control Policy and Financial Control Procedure, issue 3, should consider 

establishing effective control procedures that allow for practical compliance across the Health Board and that 
Low 
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any accepted deviation from defined procedures is documented, such that authorisation of such changes is 

defined and communicated.  Areas for consideration include: 

1.1.1 whether the formal budget delegation and acceptance letter process applied to the initial annual budget 

needs to be applied to any significant budget changes made during the financial year; 

1.1.2 should the monthly budget review and reporting processes reflect the specific needs of each division / 

directorate, given an assessment of the variation in budget risk between the divisions; and 

1.1.3 whether each virement requires formal approval by the Board or could delegation of authority be given 

to the Executive Team with the subsequent notification to the Board, subject to appropriate financial 

limits. 

The full findings of this review should be considered when the documents are reviewed. 

Management responses Target Date Responsible Officer 

1.1.1 Delegation of such large £’s during the year is relatively recent and became apparent 

during Covid due to late notice of confirmation and receipt of funding.  We would 

normally expect to issue delegation letters only at the start of the financial year, when 

the vast majority of budgets are delegated, recognising that these are at a point in 

time, there will always be subsequent changes as new funding is agreed.  The 

delegation is approved by the CEO and the expectations of managing that budget are 

clear in the initial letter and FCP’s. The FCP will be reviewed and revised to reflect the 

clarity of this process. 

August 2022 Assistant Finance Director 

Financial Planning / Head of 

Governance 

1.1.2 The Board financial report includes an overview of each budget head. ‘FBI’ provides the 

standard ABUHB Budget holder reports in detail.  No action proposed.  

N/A N/A 

1.1.3 The budget is delegated through the Board and CEO to the Executive, to deliver the 

agreed priorities.  There should be no need to refer changes to the Board as they have 

already delegated the authority of its management.  However, where there are 

significant changes to the proposed usage which are outside of agreed priorities and 

delegation arrangements, there is an expectation that the Board is notified and 

potentially approval sought.  Continuous review of proposed significant budget changes 

is to be performed as part of normal financial control and reporting. We will implement 

a reporting process for budget virements in excess of £250k to Board. 

On going (from June 

2022) 

All Assistant Finance Directors 
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Matter arising 2: Provision of Budget Holder Training (Operation) Impact 

Budget related training is provided at various occasions, including within the Finance induction for all new starters and 

specific budget related training for new budget holders.  

Our review of the record of those offered training in recent months compared to those who had subsequently attended 

training indicated that take up was low. Our review of the FBI Overview Session Attendance List provided identified 

42 new budget holders, of whom 14 were reported as not having attended training. We understand line managers are 

informed of any non-attendance. 

Not all new budget holders necessarily need to attend this training to be proficient, for example they may already be 

an experienced budget holder. Additionally, Business Partner Accountants (BPAs) can assess individual budget holder 

capabilities and provide one-to-one support where necessary. However, training requirements (and the delivery 

thereof) need to be more closely controlled and evidenced so that assurance can be provided that all budget holders 

are proficient in the budgetary control process. 

 

Potential risk of the budget 

process not operating as defined 

due to lack of understanding of 

staff potentially resulting in: 

• poor financial control 

limiting ability of 

management to address 

issues and make informed 

decisions in year, impacting 

service delivery and 

sustainability; and, 

• medium and longer-term 

planning based on historic 

budgetary views that are 

flawed. 

Recommendations Priority 

2.1 The Director of Finance, Procurement & Value should ensure that the budgetary control training provided is 

appropriate and that each staff member receives an adequate level of training to address their needs and fulfil 

their role. This should include the inclusion of budgetary control training in staff PADRs (where appropriate), 

monitoring attendance at budgetary control training sessions, and clear, documented justification where a 

budget holder does not need to attend the training (for example, if they had significant budgetary control 

experience in a previous role). 

Low 

Management responses Target Date Responsible Officer 

2.1 Financial and budget training is part of induction training sessions and FBI training is 

provided in addition to encouraging budget holders to attend.  Non attendance reports 

are provided to line managers and Business Partner Accountants teams to follow up.  

Reminders will be sent to all budget holders and line managers to ensure attendance 

August 2022 Assistant Finance Director 

(PCMH) / CPD and Training Lead 
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at budget training.  Consideration will be given to proposing budget training be made 

a mandatory course, possibly on ESR or another platform. 

  

13/20 109/494



  
Financial Sustainability Appendix A 

  

 

  

  

NWSSP Audit and Assurance Services 14 
 

Matter arising 3: Savings Plans (Design) Impact 

Whilst the Financial Performance Reports to the Board contain analysis around savings delivery, this reporting could 

be enhanced to provide greater oversight and accountability around savings plans going forward. Current reporting 

focuses predominantly on achievement of the overarching savings targets, but could, for example, be expanded to 

provide details of divisional performance. Greater emphasis could also be placed on achievement to date, alongside 

consideration of forecast savings. 

Savings are not separately budgeted for, with savings embedded in existing operational budgets which are monitored 

and reported on.  Review of forecast savings plans against actual delivery of savings is not managed wholly within the 

budgetary process, requiring evaluation of savings plans to be performed by Business Partner Accountants and then 

separately reported as part of Divisional MI reporting.  Whilst savings plans are monitored and reported on within the 

Divisional MI reporting mechanism each month, the savings plans information in the MI is not integrated with the rest 

of the MI reporting. 

A review of a sample of divisions identified that the actual 2021/22 cumulative position and forecast for year-end 

reflected budget underspends, reducing the pressure to deliver savings plans to reach targets or overachieve.  Such 

a financial position may not be repeated in future years requiring greater focus on the reporting and monitoring of the 

delivery of actual savings forecast throughout each quarter and for any identified underachievement to be actively 

addressed in year.  As noted in the previous paragraph, to support the delivery of a financially sustainable position 

the Health Board will need to deliver recurrent savings into the future from 2022/23 onwards to offset the forecast 

recurrent deficit of £21m at 31st March 2022. 

Potential risk of: 

• as cost pressures increase in 

future years, delivery of a 

balanced recurrent cost 

funded budget and 

associated savings plans will 

become more challenging, 

resulting in a greater 

likelihood of an annual 

deficit and associated 

increase in patient waiting 

times and reduced services. 

Recommendations Priority 

3.1 Going forward, the Director of Finance, Procurement & Value should consider enhancing / expanding the Board 

reporting around the delivery of savings plans, as pressure to deliver a sustainable balanced budget becomes 

ever increasing. 

Low 

3.2 Whilst savings are not separately budgeted for, the Director of Finance, Procurement & Values should consider 

the reporting of savings achieved analysed by key generic savings activities across the Health Board.  For 

example, an analysis of savings planned and achieved from the more effective management of variable pay 

costs across the Health Board, or the avoidance of additional costs as a result of efficiencies achieved.  

Low 
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Management response Target Date Responsible Officer 

3.1 Savings information is provided in summary in the Board Financial Report, in addition 

the appendix provides a line by line analysis.  The Finance & Performance Committee 

will receive a more detailed savings analysis as part of regular agenda updates, 

including analysis of recurrent, non-recurrent and delivery performance. 

July 2022 Assistant Finance Director – 

Financial Planning 

3.2 See response to 3.1 above.   
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Matter arising 4: Transformation Projects (Design) Impact 

Ten Transformation Projects have been approved by the Executive Board as part of the current IMTP process and are 

due to commence in 2022/23. Our audit work identified the following: 

Alignment with priorities: In addition to the Transformation Programmes, the Health Board’s Health System 

Leadership Group was working on IMTP Core Priorities, and its Project Management Office has presented Priority 

Programmes as part of the evolving Clinical Futures programme in 2021/22.  These two key sources for driving change 

need to be reviewed to ensure that they are aligned and that Health Board priorities are consistently represented. 

Ensuring fully developed project specifics prior to approval: At the time of the audit, none of the Transformation 

Projects had gone live although enabling actions had been taken.  Some of the Transformational Projects are complex 

in nature, with costs and benefits spread across Health Board services.  It was not evident that "what success looks 

like" had been defined for each project, with SMART criteria for measuring projects and the accounting structures being 

developed after projects had been approved.  In some cases, costs may be incurred in one service area and benefits 

arise in other service areas, requiring an overarching Health Board view of such projects.  However, it was noted that 

Transformation Projects are to be formally reviewed at the end of 2022/23 with a view to their continuance, amendment 

or cancelation as appropriate. There is a need to develop project specifics further as part of the approval process. 

Expectations on project purpose: Transformation Projects are not primarily being driven by obvious budgetary cash 

savings.  Benefits of improved efficiency of service and improved patient and staff experiences are also key drivers 

behind the approval of projects, together with the opportunity for related additional cost avoidance.  Expectation that 

Transformation Projects will deliver immediate, measurable improvement in the Health Board budget needs to be 

managed.  Whilst project cash outlays are established, the ability to identify and evaluate the impact of benefits from 

a non-cash budget perspective are far more complex. 

Short-term funding for projects: Upfront funding of Transformation Projects has been part secured from the Welsh 

Government, albeit as part of an annual funding process, there being no guarantees of repeat funding in future years. 

Transformation Project commitments are therefore to be established on an annual basis and this may adversely impact 

staff recruitment numbers and quality, and may result in more expensive, shorter term resource costs.  However, it 

was noted that Transformation Projects are to be formally reviewed at the end of 2022/23 with a view to their 

continuance, amendment or cancelation and that this may require the Health Board to prioritise projects if sustainable 

available funding sources are not identified in 2023/24. 

 

 

Potential risk of: 

• Transformation Projects not 

being aligned with Priority 

Programmes of Clinical 

Futures development, 

resulting in dysfunctional 

activity; 

• Projects not being subject 

to SMART criteria limiting 

objective assessment of 

benefits realisation; and 

• Short-term funding of 

transformational change 

limits effective medium- 

and longer-term planning 

and threatens financial 

sustainability if funding 

streams are not identified 

in future years. 
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Recommendations Priority 

4.1 The Health Board should ensure clear alignment between its Transformation Projects, IMTP Core Priorities and 

Priority Programmes. 
Medium 

4.2 Before Transformation Projects are put forward for review and approval, the Health Board should ensure that 

SMART criteria for measuring a project's development and "what success looks like" are defined, and the 

accounting structures to be applied to record each project are documented and subject to review. 

Medium 

4.3 The Health Board should ensure that Transformation Projects are expressed as financially sustainable with 

identified funding from redeployment of existing budgets and/or non-recurrent funding sources.   
Low 

4.4 There is an inherent risk that elements of non-recurrent funding of Transformation Projects are not forthcoming 

in future years.  Any decision to continue projects without an identified recurring source of income risks financial 

sustainability in future years.  Therefore, the Health Board should consider developing a clear mechanism to 

compare projects to allow for clear decision making where funding resources are limited and there may be a 

need to prioritise Transformation Projects. 

 

Low 

Management response Target Date Responsible Officer 

4.1 Agreed. Implemented as part of IMTP 22/23 – 24/25 Actioned N/A 

4.2 
Agreed.  Each Programme should have benefits criteria agreed by its own Programme 

Governance and signed off by the Clinical Futures Programme Board (HSLG). The SRO 

should lead the development of the benefits measures with support from business 

partners and programme leads 

 

July 2022 Clinical Futures Director 

 Finance Leads to be allocated to IMTP priorities programmes.  Accounting of efficiency 

and savings progress to be captured in financial management information packs. 

July 2022 Interim Director of Finance and 

Procurement 
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4.3 Agreed in principle.  Recommendations from programme workstreams will be 

considered through organisation planning, reporting and governance arrangements 

ultimately to Executive Team and the Board. 

June 2022 Executive Programme Leads 

4.4 Agreed.  A prioritisation process to support resource allocation as part of IMTP 

development is being developed by the Executive team for consideration by the Board. 

June 2022 Interim Director of Finance and 

Procurement 
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Appendix B: Assurance opinion and action plan risk rating 

Audit Assurance Ratings 

We define the following levels of assurance that governance, risk management and internal 

control within the area under review are suitable designed and applied effectively: 

 

Substantial 
assurance 

Few matters require attention and are compliance or advisory in 

nature.  

Low impact on residual risk exposure. 

 

Reasonable 

assurance 

Some matters require management attention in control design or 

compliance.  

Low to moderate impact on residual risk exposure until resolved. 

 

Limited 

assurance 

More significant matters require management attention. 

Moderate impact on residual risk exposure until resolved. 

 

No assurance 

Action is required to address the whole control framework in this 

area. 

High impact on residual risk exposure until resolved. 

 

Assurance not 

applicable 

Given to reviews and support provided to management which form 

part of the internal audit plan, to which the assurance definitions 

are not appropriate. 

These reviews are still relevant to the evidence base upon which 

the overall opinion is formed. 

Prioritisation of Recommendations 

We categorise our recommendations according to their level of priority as follows: 

Priority level Explanation Management action 

High 

Poor system design OR widespread non-compliance. 

Significant risk to achievement of a system objective OR 

evidence present of material loss, error or misstatement. 

Immediate* 

Medium 
Minor weakness in system design OR limited non-compliance. 

Some risk to achievement of a system objective. 
Within one month* 

Low 

Potential to enhance system design to improve efficiency or 

effectiveness of controls. 

Generally issues of good practice for management 

consideration. 

Within three months* 

* Unless a more appropriate timescale is identified/agreed at the assignment. 
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Members or officers including those designated as Accountable Officer. They are prepared for the sole use of Aneurin 
Bevan University Health Board and no responsibility is taken by the Audit and Assurance Services Internal Auditors 
to any director or officer in their individual capacity, or to any third party. 
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Executive Summary 

 

Purpose 

The review sought to provide Aneurin 
Bevan University Health Board (‘the 
Health Board’) with assurance that 

there are adequate arrangements in 
place for the management, 

administration and storage of 
controlled drugs. 

Overview 

We have issued reasonable assurance 
on this area.  

The matters requiring management 
attention include: 

• ward stock takes not being 

completed weekly in line with 
policy; 

• the Pharmacy Team not achieving 
100% compliance with six 
monthly stock checks in line with 

policy; and 

• Policy for the Management of 

Controlled Drugs requiring 
updating. 

Other recommendation points are 

included within the detail of the 
report. Overall, we reconciled 109 

drugs across 23 areas at five different 
Health Board sites, with no stock 

count exceptions noted. Although 
there are areas for improvement, we 
found staff undertake their 

responsibility for the management of 
controlled drugs professionally.  

 

Report Classification 

  Trend 

Reasonable 

 

 

Some matters require 

management attention in 

control design or compliance.  

Low to moderate impact 

on residual risk exposure 

until resolved.  

 

 

Incorporated 

into the 

Divisional 

Audit - 

Unscheduled 

Care Wards 

(2016/17)   

 

Assurance summary1 

Assurance objectives Assurance 

1 Governance Reasonable 

2 Controlled drugs policy Reasonable 

 
 

 

Key matters arising 

Assurance 

Objectives 

Control 

Design or 

Operation 

Recommendation 

Priority 

2 Policy for the Management of Controlled Drugs update 2 Design Medium 

2 Weekly controlled drug stock takes 2 Operation Medium 

 
1 The objectives and associated assurance ratings are not necessarily given equal weighting when formulating the overall audit 
opinion. 
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3 Omnicell guidance 2 Design Medium 

4 Pharmacy stock reconciliations and expired drugs 2  Operation  Medium 
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1. Introduction 

1.1  The Medicines Management review was completed in line with the 2021/22 

Internal Audit Plan. The Medicines Act 1968 was published to provide a framework 

for the management of drugs. In addition to this legislation, some medicines are 

also governed by the Misuse of Drugs Act 1971 and associated regulations such 

as the Misuse of Drugs Regulations 2001. Medicines that are listed in Schedules 

1-5 of the Misuse of Drugs Regulations 2001 (and subsequent amendments) are 

known as ‘controlled drugs’.  

1.2  Aneurin Bevan University Health Board (the ‘Health Board’) has a Policy for the 

Management of Controlled Drugs (the ‘Policy’). It establishes the standards of 

practice to be adopted by all Health Board staff on the procedures relating to the 

safe and secure handling and storage of controlled drugs. 

1.3  The Chief Executive has overall responsibility for the management of medicines 

in the Health Board. This responsibility has been delegated to the Health Board’s 

Medical Director.  

1.4  The key risks considered in this review are: 

• lack of policies and procedures that outline the arrangements and 
responsibilities for controlled drugs; 

• ineffective controls leading to missing drugs / theft; and 
• lack of oversight of incidents / issues relating to controlled drugs within the 

Health Board. 

1.5  As part of the audit, we reviewed a range of speciality wards at multiple 

hospitals across the Health Board. The hospitals and corresponding wards 

visited include: 

• Royal Gwent Hospital – Wards C7 West, C6 East, D2 West, D5 West, C4 
East; 

• Grange University Hospital – Wards A0, B0, CCU, ACU (B2), C3, C4, and 
Theatres 6, 7, 8, Recovery;  

• Nevill Hall Hospital – Wards 4/3, 4/4/, 3/3, Minors;  

• Ysbyty Ystrad Fawr – Wards 2/2 Bargoed, Birth Centre; and  

• Ysbyty Aneurin Bevan – Wards Tyleri, Carn Y Cefn. 

2. Detailed Audit Findings 

Audit objective 1: Governance for the management of controlled drugs 

2.1  The Gwent Controlled Drugs Local Intelligence Network (the ‘Group’) is 

responsible for sharing intelligence regarding the use and potential abuse of 

controlled drugs (CDs) that are purchased or ordered, prescribed, dispensed, 

handled and administered within the Health Board’s geographical region. 

2.2  We reviewed the terms of reference (ToR) of the Group.  We found that it stated 

meetings will be held quarterly at the discretion of the Chairperson, but no less 
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than three times per year. However, due to the Covid-19 pandemic and a change 

in Medical Director, there had been a gap between January 2020 and September 

2021. During this time, the Medicines Safety Officer and the Senior Primary Care 

Pharmacist still received Datix alerts. 

2.3  Meetings have now recommenced and are quarterly.  

2.4  Roles and responsibilities of the Group were noted in the ToR as well as setting 

out information regarding the Chair, how the membership was comprised, and 

what the quoracy requirements are. We reviewed meeting minutes against the 

requirements of the ToR.  

2.5  Meetings were quorate at the January 2020 and 2022 meetings, but not at the 

September 2021 meeting. The ToR states a representative from the Police must 

be in attendance, but no representative was present at this meeting. However, 

an update to the meeting had been provided by the Police which was delivered by 

the Senior Primary Care Pharmacist. We have raised this as matter arising 1.  

2.6  We identified from minutes that the Group maintains actions logs and this is noted 

as good practice. We would recommend that the requirements for both minutes 

and action logs be included within the ToR, when next reviewed. We have raised 

this within matter arising 1. 

2.7  We analysed the aims and objectives of the Group and compared them to the 

agenda items in meetings to consider how they were delivering their objectives. 

There were examples of subjects discussed that indicated coverage of the key 

objectives stated in the ToR. Additionally, we noted the review and discussion of 

individual incidents and themes at the January 2022 Group meeting we attended. 

From observing this meeting and reviewing the minutes and summary tabs of 

Datix spreadsheets, we confirmed that the Health Board identifies themes, trends 

and patterns of incidents.  

Conclusion: 

2.8  Although there has been some non-compliance with the ToR, individual incidents 
and themes are discussed at the Group meetings in sufficient degree, therefore, 

we have provided reasonable assurance over this objective. 

  

Audit objective 2: Adherence to the Health Board’s controlled drugs policy 

Policy 

2.9  There is a Policy for the Management of Controlled Drugs (the ‘Policy’) in place 
which is available to staff via the intranet. This is in date and is not due for review 

until November 2023. The Policy sets out the standards of practice to be adopted 

by all Health Board staff on the procedures relating to the safe and secure 

handling and storage of controlled drugs.  
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2.10  Although the policy is in date, due to changes in practices since the pandemic and 

the opening of the new Grange University Hospital the Policy will be reviewed this 

financial year (2022/23). We identified some non-compliances with the Policy. At 

the next review date of the Policy, the Health Board should review the Policy to 

see if all of the content remains relevant. We have raised this as matter arising 

2. 

2.11  The results of our compliance testing with the Policy are noted below (total of 19 

wards). The four Theatre areas have been dealt with in a separate table. Red 

grading is less than 50% compliant, amber is 51-75% compliant and green is 76-

100% compliant. 

2.12  Policy Reference (Wards Testing) Sample % 

compliant 

13.1 – controlled drugs keys held on their own 0% 

12.1 – red ink used for stock reconciliation 32% 

16.0 – only one register should be used at a time 89% 

6.4 – appropriate stock levels are maintained N/A – no standard 

stock levels kept 

10.1 – the order book must be kept in a locked place 63% 

14.0 – where possible patient-controlled drugs should be 

stored on a separate shelf 

0% 

14.0 – [patient] details should be recorded in the back of 

the controlled drugs register 

68% 

12.1 – Balance checks of all stock must be carried out at 

least once every week  

74% - but all 

completed within 

one month 

13.2 – Registers must be bound (not loose leaf) with 

sequentially numbered pages 

100% 

13.1 – Keys for the controlled drugs cupboard must be held 

on the person of the designated person in charge 

100% 

12.1 – Reconciliation of register balances…carried out…a 

minimum of every six months by pharmacy staff 

79% - matter 

arising 4 

  
 

2.13  Where the non-compliances are rated red above, we understand that this may 

be due to the practicalities of the work environment, for example a lack of space 
or keeping the controlled drugs key with other keys for ease of use. Overall, 

these non-compliances pose minimal risk, such as not marking when a stock 
count was completed in red ink. Therefore, we have not raised a specific finding 

regarding this. 
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2.14  We also reviewed compliance with the Policy within the Theatres service area, 
based at the GUH. Three theatres were selected, along with Theatre Recovery. 

The compliance rate for Theatres is noted below: 

2.15  Policy Reference (Theatre Testing) Sample % 

compliant 

13.1 – controlled drugs keys held on their own 100% 

12.1 – red ink used for stock reconciliation 100% 

16.0 – only one register should be used at a time 100% 

6.4 – appropriate stock levels are maintained N/A – no standard 

stock levels kept 

10.1 – the order book must be kept in a locked place 75% - not in 

Theatre Recovery 

14.0 – where possible patient-controlled drugs should be 

stored on a sperate shelf 
N/A 

14.0 – [patient] details should be recorded in the back of 

the controlled drugs register 
N/A 

12.1 – Balance checks of all stock must be carried out at 

least once every week  

100% - they are 
carried out twice 

daily 

13.2 – Registers must be bound (not loose leaf) with 

sequentially numbered pages 
100% 

13.1 – Keys for the controlled drugs cupboard must be held 

on the person of the designated person in charge 

100% 

12.1 – Reconciliation of register balances…carried out…a 

minimum of every six months by pharmacy staff  

0% - matter 

arising 4 

  
 

Controlled drugs stock testing 

2.16  12.1 within the Policy states that checks of all stock must be carried out at least 

once every week by two authorised staff and then that check documented and 
signed by both staff. Across all sites tested there was a compliance rate of 78% 

for weekly stock checks. 

2.17  Across the 23 areas visited we reconciled 109 drugs throughout these areas to 

the Controlled Drugs Register. Our sample compliance findings are below: 

 

2.18  Stock reconciliation testing Sample % 

compliant 

Controlled drugs register fully complete 100% 
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List of controlled drugs at front of register 100% 

Two authorised staff complete register 100% 

Running balance maintained for each controlled drug 100% 

Entries reconcile 100% 
 

2.19  We identified no issues when completing our sample reconciliation testing across 

the five sites. 

Omnicell 

2.20  The areas tested used either a controlled drugs cabinet (i.e., a locked cabinet that 
is manually opened) to store drugs or an automated medication cabinet, called an 

Omnicell that also contains other non-controlled drugs.  

2.21  Where an Omnicell is used, authorised staff can access the controlled drugs via 

fingerprint technology rather than keys. Two fingerprints are required for the 
removal of controlled drugs (the user and a witness). The name of the controlled 

drug is typed into the Omnicell keypad and then the required drawer where the 
drug is held flashes green and unlocks. Inside the draw are compartments each 

holding separate drugs, the required compartment flashes green once the draw is 

opened. 

2.22  We noted issues with some staff using the Omnicell machines on their wards. We 
observed some non-substantive staff, who had access to the Omnicell machine, 

who were unaware how to adequately use the automated system. We witnessed 

staff ignore the clear green flashing lights identifying where the required drug was 
being stored, with some staff trying to pull open locked draws and opening up 

multiple compartments within drawers before locating the requested drug. 

2.23  We identified an Omnicell machine on one ward registering 15 discrepancies. We 

queried this with the Ward Manager who suggested that an update to the machine 
had been causing issues and a lack of time meant the discrepancies had not been 

investigated. An Omnicell stock discrepancy with a controlled drug (Morphine 
Sulphate ampoules) had been noted by the Ward Manager on the day of our 

testing (but prior to us arriving at site).  

2.24  18 ampoules had been listed in the Omnicell machine, but only nine were 

available. After checking the Controlled Drugs Book (the required legal document 
for control drug records), it was confirmed that the figure of nine was correct and 

the Omnicell machine was adjusted down. No further investigation had taken 

place.  

2.25  When on site we counted the number of ampoules available and confirmed the 

Controlled Drugs Book and Omnicell machine were then consistent. If used 
correctly, the Omnicell machine quickly directs a user to the medication inventory 

and potential drug diversion issues that need attention i.e. creating a clear audit 

trail and nullifying the need for hard-copy controlled drugs books to be used. 
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2.26  We requested the Ward Manager to print out a report of all the Morphine Sulphate 
drug movements from the Omnicell, as we wanted to investigate the discrepancy 

previously found. However, the Ward Manager was unable to do this. We 
requested a member of Pharmacy to assist with this process, but they were also 

unable to print off the required report (Ward C6 East, Royal Gwent Hospital). 

2.27  There is a knowledge gap within the Health Board over how to maximise the full 

potential of an Omnicell machine within the wards. This, however, has already 
been recognised. We were informed that the Principal Pharmacy Technician - 

Systems Manager has developed a basic Omnicell user guide. We understand this 
will be added to Sharepoint this year so staff can access when first using an 

Omnicell machine to understand its full functionalities. We have raised this as 

matter arising 3. 

2.28  It should be noted that when completing the sample stock checks of controlled 
drugs within the Omnicell machines throughout the Health Board sites, no 

discrepancies were identified. 

Pharmacy  

2.29  12.1 in the Policy states that the Pharmacy Team should undertake their own six- 

monthly audits of wards/departments to check that the controlled drug balances 
are correct. If any discrepancies are found, these should be reported to the Ward 

Sister and the Pharmacist responsible for the area should investigate.  

2.30  From the clinical areas visited, we identified four wards where there was no 

evidence that the Pharmacy Team had undertaken a stock reconciliation at the 
minimum of six-month intervals. We noted that the process for completing the 

six-month stock checks was inconsistent across the sites visited. This has been 

raised as matter arising 4. 

2.31  Additionally, we noted a number of wards holding expired controlled drugs. Each 
expired drug identified during testing was adequately labelled to warn staff from 

using them.  

2.32  There is a risk that expired controlled drugs stored within the controlled drugs 

cabinet may be accidentally used for patient treatment causing unintentional 

patient harm. This has also been included within matter arising 4. 

Conclusion: 

2.33  Although there are areas for improvement around compliance with the Policy, as 
there were no instances of stock imbalances during our sample testing, we have 

provided reasonable assurance over this objective. 
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Appendix A: Management Action Plan 

Matter arising 1: Quoracy (Operation) Impact 

We reviewed the terms of reference (ToR) of the Gwent Controlled Drugs Local Intelligence Network (the 

‘Group’) to identify the requirements of the Chair, how the membership was comprised, and what the 
quoracy requirements are. We then reviewed meetings against the requirements of the TOR. Meetings were 

quorate at the January 2020 and 2022 meetings, but not at the September 2021 meeting. The ToR states 
that a representative from the Police must be in attendance, but no representative was present at this 

meeting. Therefore, the meeting went ahead without being quorate. Minutes are maintained after each 
Group meeting. We identified from minutes that the Group maintains actions logs and this is noted as good 
practice. 

Potential risk of: 

• There is a risk that if the 
Group meets when the 

meeting is not quorate, 
binding decisions cannot 

be made. This may lead to 
delays in responses to 
controlled drug incidents. 

Recommendations Priority 

1.1 Management should review the terms of reference (ToR) for the Gwent Controlled Drugs Local 

Intelligence Network, including its quoracy requirements. Meetings that are not quorate should 
either be deferred or recognised at the start of the meeting ensuring those in the meeting 
understand the implications of this. The requirement to complete minutes and action logs after 

each meeting should also be added to the ToR. 

Low 

Management response Target Date Responsible Officer 

1.1 
The terms of reference of the Gwent CDLIN will be reviewed and updated as 
requested at the next CDLIN on 1st August 2022. 

1. The TOR will be updated to remove need for Police representation at 

each member. 
2. To recognise any non-compliance with quoracy requirements at the 

start of any meeting. The implications of this to be noted in the 
minutes.   

3. To add the requirement to complete minutes and action logs after each 

meeting will be added to the TOR. 

August 2022 Senior Primary Care 
Pharmacist 
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Matter arising 2: Policy update (Design) Impact 

There is a Policy for the Management of Controlled Drugs in place. This is in date and is not due for review 

until November 2023. The Health Board confirmed that although the Policy is in date, due to changes in 
practices since the pandemic and the opening of the new Grange University Hospital, the policy will be 

reviewed this financial year. Through our testing we identified examples of non-compliance with the Policy. 
At the next review date of the Policy, the Health Board should consider whether all sections of the Policy 
remain relevant.  

Stock takes of controlled drugs should be completed by ward staff on wards at least once a week. There 
were four wards in our testing where this did not happen, although these wards had completed stock checks 

within the previous month. 

Potential risk of: 

• Policy becoming 
impractical and not taking 

into consideration the 
environment in which 
staff operate e.g. lack of 

storage space. 

• Increased risk of drugs 

being able to be 
misappropriated / 
misused if regular stock 

takes are not completed.  

Recommendations Priority 

2.1 Management should review the Policy for the Management of Controlled Drugs and update where 
required.  

Medium 

2.2 Once the Policy for the Management of Controlled Drugs is updated, the Health Board should 
undertake periodic reviews to ensure wards are adhering to the updated Policy and confirm the areas 
of non-compliance identified as part of this review have been rectified. 

Medium 

Management response Target Date Responsible Officer 

2.1 The CD Policy is due for review during 2022/23. As in previous reviews a 

working group with representatives from Pharmacy and nursing will be set up 
to update the policy. A number of sections and standard operating procedures 
will be updated to make the policy more relevant and practical. This will 

support compliance with the policy. 

March 2023 Head of Pharmacy - 

Operational Services/Principal 
Technician, Pharmacy 
Technical Services 
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Controlled drug keys being held on their own may have been best practice. 
However, this may not be convenient on the wards. This could be removed in 

the updated version. 

The use of red pen on the wards is to make stock checks more visible. The 

practicality of this will be reviewed. 

Keeping patients own CDs on a separate shelf may not always be possible. 
However, they should be clearly differentiated from ward stock. 

The policy will also include a description of the audit framework that will 
provide assurance the policy is being followed.  

2.2 The stand operating procedure for pharmacy 6 month stock check on the 
wards is being updated by a Principal Pharmacy Technician. This will include 
updating the way reconciliation checks confirmation are documented to 

ensure compliance. 

The policy can include the need for periodic audits to review use of the policy 

and confirm areas of non compliance have been rectified.  

March 2023 Head of Pharmacy - 
Operational Services/Principal 
Technician, Pharmacy 

Technical Services 
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Matter arising 3: Omnicell (Design) Impact 

We noted issues with staff utilising Omnicell machines on their wards. We observed some non-substantive 

staff who had access to the Omnicell machine and who were unaware how to adequately use the automated 
system. Furthermore, we witnessed staff ignoring the green flashing lights, identifying where the required 
drug was being stored. We also found some staff trying to pull open locked draws and opening up multiple 

compartments within drawers before finding the requested drug. 

There is a lack of knowledge throughout the Health Board over how staff can maximise the use of an 

Omnicell machine’s capabilities. This, however, has already been recognised. The Principal Pharmacy 
Technician - Systems Manager has developed a basic Omnicell user guide. This will be added to Sharepoint 
this year so staff can access when first using an Omnicell machine to understand its full functionalities 

Potential risk of: 

• Drugs not being 
appropriately accounted 
for due to lack of 

knowledge in using an 
Omnicell machine. 

• Drugs being 
misappropriated / 
misused and not 

investigated due to an 
inability to use Omnicell. 

Recommendations Priority 

3.1 Management should continue as planned to add the Omnicell user guides to Sharepoint and direct 

staff to this learning material. The guides  should be useful to the front end user and also to  Ward 
Managers regarding the reporting capabilities within an Omnicell machine. 

Medium 

Management response Target Date Responsible Officer 

3.1 There are user guides for both end and superusers provided by Omnicell. The 

Principal Pharmacy technician at RGH has developed basic user guides for the 

wards which detail the common functions with picture guides. These are 

available on the wards, but staff cannot always find them. The plan is to add 

them to SharePoint and signpost staff to them. Short training videos are also 

to be developed which will be uploaded to YouTube.  QR codes will be placed 

on the side or front of the cabinet and linked to the videos which will show staff 

how to maximise the Omnicells functionalities. 

August 2022 Head of Pharmacy - 
Operational Services / 

Principal Pharmacy Technician 
– Systems Manager 
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Matter arising 4: Pharmacy stock reconciliations and expired drugs (Operation) Impact 

From the clinical areas visited, we identified a number of wards where the Pharmacy department had not 

undertaken a stock reconciliation at the minimum of six-month intervals. 

Additionally, we noted a number of wards holding expired controlled drugs. Each expired drug identified 

during testing was adequately labelled to warn staff from using them.   

 

Potential risk of: 

• without six monthly stock 
reconciliations by 

Pharmacy, the Team will 
not be compliant with the 
Policy and areas where 

controlled drugs may be 
being misappropriated / 

misused, go unidentified. 

Recommendations Priority 

4.1 The Pharmacy Team should comply with the relevant Health Board policies and SOPs for controlled 

drugs, in particular the removal of expired controlled drugs and the completion of six-monthly stock 
reconciliations (which should all be completed in a consistent manner). Where compliance with the 

policy cannot be achieved, for example due to resourcing, an agreed temporary deviation from the 
Policy should be agreed and approved at an appropriate Group. 

Medium 

Management response Target Date Responsible Officer 

4.1 A full review will be conducted into the Pharmacy processes relating to 6-
monthly CD stock reconciliations to determine the extent of the issue and to 

provide assurance of compliance. The Pharmacy Team will input into the 
Management of Controlled Drugs Policy, with the potential to visit the 

mechanism of how expired drugs are reported to Pharmacy, to ensure a more 
robust system with auditable records is available in the future.  

September 2022 Head of Pharmacy - 
Operational Services  
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Appendix B: Assurance opinion and action plan risk rating 

Audit Assurance Ratings 

We define the following levels of assurance that governance, risk management and internal 

control within the area under review are suitable designed and applied effectively: 

 

Substantial 
assurance 

Few matters require attention and are compliance or advisory in 

nature.  

Low impact on residual risk exposure. 

 

Reasonable 

assurance 

Some matters require management attention in control design or 

compliance.  

Low to moderate impact on residual risk exposure until resolved. 

 

Limited 

assurance 

More significant matters require management attention. 

Moderate impact on residual risk exposure until resolved. 

 

No assurance 

Action is required to address the whole control framework in this 

area. 

High impact on residual risk exposure until resolved. 

 

Assurance not 

applicable 

Given to reviews and support provided to management which form 

part of the internal audit plan, to which the assurance definitions 

are not appropriate. 

These reviews are still relevant to the evidence base upon which 

the overall opinion is formed. 

Prioritisation of Recommendations 

We categorise our recommendations according to their level of priority as follows: 

Priority level Explanation Management action 

High 

Poor system design OR widespread non-compliance. 

Significant risk to achievement of a system objective OR 

evidence present of material loss, error or misstatement. 

Immediate* 

Medium 
Minor weakness in system design OR limited non-compliance. 

Some risk to achievement of a system objective. 
Within one month* 

Low 

Potential to enhance system design to improve efficiency or 

effectiveness of controls. 

Generally issues of good practice for management 

consideration. 

Within three months* 

* Unless a more appropriate timescale is identified/agreed at the assignment. 
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Executive Summary 

 

Purpose 

Review arrangements in place for the 
implementation of the NIS (Network 

and Information Systems) Directive 
in the Health Board, including the 

Cyber Assessment Framework (CAF), 
improvement plan and overarching 
governance.  

Overview  

We have issued reasonable 

assurance on this area. The matters 
which require management attention 
include: 

• No retention of supporting 
information provided to the 

Cyber Resilience Unit (CRU) as 
part of the CAF assessment.  

• Improvement actions have not 

been fully identified and a plan 
has not yet been developed. 

• There is no regular reporting of 
cyber security to the Board or a 

sub-committee, and the risk 
does not fully articulate the cyber 
security risk. 

 

 

Report Classification 

   

Reasonable 

 

 

Some matters require management 
attention in control design or 
compliance.  

Low to moderate impact on 
residual risk exposure until resolved. 

 

Assurance summary1 

Assurance objectives Assurance 

1 
CAF completion and maintenance 

of evidence 
Reasonable 

2 
Accurate self-assessed position 

supported by evidence 
Substantial 

3 Improvement plan implementation Reasonable 

4 Governance Limited 

1The objectives and associated assurance ratings are not necessarily given 
equal weighting when formulating the overall audit opinion. 

 

Key Matters Arising 
Assurance 

Objective 

Control 
Design or 

Operation 

Recommendation 

Priority 

2 Assessment Evidence 1 Operation Medium 

3 Improvement Plan 3 Operation Medium 

4 Costs 3 Operation Medium 

5 Reporting and Risk 4 Operation Medium 
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1. Introduction 

1.1 Our review of the Network and Information Systems (NIS) Regulations (the 

‘Regulations’) was completed in line with Aneurin Bevan University Health Board’s 

(the ‘Health Board’ or the ‘organisation’) Internal Audit Plan for 2021/22. The review 
sought to provide the Health Board with assurance that there are effective processes 

in place to manage the risks associated with the Regulations. 

1.2 Cyber security and resilience is the protection of computer systems and networks 

from the theft of or damage to their hardware, software, or electronic data, as well 

as from the disruption or misdirection of the services they provide. 

1.3 The Regulations are a core piece of legislation relating to cyber security and was 
brought into UK law during May 2018 from the EU NIS Directive, with the intention 

to raise levels of cyber security and resilience of key systems across the European 

Union. 

1.4 At the core of this piece of legislation is the aim to drive improvement in the 
protection of the network and information systems, which are critical for the delivery 

of digital services and essential services in the UK. These regulations require bodies 
to have processes in place to protect themselves from attack, detect potential 

intrusions and react appropriately when intrusions occur. 

1.5 Although cyber security is not a devolved matter, the Welsh Government (WG) is 

the competent authority for the NIS in the case of essential health services in Wales.  

1.6 Within NHS Wales, Digital Health and Care Wales (DHCW) takes a leading and 
coordinating role for the maintenance and improvement of cyber security on behalf 

of the WG. They are responsible for establishing the compliance framework for 
operators of essential services, which includes defining the scope of the regulations, 

reporting thresholds, and processes for reporting and dealing with cyber incidents. 
Individual NHS organisations which fall within scope must adopt and comply with 

these arrangements.  

1.7 The potential risks considered in the review were as follows: 

• poor or non-existent stewardship in relation to cyber security; 

• failure to comply with regulations such as the NIS Regulations; and 

• loss of data or services and inappropriate access to information. 

2. Detailed Audit Findings 

Objective 1: a process exists for completion of the self-assessment and 

maintenance of appropriate evidence. 

2.1 Foundation work on the Cyber Assessment Framework (CAF) was undertaken by the 
ICT Cyber Team Leader to identify the critical systems within the Health Board. This 

process used the service catalogue in place, however there was a lack of 
understanding from system owners over what comprised a critical system. The 

decision was therefore made to undertake a single assessment of the core 

underlying ICT infrastructure of the Health Board. 
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2.2 The Health Board’s Cyber Security Team Leader undertook the completion of the 
CAF. We note that there was only limited involvement of the system owners, and 

this was at the critical system identification stage as noted above. The output was 
not shared with system owners, although we note the intent to move the CAF to a 

system level in the future and involve owners accordingly. See Matter Arising 1 

at Appendix A. 

2.3 There is a review process in place for the CAF assessments. The outcomes were 
taken to senior technical ICT staff and the Chief Nursing Information Officer, and 

were also reviewed prior to submission by the Interim Chief Technology Officer, 

acting as Chief Digital Officer. 

2.4 Information to support each CAF response was provided through discussions with 

the Cyber Resilience Unit (CRU), where required. The CRU did not specifically 
request evidence in the form of documentation as part of the assessment, and as 

such the assessment responses do not have supporting information. 

2.5 The national guidance states that the self-assessment will be repeated annually. 

The lack of recorded information and clarifications sought from the CRU may hinder 
the timeliness and efficiency of future iterations particularly if key individuals leave 

the Health Board. See Matter Arising 2 at Appendix A.  

Conclusion: 

2.6 Significant work was undertaken by the Cyber Security Team to prepare and 
complete the self-assessment, and there was a process for review of the assessed 

position. However, evidence and records of discussions have not been appropriately 
retained for future iterations of the CAF. Consequently, we have provided 

reasonable assurance for this objective.  

Objective 2: the self-assessed position is accurate and supported by evidence. 

2.7 As part of this review, we conducted interviews with the Cyber Security Team 

Leader.  

2.8 During this review, as noted above, there was no retention of evidence and so we 
were unable to fully evaluate the Health Board’s self-assessed position. However, 

we tested a sample of four objectives within the CAF to ensure appropriate scoring 

and discussed the position. The four objectives related to: 

• A1.b Roles and Responsibilities; 

• B5.a Resilience Preparation; 

• C1a Monitoring Coverage; and 

• C2.b Proactive Attack Discovery. 

2.9 Using our professional judgement, information gleaned from interviews and update 

reports, we consider the self-assessment to be an accurate reflection of the Health 
Board’s current cyber security position. We note some minor areas where the 

assessment does not fully reflect the narrative, however the basis of the assessed 

position was discussion with the CRU. 
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Conclusion: 

2.10 Whilst we consider the self-assessed position to be accurate, as noted above, we 

were unable to verify this through evidence. However, discussion confirmed the 
appropriateness of the self-assessed responses. Consequently, we have provided 

substantial assurance for this objective.  

Objective 3: an improvement plan is in place to improve the cyber security 

position within the organisation and is being implemented appropriately. 

2.11 Whilst a formal improvement action plan is not yet in place, due to the Health Board 

awaiting the outcome of the CAF from the CRU, actions to meet the gaps in the CAF 

are being identified and collated into an improvement plan for cyber security. See 

Matter Arising 3 at Appendix A. 

2.12 We note that resolution of the gaps in the CAF Section A, Managing Security are 
being addressed following the outcome of a review into the Digital Governance 

Structure in the Health Board by Templar Executives. The outcome of this review 
contained recommendations regarding the establishment of a revised governance 

framework which are being taken forward. 

2.13 The recommendations from the Templar review were accepted by the Health Board, 

and funding was granted in order to move the actions forward. 

2.14 We further note that there is ongoing work to develop a full cyber security plan, 

with a cyber services plan in draft. In addition, work to include remediation actions 
from the National Institute of Standards and Technology (NIST) framework in a full 

Health Board work plan is ongoing. 

2.15 At present the costs associated with implementing a cyber work plan which would 

enable the Health Board to demonstrate that it is meeting the requirements of the 

legislation are not known, with no assessment of the costs of individual actions and 
no mechanism to enable these actions to be prioritised and reported to Committee 

or Board. See Matter Arising 4 at Appendix A. 

Conclusion: 

2.16 Initial progress has been made to identify gaps in compliance and recommendations 
to improve the current cyber security position. Work is ongoing to make 

improvements, in particular relating to the governance weaknesses identified in 
section A of the CAF. Although at present there is no full improvement plan in place 

and the associated costs are not fully defined. Accordingly, we have concluded 

reasonable assurance for this objective.  

Objective 4: there is monitoring and reporting of the progress of the 

improvement plan and gaps in compliance to an appropriate governance group. 

2.17 We note that there is some reporting of cyber security, and to an extent NIS, to the 

Audit, Finance and Risk Committee as part of the risk reporting. However, there is 
no regular, formal reporting on cyber security which fully sets out the position to a 

Board level group. 
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2.18 In addition, although we note that there is a risk which relates to cyber security on 
the organisation risk register, this does not fully articulate the risk associated with 

poor cyber security, or the potential financial risk associated with non-compliance 

with the NIS Regulations. See Matter Arising 5 at Appendix A 

2.19 We note that the Health Board is aware of the requirement to establish a revised 

governance structure for digital and this is being taken forward as noted above. 

Conclusion: 

2.20 There is regular reporting of cyber security as part of the risk management 

framework to the Audit, Finance and Risk Committee. However, this reporting does 

not fully set out the cyber security position and risk. Accordingly, we have provided 

limited assurance over this objective. 

 

7/16 140/494



  

NIS Directive (Cyber Security) 
 

Final Internal Audit Report 
Appendix A 

  

 

  

  

NWSSP Audit and Assurance Services 8 

 

Appendix A: Management Action Plan 
Matter Arising 1: System Owner Involvement (Operation) Impact 

There was only limited involvement of the system owners in the completion and review of the Cyber 

Assessment Framework (CAF). 

 

Potential risk of: 

• Loss of clarity over the cyber 
security framework 

Recommendations  Priority 

1.1 For future iterations of the CAF there should be greater involvement of the system owners in 

the review of the responses. 

 

Low 

Agreed Management Action Target Date Responsible Officer 

1.1 ABUHB will ensure that in future iterations of the CAF there is greater 
involvement of System Owners 

 

Date of next NIS 
CAF assessment 

(Dec 22) 

 

Chief Digital Officer 
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Matter Arising 2: Assessment Evidence (Operation) Impact 

The Cyber Assessment Framework (CAF) responses do not have supporting information relating to 

the discussion with the Cyber Resilience Unit (CRU) or evidence in place in order to facilitate future 
iterations. 

Potential risk of: 

• poor or non-existent 
stewardship in relation to 
cyber security. 

Recommendations  Priority 

2.1 Management should ensure that records of discussions and information provided to and from 

the CRU are captured for future annual self-assessments. 

 

Medium 

Agreed Management Action Target Date Responsible Officer 

2.1 Management will ensure that during any future self-assessments records of 
discussions and information supplied to the CRU will be captured and 

available for internal or external review. 

 

Date of next NIS 
CAF assessment 

(Dec 22) 

 

 

Chief Digital Officer 
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Matter Arising 3: Improvement Plan (Operation) Impact 

Whilst improvement objectives have been identified following the completion of the self-assessment, a 

complete Improvement Action Plan has not yet been developed.  

Potential risk of: 

• poor or non-existent 

stewardship in relation to cyber 
security; 

• failure to comply with 

regulations such e.g., NIS 
Regulations 

Recommendations  Priority 

3.1 Management should ensure that an Improvement Action Plan is developed promptly in order to 

avoid delays in implementation.  

 

Medium 

Agreed Management Action Target Date Responsible Officer 

3.1 NIS Improvement Plan is already being developed by the Cyber Team. The 

completed plan will be presented for management review and sign off.  

Currently ABUHB are still awaiting the publication of CAF Based Cyber Risk 

Register for the Health Board these risks identified by CRU following the CAF 

assessment may include remediations that will be incorporated into the 

Improvement Plan currently being developed. 

 

July 2022 

 

Chief Digital Officer 
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Matter Arising 4: Costs (Operation) Impact 

At present the costs associated with implementing a cyber work plan which would enable the Health 

Board to demonstrate that it is meeting the requirements of the legislation are not known, with no 

assessment of the costs of individual actions and no mechanism to enable these actions to be prioritised 

and reported to Committee or Board. 

Potential risk of: 

• poor or non-existent 

stewardship in relation to cyber 
security; 

• failure to comply with 
regulations such e.g., NIS 

Regulations 

Recommendations  Priority 

4.1 The costs associated with the improvement actions should be assessed and reported to a 

relevant committee to enable awareness of the full picture and prioritisation of actions and 

funding.  

Medium 
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Agreed Management Action Target Date Responsible Officer 

4.1 The NIS Improvement Plan will be submitted through the relevant 

governance committee for senior Management review and sign off. 

Prioritisation of remedial actions and related costs will be assessed through 

ABUHB formal risk governance structure and relevant committees.  Note 

ABUHB are currently implementing the recommendations of the Templar 

consultancy report which will create the Office of the SIRO and create a new 

governance framework to support Risk Management within the Health Board. 

September 2022 Chief Digital Officer 
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Matter Arising 5: Reporting and Risk (Operation) Impact 

There is no regular, formal reporting on cyber security which fully sets out the position to a Board 

level group. 

In addition, although we note that there is a risk which relates to cyber security on the organisation’s 

risk register, this does not fully articulate the risk associated with poor cyber security, or the potential 

financial risk associated with non-compliance with the NIS Regulations. 

Potential risk of: 

• poor or non-existent 

stewardship in relation to cyber 
security; 

• failure to comply with 
regulations such e.g., NIS 
Regulations 

Recommendations  Priority 

5.1 A formal reporting route for cyber security should be established to ensure that senior staff are 

aware of the position relating to cyber security. 

5.2 The risk description should be reviewed, with inclusion of the potential financial penalties 

relating to noncompliance with NIS. 

Medium 
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Agreed Management Action Target Date Responsible Officer 

5.1 ABUHB are adopting recommendations of the Templar Report that will 

establish a formal risk governance and committee structure within the Health 

Board which will support Cyber Security Risk Reporting. 

5.2 As part of the improvements suggested by Templar a new Cyber Risk 

Register will be developed. As part of development process account will be 

taken to include the financial penalties associated with noncompliance to NIS 

regulatory requirements into the assessment methodology and reporting. 

 

 

5.2   

 

Further 

engagement 

with Templar 

May-July with 

subsequent 

dates for 

completion to be 

confirmed    

 

Chief Digital Officer 
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Appendix B: Assurance opinion and action plan risk rating 

Audit Assurance Ratings 

We define the following levels of assurance that governance, risk management and 

internal control within the area under review are suitable designed and applied 

effectively: 

 

Substantial 
assurance 

Few matters require attention and are compliance or 
advisory in nature.  

Low impact on residual risk exposure. 

 

Reasonable 
assurance 

Some matters require management attention in control 
design or compliance.  

Low to moderate impact on residual risk exposure until 
resolved. 

 

Limited 

assurance 

More significant matters require management attention. 

Moderate impact on residual risk exposure until resolved. 

 

No assurance 

Action is required to address the whole control framework in 
this area. 

High impact on residual risk exposure until resolved. 

 

Assurance not 
applicable 

Given to reviews and support provided to management which 

form part of the internal audit plan, to which the assurance 
definitions are not appropriate. 

These reviews are still relevant to the evidence base upon 

which the overall opinion is formed. 

Prioritisation of Recommendations 

We categorise our recommendations according to their level of priority as follows: 

Priority 

level 
Explanation Management action 

High 

Poor system design OR widespread non-compliance. 

Significant risk to achievement of a system objective 

OR evidence present of material loss, error or 
misstatement. 

Immediate* 

Medium 

Minor weakness in system design OR limited non-
compliance. 

Some risk to achievement of a system objective. 

Within one month* 

Low 

Potential to enhance system design to improve 

efficiency or effectiveness of controls. 

Generally issues of good practice for management 
consideration. 

Within three months* 

* Unless a more appropriate timescale is identified/agreed at the assignment. 
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