Audit Risk and Assurance Committee
- Final Accounts
Tue 09 July 2024, 09:30 - 12:00

Microsoft Teams
Agenda

1. Preliminary Matters

Verbal Chair

Bj 1.0 Audit Risk and Assurance Committee Agenda.pdf (3 pages)
1.1. Welcome and Introductions

Verbal Chair

1.2. Apologies for Absence

Verbal Chair

1.3. Declarations of Interest

Verbal Chair

1.4. Draft Minutes of the last meeting held 21 May 2024

Attached Chair
B 1.4 21 05 2024 Draft Audit Risk and Assurance Minutes Chair Approved.pdf (10 pages)

1.5. Committee Action Log

Attached Chair
B 1.521 05 2024 Audit Risk Assurance Committee Action Log. Chair Approved.pdf (3 pages)

1.5.1. Job Planning Assurance Note

Attached Director of Workforce & OD

To provide assurance for deferment of Action Reference ARAC 2811/3.4

B 1.5.1 Job Planning Assurance Note July 2024 JMC.pdf (3 pages)

2. Iltems for Approval/Ratification/Decision

2.1. To Approve the Closing Position of Quarter 1 2024/25 Audit Recommendations

Attached Director of Corporate Governance

2.1 Internal_External Audit Recommendations Q1 24_ 25 Cover Report ARAC.pdf (7 pages)
2.1 Appendix 1 Dashboard.pdf (1 pages)

2.1 Appendix 2 Pre updates Pre22 Overdue Recommendations.pdf (4 pages)

2.1 Appendix 3 Pre Updates Post22 Overdue Recommednations.pdf (10 pages)

2.1 Appendix 4 Post Update Overdue Recommendations.pdf (2 pages)

2.1 Appendix 5 Revised Timescale Requests.pdf (6 pages)

2.1 Appendix 6 Completed Recommenations.pdf (7 pages)

2.1 Appendix 7 Not Yet Due.pdf (6 pages)
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2.2. To Approve the Audit Recommendations Tracking Procedure

Attached Director of Corporate Governance

Bj 2.2 Internal and External Audit Recommendations Management Cover Report.pdf (4 pages)
B 2.2 Appendix A_IA and EA Audit Recommendation Tracking Procedure_Updated June 2024.pdf (10 pages)

2.3. To Approve Changes to the Capital Assets and Charges Financial Control Procedure
(FCP)

Attached Director of Finance and Procurement

B 2.3 Financial Control Procedure Cover Report.pdf (4 pages)
B 2.3 Appendix 1 ABUHB_Finance 0242 Capital Assets and Charges_Final.pdf (18 pages)

3. Items for Discussion

3.1. To Agree the Counter Fraud Functional Standard Return Declaration

Attached Director of Finance and Procurement

B 3.1 ARAC Counter Fraud Functional Standard Returns 23-24.pdf (3 pages)
B 3.1 Appendix 1 Counter Fraud Functional Return ABUHB 23-24.pdf (23 pages)

3.2. To Receive the Post Payment Verification Annual Report 2023-24

Attached Post Payment Verification Manager

Bj 3.2 PPV End of Year 23-24 Board and Committee Report.pdf (5 pages)
B 3.2 Appendix 1 PPV Aneurin Bevan End of Year 2023-2024.pdf (1 pages)

3.3. To Review the Health Boards Annual Report - Draft Final Overview & Performance
section (Part 1)

Attached Director of Corporate Governance / Director of Strategy, Planning and Partnerships

B 3.3 Annual Report ARAC Final Accounts Cover Report.pdf (10 pages)
Bj 3.3 Final DRAFT Performance Report 2024 v6.1 finance update.pdf (41 pages)

3.4. To Review the Draft Final Accountability Report, Including Annual Governance
Statement (Part 2)

Attached Director of Corporate Governance

B 3.4 Final Draft Accountability Report 23.24 v2 post draft submission Audited.pdf (102 pages)

3.5. To Review the Draft Final Accounts and Financial Statements (Part 3)

Attached Director of Finance and Procurement

The supporting appendices 3.5.1 - 3.13 are contained within the Technical Appendices Boardbook

B 3.5 Final 2023-24 Annual Accounts Cover Report.pdf (4 pages)
Bj 3.5 Appendix 1 - Adjustments from Draft Accounts Actioned.pdf (2 pages)
B 3.5 ABUHB 2023-24 Final Annual Accounts with SOAA activated.pdf (76 pages)

3.6. To Receive Audit Wales Audit of Accounts (ISA 260) including Letter of Representation

Attached Audit Wales

Bj 3.6 4335A2024_Audit of Accounts Report. AB_23-24 _final.pdf (26 pages)
Bj 3.6.1 ABUHB Letter of Representation 2023-24.pdf (3 pages)

3.7. To Agree a Recommendation to the Board in respect of the Audited Annual Report and
Accounts



Verbal Chair

3.8. To Receive External Audit Progress Report 2024/25
Attached Audit Wales

Bj 3.8 Audit Risk and Assurance Committee Update - July 2024.pdf (12 pages)
3.9. To Receive the Audit Wales Community Pharmacy Data Matching Report
Attached Audit Wales

B 3.9 Community Pharmacy Data_Matching_Pilot_English.pdf (24 pages)
3.10. To Receive the Head of Internal Audit Opinion

Attached Head of Internal Audit

Ej 3.10 ABUHB FINAL Opinion Annual Report 23-24 for Committee.pdf (36 pages)
3.10.1. To Receive the Internal Audit Progress Report

Attached Head of Internal Audit

B 3.10.1 ABUHB July 2024 Audit Committee Progress Report.pdf (8 pages)
3.10.2. To Receive the Final Internal Audit Work Plan 2024/25
Attached Head of Internal Audit

B 3.10.2 ABUHB_2024-25 FINAL Internal Audit Plan.pdf (30 pages)

3.11. To Receive Internal Audit Reports

Attached Head of Internal Audit

3.11.1. Bevan Health and Wellbeing Centre - Limited Assurance

Attached Head of Internal Audit
Supporting - Director of Public Health & Director of Strategy, Planning and Partnerships

Bj 3.11.1 ABU Bevan HWBC reissued Final Audit Report.pdf (28 pages)
B 3.11.1 Appendix 1 Status of Recommendations linked to the Tredegar Health and Wellbeing Centre IA 2022 v2.docx (4

pages)

3.11.2. Regional Partnership Board Financial Controls - Limited Assurance

Attached Head of Internal Audit

Supporting - Director of Finance & Procurement

B 3.11.2 ABUHB 2023-24 ABUHB Financial Controls - RPB - FINAL Internal Audit Report.pdf (22 pages)

3.11.3. Decarbonisation - Limited Assurance

Attached Head of Internal Audit

Supporting - Director of Finance & Procurement

Bj 3.11.3 AB 23-24 Decarbonisation FINAL Internal Audit Report for Client.pdf (23 pages)

3.11.4. LINC Programme - Reasonable Assurance

Attached Head of Internal Audit
B 3.11.4 ABUHB-2324-26 LINC Programme Internal Audit Report (Final).pdf (12 pages)

3.11.5. Intra-Site Patient - Reasonable Assurance



Attached Head of Internal Audit

Bi 3.11.5 ABUHB 2023-24 FINAL Intra-site Patient Transfers Audit Report for Client.pdf (14 pages)
3.11.6. Theatres - Stock - Reasonable Assurance

Attached Head of Internal Audit

Bj 3.11.6 ABUHB 2324-13 Theatre Stocks FINAL Internal Audit Report for Client.pdf (15 pages)
3.11.7. Financial Control Procedures - Substantial Assurance

Attachment Head of Internal Audit

Bj 3.11.7 32324-02 Financial Controls Final Internal Audit Report for Client.pdf (9 pages)
3.11.8. Flexible Working - Advisory

Attached Head of Internal Audit

B 3.11.8 AB2324-22 Flexible Working Final Advisory Review Report.pdf (12 pages)

3.12. To Receive the Committee Risk and Assurance Report

Attached Director of Corporate Governance

Bj 3.12 Strategic Risk and Assurance Report Cover Report_July2024.pdf (7 pages)
B 3.12 Appendix A Strategic Risk Register.pdf (6 pages)
Bj 3.12 Appendix B Strategic Risk Dashboard and Risk Assessments.pdf (27 pages)

3.13. Review the Committee Programme of Business

Attached Director of Corporate Governance

Bj 3.13 ARAC FWP Cover Report.pdf (3 pages)
B 3.13 ARA_Committee Work Programme 2024-25 Final.pdf (6 pages)

4. Items for Information

Information Chair

No Items for Information

5. Other Matters

Verbal Chair

5.1. Items to be Brought to the Attention of the Board and Other Committees

Verbal Chair

5.2. Any Other Urgent Business

Verbal Chair

5.3. Date of the Next Meeting

Verbal Chair
e Thursday 12 September 2024
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Date and Time

AUDIT, RISK & ASSURANCE COMMITTEE AGENDA
Tuesday 9th July at 09:30 - 12:00

CYFARFOD BWRDD IECHYD PRIFYSGOLN
ANEURIN BEVAN

ANEURIN BEVAN UNIVERSITY HEALTH BOARD
MEETING

\"LUT-W Microsoft Teams
Item Title Format Presenter
PRELIMINARY MATTERS
1.1 Welcome and Introductions Oral Chair
1.2 Apologies for Absence Oral Chair
1.3 Declarations of Interest Oral Chair
1.4 Draft Minutes of the last Meeting held on | Attached Chair
21 May 2024
1.5 Committee Action Log and Matters Arising | Attached Chair
1.5.1 | Job Planning Assurance Report linked to
Action Log (ARAC 2811/3.4)

ITEMS FOR APPROVAL/RATIFICATION/DECISION

‘

ITEMS FOR DISCUSSION

To Approve the Closing Position for Director of

2.1 Quarter 1 2024/25 Audit Attached Corporate

Recommendations Governance

To Approve the Audit Recommendation Attached Director of

2.2 ; Corporate
Tracking Procedure

Governance

Director of

5.3 To Approve Changes to the Capital Assets Attached Finance and

and Charges FCP. Procurement

‘

. Head of
To Agree the Counter Fraud Functional
3.1 9 ) Attached Counter
Standard Return Declaration
Fraud
: e Post Payment
To Receive the Post Payment Verification e
3.2 Attached Verification
Annual Report 2023/24
Manager
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3.3 To Review the Health Board’s Annual Attached Director of
Report (Overview & Performance Section) Strategy,
(Part 1) Planning and
Partnerships
3.4 To Review Draft/Final Accountability Attached Director of
Report, including Annual Governance Corporate
Statement (Part 2) Governance
3.5 To Review Draft/Final Annual Accounts Attached Director of
and Financial Statements (Part 3) Finance and
Procurement
3.6 To Receive the Audit of Accounts (ISA Attached Audit Wales
260) including Letter of Representation
3.7 To Agree a Recommendation to the Board Verbal Chair
in respect of the audited annual report
and accounts
3.8 To Receive External Audit Progress Report | Attached
3.9 To Receive the Audit Wales Community Attached Audit Wales
Pharmacy Data Matching Report
3.10 To Receive the Annual Head of Internal
Audit Opinion
3.10.1 | To Receive the Internal Audit Progress Attached
Report
3.10.2 | To Receive the Final Internal Audit Work
Plan 2024/25
3.11 To Receive Internal Audit Reports
3.11.1 | LIMITED
- e Bevan Health and Wellbeing centre
3.11.3 e Regional Partnership Board Head of
. Internal Audit
e Decarbonisation
3.11.4 | REASONABLE
- e LINC Programme Attached
3.11.6 e Intra-Site Patient
e Theatres - Stock
3.11.7 | SUBSTANTIAL
e Financial Controls
3.11.8 | ADVISORY
e Flexible Working
3.12 Receive the Committee Risk & Assurance Attached Director of
Report Corporate
Governance
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3.13 Review of Committee Programme of Attached
Business

ITEMS FOR INFORMATION

No items for Information

5 OTHER MATTERS

5.1 Items to be Brought to the Attention of the Oral Chair
Board and Other Committees

5.2 Any Other Urgent Business Oral Chair

5.3 Date of the Next Meeting:
e Thursday 12t September 2024
(Agenda setting Tuesday 6t August 2024)

Motion to Exclude Members of the Public and the Press

There may be circumstances where it would not be in the public interest to
discuss a matter in public. In such cases the Chair shall move the following
motion to exclude members of the public and the press from the meeting:
“Representatives of the press and other members of the public shall be
excluded from the remainder of this meeting having regard to the confidential
nature of the business to be transacted, publicity on which would be prejudicial
to the public interest”.

Motion under Section 1(2) Public Bodies (Admission to Meetings) Act 1960
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University Health Board

MINUTES OF THE AUDIT, RISK AND ASSURANCE

COMMITTEE ANEURIN BEVAN UNIVERSITY HEALTH BOARD MEETING

DATE OF MEETING Tuesday 215t May 2024
VENUE Microsoft Teams

PRESENT

IN ATTENDANCE

Apologies

ARAC 2105/1

ARAC 2105/1.1

ARAC 2105/1.2

ARAC 2105/1.3

1/10

Iwan Jones - Independent Member, Committee Chair
Richard Clark- Independent Member, Committee Vice Chair
Dafydd Vaughan - Independent Member

Neil Patrick — Independent Member

Rani Dash- Director of Corporate Governance

Lucy Windsor — Head of Corporate Risk and Assurance

Rob Holcombe - Director of Finance and Procurement

Stephen Chaney -Head of Internal Audit

Sara Utley - Performance Audit Lead, Audit Wales

Michelle Morris - Head of Counter Fraud

Mark Ross — Assistant Finance Director

Paul Stocker — Senior Auditor, Internal Audit

Bryony Codd - Head of Corporate Governance

Julie Rees - Finance Audit Manager, Audit Wales

Hannah Evans - Director of Strategy, Planning and Partnerships
Leanne Lewis — Assistant Director for Quality and Patient Safety
(left at 09:57am)

Danielle Jackson - Secretariat

Tracy Daskiewicz — Director of Public Health
James Calvert - Medical Director

Preliminary Matters

Welcome and Introductions
The Chair welcomed everyone to the meeting.

Apologies for Absence
Apologies were noted.

Declarations of Interest
There were no declarations of interest raised to record.
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ARAC 2105/1.4 Minutes of the previous meeting

The minutes of the meeting held on the 16th of April 2024 were
agreed as a true and accurate record.

ARAC 2105/1.5 Committee Action Log

The Committee reviewed the action log, noting actions
completed, actions in progress, and actions that were not yet
due.

The Chair asked for a confirmed date for the Job Planning update
(2811/3.4) to come back to the Committee and requested that
the action log be updated once it was agreed.

ARAC 2105/2 Items for Discussion

ARAC 2105/2.1 To formally approve the recommendations contained in the
reports presented at meeting held on the 16th of April
2024.

In lieu of a quorum at the April 2024, meeting, a summary of the
reports that had been previously submitted for formal approval
were presented to the Committee.

- Internal Audit Workplan 2024/25

- Audit, Risk and Assurance Committee Workplan 2024/25

- Three Financial Control Procedures (Accounts Receivable,
Counter Fraud Communication Strategy and Contract
Management)

- Q4 Audit Recommendation tracking closing position

The Committee APPROVED the Internal Audit Workplan
2024/25, the Audit, Risk and Assurance Committee Workplan
2024/25, and the three Financial Control Procedures.

The Committee also NOTED the Q4 Audit Recommendation
Closing Position and ENDORSED requested revised timescale
requests.

ARAC 2105/2.2 To Receive the Counter Fraud 2023/24 Annual Report and
Approve the Counter Fraud Annual Work Plan 2024/25
Michelle Morris (MM), Head of Counter Fraud, provided the
Committee with an overview of the Counter Fraud Annual Report
2023/24 and presented the Counter Fraud Annual Work Plan
2024/25.

It was reported that the level of fund recovery had been higher in
2023/24 in comparison to previous years.
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MM confirmed that the department was in the process of
restructuring in order to generate additional resources to manage
the increased referrals and concentrate on more proactive tasks,
thereby reducing the need for administrative support.

Rob Holcombe (RH), Director of Finance and Procurement,
informed the Committee that the majority of the work completed
was related to salary overpayments, which were often caused by
administrative errors. A new process for dealing with salary
overpayments and termination was under consideration. One of
the benefits of the new process was the anticipated reduction in
the counter-fraud team's involvement, allowing them to dedicate
more time to addressing more significant fraud issues.

The Committee NOTED the 2023/24 Annual Report and
APPROVED the 2024/25 Counter Fraud Annual Workplan.

ARAC 2105/2.3 To Receive the Clinical Audit Annual Report 2023/24 and
Approve the Clinical Audit Plan 2024 /25

Rani Dash (RD), Director of Corporate Governance, provided the
Committee with an overview of its responsibilities in relation to
clinical audit activity, stating that it was responsible for ensuring
a robust clinical audit plan was in place, that audit activity was
carried out effectively, and that the Patient Quality, Safety, and
Outcomes Committee would monitor the outcomes of specific
clinical audits and any associated risks.

Leeanne Lewis (LL), Assistant Director for Quality and Patient
Safety, presented the Clinical Audit Annual Report 2023/24 and
Clinical Audit Annual Plan 2024/25. LL informed the Committee
that the second annual audit plan for national audits was now
available, and that local audits were being recorded and tracked
via the Audit Management and Tracking System (AMaT).

When asked about the number of completed audits compared
with the initial project number, it was confirmed that there was a
100% compliance rate for national clinical audits and
approximately 80% compliance rate for national confidential
inquiry into patient outcomes and death audits. Efforts to
improve compliance were ongoing.

Concerns were expressed regarding the limited audit rating for
30% of clinical audits. It was explained that work was underway
to align ratings with the new risk management framework,
provide appropriate advice, and adhere to the appropriate risk
level. Risk training for auditors was also being offered.
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The Committee NOTED the 2023/24 Annual Report and
APPROVED the 2024/25 Clinical Audit Annual Workplan.

ARAC 2105/3 ITEMS FOR APPROVAL / RATIFICATION / DECISION
ARAC 2105/3.1 To Receive the Standards of Behaviour Policy

Rani Dash (RD), Director of Corporate Governance, provided a
summary of the revised draft Standards of Behaviour Framework
and Policy to the Committee. The revised policy aimed to provide
a more robust policy and clearer expectations for reporting
declarations of interest, gifts, and hospitality. The policy was
scheduled to be presented to the Board for formal approval in
July 2024.

Neil Patrick (NP), Independent Member, inquired about the
policy's scope and whether a set of behaviours could be used to
address organisational behaviour issues. RD confirmed that it
applied to all employees, including contractors, with specific
sections addressing specific staff groups, and that the Health
Board had a Values and Behaviours Framework in place. RD
advised that the Values and Behaviours Framework would be
reviewed and presented to the People and Culture Committee.

The Committee NOTED the report.

ARAC 2105/3.2 Review of the Health Boards Annual Report, Overview &
Performance section (Part 1)

Rani Dash (RD), Director of Corporate Governance informed the
Committee that the Health Board’s Annual Accounts would be
presented in three sections. The sections were required to be
submitted to Welsh Government as a final consolidated document
by 15t July 2024. All parts had been circulated to Audit Wales
and Welsh Government for review. The final documents would be
presented at the next scheduled committee meeting on the 9th of
July 2024.

Hannah Evans (HE), Executive Director of Strategy, Planning and
Partnerships, provided the Committee with an overview of Part 1
of the Health Boards Annual Report, Overview and Performance
which focused on the organisation’s main objectives, strategies
and principal risks for the organisation and linked closely to the
Annual Governance Statement (AGS).

The Committee expressed its approval of the draft report and
raised no concerns regarding its contents.

The Committee NOTED the report.
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ARAC 2105/3.3 Review Draft/Final Accountability Report, Including
Annual Governance Statement (Part 2)

Rani Dash (RD), Director of Corporate Governance presented the
Committee with an overview of Part 2 of the Health Boards
Annual Report, Accountability report and Annual Governance
Statement, highlighting the report focused on corporate
governance, the remuneration and staff report and the Welsh
Parliament Accountability and Audit Report.

The Committee expressed its approval of the draft report and
raised no concerns regarding its contents.

Iwan Jones (1J), Chair, expressed concern about an increase in
staff numbers, particularly non-frontline staff, that did not
correspond to the current budgetary constraints, and suggested
that the report include additional narrative to explain the
increase. RD agreed to provide additional analysis and
explanation about the changing workforce profile.

ACTION: Director of Corporate Governance.

Rob Holcombe (RH), Director of Finance and Procurement,
suggested that the changes could be due to the Covid-19
pandemic, in which agency staff were converted to wholetime
equivalents (WTEs), as well as new projects in which
administrative staff were now supporting the operation of
frontline services.

The Committee NOTED the report.

ARAC 2105/3.4 Review Draft/Final Accounts and Financial Statements
(Part 3) — To include losses and special payments.
Mark Ross (MR), Assistant Finance Director, presented the
Committee with an overview of Part 3 of the Health Board's
Annual Report, draft accounts, and final statement noting

it covered the draft accounts, final statements, losses, and
special payments.

The Committee was informed that the public sector payment
policy target of 95% was met at 97.4%, as was the Welsh
Government's cash target of £4.41 million at the end of the
financial year.

Details of clinical negligence losses were provided, indicating a
steady increase to 1.8 million in 2023/24. It was unclear whether
the increase in clinical negligence losses was a one-time
occurrence or a continuing trend and that the increase may be
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due to post-COVID claims and would be monitored in the coming
year.

Iwan Jones (1J), Committee Chair, inquired whether the
recommendations contained in the Infected Blood Inquiry Report
would have an impact on the health boards' accounts. Rani Dash
(RD), Director of Corporate Governance, confirmed that spending
was being monitored, but that no significant impact on the Health
Board was anticipated at this time. Rob Holcombe (RH), Director
of Finance and Procurement, agreed to work with Audit Wales to
assess the potential impact of the Infected Blood Inquiry and
ensure consistency in reporting.

ACTION: Director of Finance & Procurement, and Audit
Wales.

The Committee expressed its approval of the draft report and
raised no concerns regarding its contents.

The Committee NOTED the report.

ARAC 2105/3.5 To Review Audit Enquires to those charged with
Governance and Management.

Mark Ross (MR), Assistant Finance Director, gave the Committee
a summary of the report, stating that Audit Wales receives the
annual return in order to provide auditors with information about
the Health Board and its business activities, which aids in the
examination of the financial statements.

The committed NOTED the report.

ARAC 2105/3.6 To Receive the Internal Audit Progress Report - To include
Head of Internal Audit Opinion and Annual Report
2023/24

Stephen Chaney (SC), Head of Internal Audit, provided a
summary of the Internal Audit Progress Report to the Committee.

The Committee was informed that the Final Head of Internal
Audit Opinion Annual Report 2023/24 is expected to receive a
rating of reasonable assurance. The final document is expected to
be received at the Committee's next scheduled meeting in July
2024.

The Committee NOTED the Report

ARAC 2105/3.7 To Receive Internal Audit Reports
Stephen Chaney (SC) - Head of Internal Audit, provided the
Committee with an overview of the following four reports.
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Bevan Health and Wellbeing Centre - Limited Assurance
The Committee was informed that the audit sought to review the
delivery and management arrangements in place to progress the
Bevan Health and Wellbeing Centre. It was noted that this was
the third review completed, with the first providing a reasonable
assurance rating and the second and third resulting in a limited
assurance rating.

Paul Stocker (PS), Auditor, Internal Audit summarised the main
areas raised within the report. These included significant delays
in project delivery and a forecasted budget that exceeded by
4.2%.

Hannah Evans (HE), Director of Strategy, planning and
partnerships, reassured the Committee that the Health Board was
aware of the issues identified and work was ongoing to resolve
them. A Chairs Action meeting had been held to discuss and
resolve outstanding disputes. The financial risks and their
implications for the discretionary capital programme were being
managed. Communication with Welsh Government remained
ongoing, and a comprehensive bid would be submitted once
outstanding disputes were resolved.

Iwan Jones (1J), Chair raised concerns about the management
responses to the recommendations raised as well as a lack of
specific completion dates.

The Committee requested that the audit be reviewed, and
management responses be updated to reflect progress
made/planned and presented back to the committee at its next
scheduled meeting in July 2024.

ACTION: Head of Internal Audit / Director of Public Health
& Director of Strategy, Planning and Partnerships

ACTION: Secretariat

Rani Dash (RD), Director of Corporate Governance informed the
Committee that work was underway to develop a clear process
for the handling of management responses and audits to ensure
quality assurance and robust sign off process. The process would
be presented to the Committee for approval at its meeting in July
2024.

ACTION: Director of Corporate Governance

ACTION: Secretariat
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Medical Equipment & Devices (Ultrasound) - Reasonable
Assurance

The audit sought to provide an opinion over the management and
tracking of ultrasound devices throughout the Health Board. It
was reported that asset management and the use of RFID
tagging devices improved medical equipment management and
tracking. A more detailed review of medical equipment and
devices was scheduled in the 2024/25 Internal Audit Plan.

Maternity Services (Action Plan) - Reasonable Assurance
The audit sought to review the governance arrangements in place
and examine the tracking and progress of maternity related
actions from key external reviews; a more in-depth review of the
Maternity Services Action plan was scheduled in the 2024/25
Internal Audit Plan.

Early Supported Discharge (Stroke) — Substantial
Assurance

The audit sought to assess whether the arrangements in place for
the early supported discharge of stoke patients are operating
effectively.

Iwan Jones (1J), Chair, queried whether the management
considerations outlined in the report would be implemented and
monitored in line with the current process. SC advised that
management considerations were suggested improvements, but
they were not formal recommendations.

IJ inquired about the practicalities of tracking management
considerations for audit purposes and would discuss with the
Director of Corporate Governance outside of the meeting.
ACTION: Committee Chair

The Committee NOTED the audit reports for assurance.

ARAC 2105/3.8 To Receive the External Audit Work Plan 2024/25

Julie Rees (JR) and Sara Utley (SU), Audit Wales, presented the
Committee with a summary of the 2024/25 External Audit work
plan.

It was reported that that following receipt of the draft account’s
materiality will increase to £19.4 million from £17.8 million and
that there were six areas of focus of the Financial Statements
Audit, listed below: -

¢ Management Override,
e Financial Duty,
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Losses and Special Payments Register,

Related Parties and Senior Officer Remuneration,
Asset verification, and;

Provisions and contingent liabilities

JR advised that the review of Monnow Vale Hospital Pool Budget
had not been confirmed but noted if this were to be included an
extra fee would be charged for the work.

SU informed the Committee that the performance audits for 2024
would encompass the following four areas:

Annual Structured Assessment

Structured Assessment - Deep dive of Digital systems
All Wales thematic review of urgent and emergency care
Review of the Health Boards Eye Care Services

Dafydd Vaughn (DV), Independent Member, queried the plan to
revisit the structured assessment of digital systems. Sara Utley
(SU), Audit Wales, stated that the focus would be on the Health
Board's digital systems, but the review into national
programmes with DHCW was ongoing, and the completed report
would be shared with the committee.

Neil Patrick (NP), Independent member, questioned when the
digital systems audit would be completed. SU confirmed that the
audit was in the scoping stage and could not provide a specific
timeline at this time but agreed to investigate the projected
timeline and share findings with members.

ACTION: Performance Audit Lead, AUDIT WALES

Rob Holcombe (RH), Director of Finance and Procurement,
inquired about the timeline for reporting on the efficiency review.
SU confirmed that the report was in draft and would be available
for presentation at the next audit committee meeting in July
2024.

The committee NOTED the report

ARAC 2105/3.9 To Receive External Audit Progress Report 2023/24
Sara Utley (SA), Audit Wales, Presented the committee with an
overview of the 2024/25 External Audit progress report.

The committee NOTED the report.
ARAC 2105/4 Items for Information

ARAC 2105/4.1 To Receive Primary Care Follow-up Report - following
amendments to recommendation status

. .
et g

!
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The Committee was informed that the report had been reviewed
and that the recommendation status and completion dates had
been updated. However, it was noted that the changes to the
completion date/management responses had not been
incorporated into the main body of the report.

The Committee requested that the report be reviewed and edited
to ensure consistency throughout, and then republished.
ACTION: Performance Audit Lead, Audit Wales.

ARAC 2811/5 Other Matters

ARAC 2811/5.1 Items to be Brought to the Attention of the Board and
Other Committees

ARAC 2811/5.2 Any Other Urgent Business
No items for any other business.

ARAC 2811/5.3 Date of the next meeting;

« Tuesday 9t July 2024 (Final Accounts)
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W TS HEALTH BOARD MEETING
In Progress Not Due Completed Transferred to another
Committee
Committee . . Progress/
Meeting Minute Reference Agreed Action Completed
November ARAC 2811/3.4 Following full implementation of the job Medical Outstanding.
2023 Job Planning planning process an update report is to be Director The Medical Director has
Arrangements received at a future meeting to provide requested that the update
assurance that all audit recommendations Secretariat report be postponed until
have been implemented. the November meeting,

following the submission of
a comprehensive update
report to the People &
Culture Committee
(delegated Committee) in
October. In the interim, an
Assurance Note (agenda
item 1.5.1) has been
issued to the Committee to
provide assurance

regarding progress.
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ACTION LOG

Minute Reference

Agreed Action

ANEURIN BEVAN UNIVERSITY HEALTH BOARD

Progress/

Meeting Completed

April 2024 ARAC 1604/3.3 Explore ways to include data of requested Head of Risk 09 July | Completed.
Review Internal timescale extension requests within future | and Assurance 2024 The supporting appendices
and External Audit | reports. now show how many times
Recommendations a deadline has been
Tracker requested and approved by

the Committee.

May 2024 ARAC 2105/ 3.3 Add further analysis and explanation into Director of 09 July | Completed.
Annual Report Part | the remuneration and staff report in Corporate 2024 Included in the final report
2 relation to the changing workforce profile. Governance

May 2024 ARAC 2105/3.4 Look into potential financial impact for Director of 09 July | In progress.
Annual Report Part | Health Boards in relation to the Infected Finance and 2024 Further exploration of this
3, Final Accounts Blood Inquiry. Procurement / is required. A verbal
and Financial Audit Wales update will be provided at
Statements the Committee Meeting.

May 2024 ARAC 2105/3.7 Review and update management Head of 09 July | Completed.
Internal Audit responses to reflect progress/action plans | Internal Audit 2024 The revised final report is

Reports — Bevan
Health and
Wellbeing Centre

and present final report back to the
committee following amendments.

/ Secretariat

on the agenda.
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C&“;g::‘tgee Minute Reference Agreed Action g;;ggleestfaﬁl
May 2024 ARAC 2105/3.7 Provide the Committee with the revised Director of 09 July | Completed.
Internal Audit process for the handling of management Corporate 2024 The process is on the
Reports responses and audits to ensure quality Governance agenda for approval.

assurance and robust sign off process.

May 2024 ARAC 2105/3.8 Provide a briefing note to the Committee Audit Wales 09 July | Completed.

External Audit outlining the timeline for the planned 2024 This will form part of the
Workplan 2024/25 | digital systems audit. 2025 work plan and will be
undertaken toward the end
of the year.
May 2024 ARAC 2105/4.1 Review, edit and republish the final Audit Wales 09 July | Completed.
Primary Care Follow | Report. 2024 The report has been
Up Report amended and republished.

All actions in this log are currently active and are either part of the Committee's forward work programme or require more immediate
attention, such as an update on the action or confirmation that the item scheduled for the next Committee meeting will be ready.

Once the Committee is assured that an action is complete, it will be removed. This will be agreed upon at each Committee meeting.
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Health Board Committee Assurance Note

Deferred Item Job Planning Progress Update

Date scheduled on Action Log Quarter 2 = 09 July 2024

Proposed Date for deferment Quarter 3 - 12 November 2024

Executive Lead Dr James Calvert, Medical Director

Reporting to: Audit, Risk & Assurance (ARA)
Committee

Summary

This assurance note provides an interim update on the implementation of
Consultant Job Planning in the following areas:

¢ Implementation of a nhew Health Board Job Planning Procedure
e Implementation and roll-out of an electronic job planning system.

At the ARA Committee meeting in November 2023 an update on Job Planning was
received. A request was made to postpone a further update until the second quarter
(Q2) of the financial year 2024/25, recognising that the systems would not be fully
implemented until the end of June 2024. The Committee agreed to defer this on the
basis that the update focus on the status of implementation and, if not on track,
what the barriers to implementation were, with a more detailed report presented to
the Committee in quarter three (Q3) 2024/25, accompanied by data to demonstrate
improvement.

Implementation of a new Health Board Job Planning Procedure

The Audit, Risk and Assurance Committee were informed at the November 2023
meeting that the Health Board’s Job Planning Procedure and associated documents
and appendices were launched on 18th August 2023. The paper highlighting this also
provided information on the supporting documents, training, webpage and frequently
asked questions(FAQs).

Engagement

In order to develop the procedure, considerable engagement with the LNC and
Medical Leaders was undertaken. Engagement with the BMA/LNC has been positive
and helpful. Although there were some aspects which the BMA/LNC were still
seeking clarification on the Heath Board launched the new procedure and associated
documents on 18th August 2023 as it did not believe these areas were significant
enough to delay implementation. Engagement with the LNC to work through these
issues has continued. Any agreed amendments will be incorporated into the review
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of the procedure scheduled to be undertaken at the end of August 2024 one year
post the launch. Following this the procedure will be reviewed three yearly in line
with other Health Board polices and procedures.

Job Planning Consistency Group

A Job Planning Consistency Group was established to allow issues with
implementation to be resolved quickly. The Chair of this meeting which is held
monthly is the Deputy Medical Director.

This group has recently commissioned a review of the definitions and expected
outcomes for educational and clinical supervisors to provide further clarity for CDs
and DDs as they undertake job planning. Any changes will be incorporated when the
procedure is reviewed in August.

Job Planning Compliance

As of 31st May 2024 consultant job planning compliance is 21% across the Health
Board.

In addition to those consultants with an in-date job plan there are 23 ie 4.4% within
the system simply awaiting final sign off and 240 i.e. 45% job plans in progress within
the system.

The delay in reaching significant improvement with compliance is in part due to some
unexpected complexities in implementing the system and ensuring compliance with
the Health Board’s Job Planning procedure. These are highlighted below.

Electronic Job Planning system

The L2P job planning system has been configured to the Amendment to the
Consultant Contract (Wales (2003)) and the Health Board’s Job Planning Procedure.
Training sessions on the system continue to be delivered.

Implementation and Rollout

The contract for the Health Board’s E-job planning system was awarded to L2P on 4th
September 2023 and implementation of the e-Job Planning system commenced on 22
January 2024. This “go live” date was amended due to Industrial Action by Junior
Doctors and this has also contributed to a delay in the overall anticipated timeline for
completion of the roll out. This has consequently also impacted on job planning
compliance.

Issues contributing to low compliance and means of addressing:

e More time than originally anticipated has been required by both the Medical E-
system team and the directorate teams to work through specialty specific
requirements and ensure that these are accommodated within the system whilst
still adhering to the agreed Job Planning procedure. For example, on call
templates vary, such that L2P and the E-Systems team have needed to work
with the directorates to build these into the system, as this will enable more
efficient inputting and more accurate sessional calculations going forward.

e The initial plan was to role out e-job planning before e-rostering. Pilot work in
Family &Therapies Division highlighted that simultaneous roll out of both systems
permitted transparency in the job plan and measurement of delivery against the

2
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agreed plan. It was therefore decided to implement job planning and e-rostering
in each directorate. This lengthens implementation time but will ultimately benefit
the organisation by providing the tools to ensure delivery of agreed job plans by
the medical workforce.

e Divisional Directors are currently working with the e-system team to map out a
trajectory for achieving 85% compliance with job planning based on experience
so far with implementing the system. Once the revised trajectory has been agreed
with operational divisions progress will be reviewed and reported on at the
monthly E-system Programme Board meetings.

e Currently there are a number of complex job planning queries being worked
through with specialist advice.

e Historically paper job plans provided less detail than required by the new system.
This detail once captured will ensure granularity of reporting; support the
implementation of the e-rostering system and assist in demand capacity
planning. The e-systems team is working with the directorates to assist them in
inputting this detail in the system. The identification of admin staff within the
directorates nominated to assist in obtaining the required information is
anticipated to improve the situation.

e The support from the central team is being prioritised to those areas first on the
rostering implementation plan to reduce delays from a rostering implementation
perspective.

Good Practice and positive feedback

e In rolling out the L2P system the inconsistencies in job planning across the Health
Board have become apparent. These are being worked through in accordance
with the Amendment to the Consultant Contract (Wales (2003)) and the Health
Boards’ Job Planning Procedure.

e In Divisions where job planning has been undertaken on the system there has
been positive feedback on how the system has helped with capacity and
demand planning. The data the divisions can access has been perceived as
helpful to day-to-day service delivery.

e The functionality within the system which enables a variety of complex working
patterns to be accommodated has been commended.

e Although significant time is required to input the initial job plan into the system
the benefits for future job planning are evident within many departments. Once
all job plans are on the system work required to maintain them will be
significantly less.

Summary

Achievement of 85% compliance with Consultant job planning has been delayed for
the reasons described above. However, the time spent in working through these
issues will ensure that the job planning process and completion within the L2P
system is robust and efficient, and there is consistency in job plans in line with the
Health board’s Job planning procedure. Once fully implemented future rounds of job
planning will be easier; improving both compliance and quality of the resulting job
plan.

3
3/3 19/692



Agenda Item:2.1
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BOARD MEETING
DYDDIAD Y CYFARFOD: 09 July 2024
DATE OF MEETING:
CYFARFOD O:
MEETING OF: Audit, Risk and Assurance Committee
TEITL YR ADRODDIAD: Internal and External Audit Recommendation
TITLE OF REPORT: Tracker
CYFARWYDDWR ARWEINIOL: Director of Corporate Governance
LEAD DIRECTOR:
SWYDDOG ADRODD: Head of Corporate Risk and Assurance
REPORTING OFFICER:

Pwrpas yr Adroddiad (dewiswch fel yn addas)

Purpose of the Report (select as appropriate)
Ar Gyfer Penderfyniad/For Decision

ADRODDIAD SCAA
SBAR REPORT

Sefylifa / Situation

The paper presents the Audit, Risk and Assurance Committee (the Committee) with an
overview of all identified internal and external audit recommendations and current
implementation status as at the end of Quarter 1 (Q1) 2024/25 (March - June)
reporting period.

The paper also seeks to provide an update on recommendations that have progressed
since the previous reporting period, where a revised deadline has been proposed,
recommendations that remain outstanding, and an overview of management action
plans that have now been completed in their entirety.

Cefndir / Background

Following the previous report to the Committee on 16 April 2024, which included an
update on overdue recommendations up to the end of March 2024, the Audit Tracker
has been updated with revised deadlines for the 61 approved recommendations, as
well as the transfer of 50 completed recommendations from the Live Tracker.

In addition, all internal and external audit recommendations received at the last
Committee meeting have been recorded in the database for tracking and reporting.
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The Dashboard (Appendix 1) provides an overview of all live recommendations

recorded in the Tracker.

Asesiad / Assessment

Internal and External Audit Recommendation Tracking

Following the previous reporting period, which ended on 31 March 2024, five

recommendations remained overdue (passed the original/revised implementation

date).

In Q1 2024/25 (April = June), an additional 104 recommendations were triggered as

overdue. As a result, 109 updates were requested.

Table 1 provides the Committee with a breakdown of the 109 recommendations that

required an update by the Lead Director (abbreviations contained in Further

Information).

Table 1

Overview of Recommendations Requiring Updates for Q1 Reporting Period
Lead Director coo | %% | porp | POT | DofN | OF | PO | MD | 29 | Total
Total )
recommenations | 35 | 18 | 24 | 3 | 13 | 8 5 | 1| 2 |109
update

The position reported in Table 2 reflects the position following updates received from
Lead Directors against their overdue recommendations for which the Committee is

asked to approve 42 revised deadlines and 59 completed recommendations.

Table 2

Overview of Recommendations Following Updates for Q1 Reporting Period

. Dof Dof Dof Dof Dof
Lead Director (o0 ]0) CG DofD F&P DofN SP&P | W&OD MD T&HS Total
Revised Deadline 4 8 16 2 6 2 2 - 2 42
Completed 26 10 8 1 5 5 3 1 - 59

Reconciliation with
requested updates

=
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To reassure the Committee that the longstanding (pre-2022) recommendations are
being addressed, the 109 overdue recommendations have been separated into two
tables: longstanding (pre-2022) and current (2022-present), as represented in
Tables 3 and 4. This will enable the Committee to triangulate the data across the
subsequent tables and note the progress being made to complete all long-standing
recommendations. Further information is available in Appendices 2 and 3,
respectively.

Table 3
All Longstanding (pre-2022) Overdue Recommendations as at 30 June
Year Priority Rating of Recommendation _—
Low Medium [[NNHIGRINN ~ N/A
2017 - - 2 -
2019 - - 4 3 7
2020 - - - 4
2021 3 15 - - 18
Total 3 15 6 7 31
Table 4
All Overdue Recommendations from 2022 and 2023 Audit years as at 30 June
Year Priority Rating of Recommendation _—
Low Medium [NNNHIGRINN ~ N/A
2022 6 21 8 36
2023 6 16 18 44
Total 12 37 26 3 78

The information in Tables 5 — 6 provides a breakdown of the 109 overdue
recommendations following updates, of which, 42 have been assigned a revised
timescale for implementation for approval by the Committee and 59 have been
completed.

If the Committee approves the 42 revised deadlines the residual overdue position will
be eight recommendations across the reports detailed below. Appendix 4 contains
further details for the remaining eight overdue recommendations.

Audit Year and Title Overdue Recommendations

2021 - IT System Controls (WRIS)

2022 - Discharge Planning

3
1

2023 - Facilities (Stock Management & Bank Processes)

2023 - Estates Condition

2023 - Unified Breast Unit YYF
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Table 5 provides a breakdown of the 42 recommendations that necessitate additional
time to implement the actions outlined in the management response, by audit year and
priority rating. Appendix 5 contains further information, including the proposed
revised implementation dates.

Table 5

Overview of Recommendations with Proposed New Implementation Dates

o Priority Rating of Recommendation o
Low Medium _ N/A

2017 - - 2 - 2
2020 - - - 4 4
2021 1 3 - 1 5
2022 5 9 2 1 17
2023 1 5 8 - 14
Total 7 17 12 6 42

Table 6 provides a breakdown of the 59 completed recommendations by audit year
and priority rating. Further detail can be found at Appendix 6

Table 6
COMPLETED Internal and External Audit Recommendations
Priority Rating of Recommendation
Year Total
Low Medium _ N/A
2019 - - 4 - 4
2021 2 9 - 2 13
2022 1 12 5 - 18
2023 5 8 9 2 22
Total 8 29 18 4 59

Appendix 7 contains all 'Not Yet Due' recommendations as of the end of Q1
2024/25, as they are still within their initial or revised timeframes for

implementation.

Argymhelliad / Recommendation

The Audit, Risk & Assurance Committee is asked to:

e NOTE the position in respect of 8 overdue audit recommendations.
e NOTE the position in respect of 59 complete audit recommendations.
e APPROVE the revised timescales for the 42 Recommendations.

Amcanion: (rhaid cwblhau)
Objectives: (must be completed)
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Cyfeirnod Cofrestr Risg Datix a Risks associated with overdue recommendations

Sgor Cyfredol: will be captured locally and escalated to the
Datix Risk Register Reference and | strategic risk register if necessary.

Score:

Safon(au) Gofal ac Iechyd: 2.1 Managing Risk and Promoting Health and
Health and Care Standard(s): Safety

Choose an item.
Choose an item.
Choose an item.
Blaenoriaethau CTCI Choose an item.
IMTP Priorities

Integral to the delivery of the IMTP
Link to IMTP

Galluogwyr allweddol o fewn y Governance
CTCI
Key Enablers within the IMTP

Amcanion cydraddoldeb strategol | Choose an item.

Strategic Equality Objectives Choose an item.

Choose an item.
Strategic Equality Objectives Choose an item.
2020-24

Further Information:
Ar sail tystiolaeth: N/A
Evidence Base:

Rhestr Termau: COO - Chief Operating Officer

Glossary of Terms: DofF&P - Director of Finance & Procurement
DofCG - Director of Corporate Governance

DofD - Director of Digital

DofN - Director of Nursing

DofSP&P - Director of Strategy, Planning &
Partnerships

DofW&OD - Director of Workforce & Organisational
Development

MD - Medical Director

DofT&HS - Director of Therapies & Health Science
Partion / Pwyllgorau a N/A

ymgynhorwyd ymlaen llaw y
Cyfarfod Bwrdd Iechyd Prifysgol:
Parties / Committees consulted
prior to University Health Board:

Effaith: (rhaid cwblhau)

Impact: (must be completed)
Is EIA Required and included with this paper
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Asesiad Effaith
Cydraddoldeb

Equality Impact
Assessment (EIA) completed

No does not meet requirements

An EQIA (Equality Impact Assessment) is required
whenever we are developing a policy, strategy,
strategic implementation plan or a proposal for a
new service or service change.

If you require advice on whether an EQIA is required
contact ABB.EDI@wales.nhs.uk

Deddf Llesiant
Cenedlaethau’r Dyfodol - 5
ffordd o weithio

Well, Being of Future
Generations Act - 5 ways of
working

https://futuregenerations.wale
s/about-us/future-generations-

act/

Long Term - The importance of balancing short-term
needs with the needs to safeguard the ability to also
meet long-term needs

Integration - Considering how the public body's well-
being objectives may impact upon each of the well-
being goals, on their objectives, or on the objectives
of other public bodies
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Date

Progress of work underway

March 2024: The Health Board is compliant with the parts of the recommendation that,
(a) registers should be maintained for operational management of medical devices and equipment on each ward and department, which should record relevant
equipment details,
(b) that the register format should be consistent and overseen centrally, with periodic reviews / scrutiny completed,
(d) discrepancies that are identified can be updated / amended on the register, so all items are correctly recorded, and
(e) going forward, relocation of equipment, disposals, additions etc. should be updated promptly to ensure an accurate record continues.
The Health Board is currently partially compliant concerning the part of the recommendation that (c) each area should ascertain the total number of devices held,
by reviewing each and every item (including non-electrical equipment) physically and record it upon their register. "A centrally managed industry standard pan-
organisation medical equipment register (Softpro Medusa) is in place and operational. The database records medical equipment management information on each
item of equipment, including the location where each item is deployed. Reports can be produced filtered by ward/ department though the on-line Customer Portal.
Ward and departmental managers can access a list of equipment in the register that is allocated to their work area from the centralised register via an on-line
Customer Portal. The database is overseen by the Health Board's Medical Electronics and Bio-medical Engineering (EMBE) service.
There is a programme of periodic register accuracy reviews and of auditing the review processes.
The register captures equipment lifecycle stage events and changes to the departments to which particular equipment is allocated. A rolling review programme
applied during EBME's routine actions. This will be automated once the RF tracking system is fully implemented.
e There is an identified need to create a user guide for using the Medusa Customer Portal. The EBME Service is compiling this information.
e The QPS Risk Management team has an audit of non-medical equipment not already recorded in the database ready to deploy.
January 2024: Please see assurance report for full details. Nov 2022: This recommendation is monitored regularly
via the Medical Devices Committee. The deadline is proposed to be extended due to Health Board ability to get around all of the equipment. We would suggest
that the system is in place to track the assets however, further work is required to physically tag the equipment and ensure compliance and traceability.

Barriers to implementation including any interdependencies

January
2024: The technical aspects of attaching RFID tags and entering the
related data into the Medusa, the Asset Register and the Paragon

RFID databases for all equipment has restricted the people
conducting the task to skilled and available EBME and Finance staff.
Physically accessing equipment, which by design and necessity is
mostly in utilisation on patients, has restricted the tagging operation

to points of contact with equipment during EBME's routine
equipment management operations, which run over a 12-monthly

cycle. EBME have not had the resources to create the Customer

Portal instructions and disseminate them. The software
development between the 3 systems (Softpro Medusa, Ram Asset
4000 and Paragon RFID) is now operational. The unrelenting service
pressures however means that there is still an extensive amount of
work to visit every site and tag locations and equipment. This is still
an ongoing project and work in progress. Assets are being tagged as
and when we see them, however the process to blitz equipment
tagging is restricted by the ongoing service pressures. There is also
the ongoing restructuring of services/departments throughout our
LGH's.

How is the risk identified being mitigated pending implementation?

January 2024: The dominant risk factor related to this
recommendation is of unbalanced investment in equipment, this is
assessed as a having a current risk exposure level of 12 (high). The
following mitigation actions are identified: - Work is in progress to
assure that within the medical equipment and devices register, lists
of medical equipment and devices located in our wards and
departments are up-to-date and accurate.

- Creation of user guide for the Medusa Customer Portal and
provision of supporting training where necessary to aid ward and
departmental managers in viewing and printing reports on their
allocated equipment. - Completion of the roll-out of the Paragon
RFID system will remove the need for regular routine manual
verification of equipment that is allocated and deployed to work
areas that are not sufficiently resourced to prioritise doing this
manually. - Amendment to the Health Board's Medical Equipment
and Devices Policy to improve clarity of the responsibilities and of
ward and departmental managers on managing their allocated
medical equipment and devices, and on delegation of this.

What evidence is available to close/complete the recommendation?

Whilst the aim is to tag all medical Equipment & devices throughout
the HB hospitals we are focused on completing one major site. This
being the GUH and to date out of 3242 assets listed on our database
1341 devices have been tagged, which represents 41.3% of assets
on site at the GUH. In total we have RFID tagged over 4100 medical
devices to date across our HB sites. Its difficult to commit to a
completion date giving the ongoing service pressures, but this work
is a daily ongoing process and when time allows we will undertake a
blitz approach to RFID tagging the remaining devices, starting at the
GUH.

Reporting
Date

30/06/2024

Nov 2022: An infusion device training strategy was presented to the April Medical Devices Committee. A training implementation plan is now under
development to support the roll out of a more resilient process in line with the strategy. This aims to assure that training provision can match the
need associated with both attaining and maintaining compliance levels at or above the standard. Unfortunately due to staff sickness absence, further
development work has not been fully realised.
= Recruitment to now vacant QPS Infusion Device Service Training Manager post is in progress.
= An exercise has been started to consolidate the training records for infusion devices and provide a compliance dashboard. Piloting this will inform a
plan to capture monitoring of training compliance for other groups of medical equipment.

Aug 2023:
* New infusion device service and training manager now in post.
* New database formed to record training compliance and process of inputting historical data in progress, plan to work this into HealthRoster/ESR
once up to date, providing a compliance dashboard.
» Audit sent out to ward managers and divisional senior nurses to determine current training compliance throughout ABUHB.
* Training sessions delivered and open to substantive and bank staff to book.
» Strategic plan to incorporate cascade trainers into the training provision to increase compliance.

January 2024: Ward and departmental managers need
appropriate resources to engage in the identification and the
making available of staff for training Obtaining a match with an
appropriate level of quality for the Health Board's needs from

the training that can be provided by the manufacturer needs
scrutiny Lack of manufacturer personnel limiting ability to
respond with support to run training sessions on a large scale

January 2024: The dominant risk factor related to this
recommendation is that infusion therapy delivered by infusion
device is unable to be provided if an insufficient number of
trained staff are present on a given shift roster, this is
assessed as a having a current risk exposure level of 9 (high).
The following mitigation actions are identified: - Follow up on
seeking responses to the infusion training questionnaire
originally sent out to ward and departmental managers in
January 2023 and update consolidated infusion training
database accordingly - this would give assurance the
organisation is running at an appropriate infusion training
compliance level by providing an accurate denominating figure

- Increase capacity for provision of infusion device training,
including using manufacturer's training resource for revalidation
training using a cascade training model This risk is currently
being partially mitigated by providing ad hoc training sessions
in a seminar room in OSU to ensure new starter training for end
users is being delivered as able.

Fresenius reps helping with staff updates as able prior to
finishing in post.
Cascade sessions delivered to paediatric nurses as able, to
enable them to support with delivery of paeds updates.Need
for fixed infusion device trainina base escalated and venue

New QPS Infusion Device Service Training Manager now in
post.Consolidation of the infusion device training records aim
to be achieved by end of Sept 23, Development of a

December 2023.Piloting migrating the infusion device training
records to HealthRoster/ESR dependant on outside agencies.

dashboard to indicate compliance levels aim to be achieved by

30/06/2024

March 2024: The Information Governance, Health Records and Cyber Security governance groups are now meeting and the first Information Governance Sub-

Committee is being held on the 26/03/2024. The Digital, Data & Technology Sub-Committee terms of reference are completed and will be taken to the Executive

Committee on the 11th April pending agenda setting.January 2024: The directorates new governance arrangements have been consulted and agreed internally.

The Information Governance structure has been approved by the executive committee which will build on the well-established Governance & Assurance groups
where there is strong engagement between the Information Governance team and Divisional leadership.

30/06/2024

January 2024: The target operating model has been reviewed by the new Director of Digital and a proposal on the revised structure will be presented to the
Executive Committee in April 2024. This structure will bring forward some options on the current decentralised model in some departments. Nov 23: The HIMSS
maturity report has been excepted and it will be played into our Digital Strategy and IMTP planning. August 2023:
The new Director of Digital is currently reviewing the TOF and will present findings and an action plan for the consideration by the Executive Committee in October
2023 November 2021 - This is pending the TOF being funded and requires a full risk
assessment to be conducted once the business analysis has been completed.

30/06/2024

Mar 24 - Divisonal engagement meeting dates for meetings are being established for Families & Therapies, Unscheduled car & MH&LD division and will be in place
in April 24 subject to Divisional staff availability. January 2024: A new digital service request process will be implemented by February 2024 to funnel all requests
for new services through the senior leadership team with additional appraisal undertaken of requests by the business analyst team with requestors to ensure
requests are understood, are properly documented, and have sufficient detail to enable prioritisation. A key component of this will be strategic alignment with the
core local and national digital strategies.

The Digital, Data & Technology sub-committee of the Finance & Performance Committee will provide an additional governance space for assurance of the work of
the directorate by its Health Board stakeholders as well as the Executive.

Progress has been made on the portfolio register to surface all digital work including new service requests and ICT projects. Resource & capacity modelling being
developed along with business change tools to support service readiness for change. Internal audit will shortly be undertaking an audit of our portfolio
arrangements in line with best practice.

Currently the new Data Strategy is currently under development and associated strategies for ICT and Cyber Security are planned for the first quarter this year.
The Health Board has commissioned CGI to undertake consultancy of on the future of the Electronic Health & Care record across the organisation and we would
expect a report for this in the summer. These strategies will be brought together as an overarching summary Digital Strategy following these developments.
Nov 23: The new digital service request process is nearing completion and will shortly be launched across the Health Board. The Digital governance committee will
provide assurance on the digital plan and the updated digital programmes framework ensures benefits management will be ingrained on all projects.
Aug-23: Progress being made on the portfolio register to surface all digital work including new service requests and ICT projects. Resource & capacity modelling
being developed along with business change tools to support service readiness for change. May 2023 - Benefits audit carried out and substantial assurance
awarded. Funding to fully establish the PMO not yet secured however a portfolio view of all digital service requests and trnasofmration programmes has been
developed along with a prioritisation and optimisation framework. DDOB has been stood down temporarily so prioritisation is done on an ad hoc basis with
members of the exec team.

Mar 23: Funding required for Head of PMO however, digital Portfolio manager recruitment underway in Programmes and benefits audit completed with
substantial assurance.
January 2023 - Awaiting funding for Head of PMO. Benefits management audit underway in programmes.

30/06/2024

January 2024: New Cyber Security Assurance Group will be meeting in January 2024 and will provide assurance through the Information Governance Sub-
Committee including progress against the NIS action plan which has now been developed. A component of this action plan is the identification of critical assets,
further timelines will be developed after the first meeting of the Cyber Security Assurance Group.

In addition, the Cyber Resilience Unit will be visiting the Health Board in late January to discuss progress against the Network & Information System Regulations.
In April 2024 work will commence on the Health Board’s new security platform which will provide visibility of all assets connected to the network which will
improve the visibility of critical assets which may not be managed by the directorate. Nov
23: New Cyber Security Assurance Group will be meeting in January and will provide assurance through the Information Governance Sub-Committee including
progress against the NIS action plan which has now been developed. A component of this action plan is the identification of critical assets, further timelines will be
developed after the first meeting of the Cyber Security Assurance Group. Aug 2023: Awaiting next HBOTS meeting.

May 2023 - work to commence shortly under SIRO
March 2023 - Part of work programme that will be commencing from May under Rani
January 2023 - Part of the HBOTS work programme to be established wiith SIAOs
September 2022 - Paper is drafted and will be submitted October 22.
August 2022 - Pending financial strategy andTOF implementation
June 2022 - subject to financial strategy for TOF implementation
November 2021 - This is dependent on the TOF being implemented and the business analysis to be conducted to provide this input into an asset management
system

30/06/2024

March 2024: A revised Standards for Business Conduct Policy will be submitted to the Board for approval in May 2024.

January 2024: Assurance Report Completed. Arrangements for the declaring of interests, gifts and hospitality
Included as a governance priority within the IMTP 2022-25 August 2023:
Due to gaps within the corporate governance team this work has been delatyed. Recruitment has recently taken place with posts expected to be filled by November
2023. This work should therefore be completed in Q4, 2023/24

30/06/2024

) Number of If closed and not
Revised . .
: Months Months ) Final : revised complete please
: Recomme Deadline Proposed Deadline Revised : ;
Audit ABUHB : Assurance . . : .. . . . passed ' passed Report . Timescales provide
Report Title . Director  Responsible Officer Priority  n-dation Recommendation Management Response Agreed in Revised : was : Deadline . ere .
Type Ref No: Rating . Agreed . Revised Deadline Requested justification and
\[o} Final Report . Deadline . approved by Status . . . .
Deadline Deadline ARAC Status including new ensure evidence is
) request avaliable
Comittee
R1 Registers should be maintained for operational management of medical devices and
equipmenton each ward and department, which should record relevant equipment details.The
Medical Director of register format should be consistent and overseen centrally, with periodic reviews / scrutiny
Internal | 2017.00 Equipm.ent Therapies N/A R1 completfed.Eac.h are?should ascer'Fain the.total number.of devices held, l?y reviewir.1g ea.ch and The Health E?oard to consider investing in an overarchihg equipment database register 31/03/2018 74,85 30/04/2024 .00 16/04/2024 3
and Devices and Health every item (including non-electrical equipment) physically and record itupon theirregister. with staff resources to ensure regular updating and management.
(2017/18) Science Discrepancies that are identified can be updated / amended on the register, so all items are
correctly recorded. Going forward, relocation of equipment, disposals, additions etc. should be
updated promptly to ensure an accurate record continues.
Medical Director of R2 A clear robust control mechanism should be established by the divisions / directorates From a Divisional perspective, the cascade training provided at ward level has not raised
Equibment Theranies demonstrating the consideration and delivering of applicable training,aligned to medical any particular safety issues, although with the increasing use of bank and agency staff,
Internal | 2017.00 anqd Dpevices and H:alth N/A R2 equipment and devices. Training records should also be uploaded onto ESR.The poor mandatory | consideration should be given to accessible on site training for these members of staff. |31/03/2018 -74.85 31/05/2024 -0.98 3
(2017/18) Science training compliance rates with regard to infusion devices / pumps should be addressed as a The Health Board to consider establishing a catalogue of equipment that needs specific
matter of urgency. training to operate, alongside a database of staff compliance.
IM&T Control Agreed. The Health Board is establishing a new governance framework. Currently
2 Risk R1 The governance framework for IM&T / digital should be clarified and where control over | Informatics is reporting to the Audit Committee, the first report is scheduled for 8thApril.
internal | 2020.00 | Assessment | Not Rated Dire.ct_or of Director of Digital N/A R1 aspects of IM&T has F:Ievolved to departm.ents, there should be a proc_ess for these Fo feedinto | A Health !30ar(.:l governance framgwork is in development for informatics incluc.:ling exec 30/06/2021 3593 31/03/2023 14.98 16/04/2024 3
2020/21 - Digital the relevant Committee to ensure oversight. Underneath the Committee the steering group oversight, investment and delivery. The management of the global pandemic has
Advisor remit and membership should be defined. disrupted the planning work by 12 months but this is now re initiated. Recommendations
y arescheduled to be presented to Exec TeamQ1 , and Board in Q2;
IM&T Control Accepted. Following the exec review of the Target Operating Framework and overarching
& Risk Director of R6 Consideration should be given to the placement of all informatics provision and support governance will appraise the hybrid environment of departmental asset ownership,
Internal | 2020.00 | Assessment | Not Rated Dicital Director of Digital N/A R6 across the Health Board. As part of this the current partially decentralised model should be re- responsibility, risk management. As the report sets out this is a largely historicaland {31/12/2022 -17.93 31/05/2024 -0.98 28.11.2023 2
2020/21 - 8 assessed in terms of its suitability for the modern use of technology. organic model which will be complex to resolve in itself. A risk based approach will be
Advisory adopted andan options paper will be developed forconsideration by the Board.
IM&T Control . .. As part of the review Informatics has accepted the need for P30 Portfolio management.
: Director of Digital / . . . . . . . e .
& Risk Director of | Assistant Director R8 An assessment of the changes needed to implement the Digital Strategy should be This work is ongoing and with an initial focus to core Informatics Division activity but
Internal | 2020.00 | Assessment | Not Rated Dicital for Strate N/A R8 undertaken, and the benefits of the changes articulated, along with the consequences of no provides a framework for Health Board oversight and transparency. The portfolio 30/06/2021 -35.93 01/05/2024 -1.97 16/04/2024 3
2020/21 - & . gy,. change. The Health Board should develop a single roadmap to help deliver the Digital Strategy. approach will extend subject to Board approval to all information assets in a planned
i Planning & Design . . .
Advisory programme of work. This forms part of the recommendations to Execs in Q1 2021.
IM&T Control
g Ri(s)lr: o Agreed. This in part is due to the devolved nature of informatics.The first step will be
Director of resenting the new operating framework’s overarching governance recommendations
Internal | 2020.00 | Assessment | Not Rated ! . Director of Digital N/A R13 R13 Critical assets should be identified within the asset and configuration management systems. P , ! .g W perating W, v ik V , ! 31/12/2021 -29.90 30/06/2024 0.00 08/02/2024 3
2020/21 Digital will provide oversight. A strategy, policy and resultant business case will be developed
. following the Health Board adoption of the reviews recommendations.
Advisory
a.As identified, whilst there is adherence to the policy, the recommendation provides an
Gifts, . . . i opportunity to improve the mechanismswithin departments. To facilitate this the Health
', ) ) R1 The Health Board should add an additional section to the declaration of interests form pportunity I, prov ) ! YVI ! P ) " . !
Hospitality Director of Head of Corporate detailine anv additional action reauired to mitieate risk. These measures should be Boards ESR will be reviewed to determine how declarations can be digitally captured
Internal | 2021.00 and Reasonable | Corporate P Medium R1 ) & any ) : q . o 8 ' : i toenable improved conflictmonitoring and management.Where ESR may not be used |31/10/2021 -31.90 31/05/2024 -0.98 16/04/2024 2
, Governance implementedand monitoredby the individual’s line manager.b.The Policy and accompanying ,
Declarations Governance . . ) (e.g. by Independent Members) then the manual form will be updated to reflect the
processes should be updated to support the changes required to mitigate the risk. ) ) )
of Interest recommended improvements. b.The policy and process documents will be updated to
reflect the amendments.
. ) ) i To facilitate all recommendationsthe Health Boards ESR will be reviewed to determine
. R2 The procedures for receiving and processing declarations made should be formalised and . .. . .
Gifts, ) ) ) ) .. , .. how declarations can be digitally captured and enabled toimprove receipt and
5 . include:i.the use of a shared mailbox for all declarations;ii.details of the process for receiving and . . . . .
Hospitality Director of Head of Corporate rocessing declarationsand the associatedtimescales;iii.details of due diligence to be undertaken management. This will facilitate improved recording across the organisation, allow
Internal | 2021.00 and Reasonable | Corporate P Medium R2 P & . o o i . & . automated reminders, and provide reports to Divisional managers for completion and (31/10/2021 -31.90 31/05/2024 -0.98 16/04/2024 2
. Governance on completed declarations;iv.timeframes for reminders to be issued in the event where previous . . .
Declarations Governance . . ) adherence checks and missing declarations.In addition, where ESR may not be used (e.g.
declarations have been submitted; andv.details of any completeness checks to be undertaken to .
of Interest . . . by Independent Members) then the manual form will be updated to reflect the
determine if there are missingdeclarations. .
recommended improvements.

March 2024: A revised method for the reciept and management of Dols is incuded in the revised Standards for Business Conduct Policy.

January 2024: Assurance Report Completed. Arrangements for the declaring of interests, gifts and hospitality Included as a governance priority within the IMTP
2022-25 August 2023: Due to gaps within the corporate governance team this work has been delatyed. Recruitment
has recently taken place with posts expected to be filled by November 2023. This work should therefore be completed in Q4, 2023/24

30/06/2024
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R1 Clarity should be sought over the roles and responsibilities of each party and a governance

We have had a recent upgrade and the boundaries were clearer. The SLA sits with |I.T and

March 2024: Position remains the same as started with January 24 Assurance report, further progress expected May 24.

IT System Chief . o . . . .
PACS & RADIS Radiol th licat . ABUHB Radiol t I t t
Internal | 2021.12 Controls Reasonable | Operating Medium R1 i . ) Process . adiology are the application owner adIology Internally reques _on ser_V|ce poin 01/03/2022 -27.93 31/05/2024 -0.98 16/04/2024
(WRIS) Officer Manager established within Radiology that ensures the easy flow of work requests across team if the department knows the server team need to undertake work. We will continue to do
boundaries. this.
IT System Chief R5.1 The Board should introduce a completeness check to ensure that all requests received have .
PACS & RADIS Staff have SOP’s and checks when putting forms on however human errors do occur
Internal |2021.12| Controls | Reasonable | Operating VA Medium | R5.1 been v Witr‘]"; - fuﬁlu e'leitromc h ue::inv ! "' 130/06/2022| -23.97 |31/05/2024| -0.98  |16/04/2024
(WRIS) Officer & entered into WRIS. Y G 8-
IT System Chief . . There is a backup regimen in place, and DHCW has been notified of how this works.The
PACS & RADIS R4 The Health Board should k clarit hat t task ted and
Internal | 2021.12 | Controls Reasonable | Operating Medium R4 enes oard s 9u Seeic clarity over what malftenance tasks are expected an point will be raised and the next WRIS SMB, and a request made for clarity over the  [31/03/2022 -26.95 31/05/2024 -0.98 16/04/2024
: Manager establish a process to ensure that these are completed. .
(WRIS) Officer expected database maintenance tasks and the frequency of these.
IT System Chief PACS & RADIS
Internal | 2021.12 Controls Reasonable | Operating Manaeer Medium R5 R5 The Board should investigate an electronic solution to uploading requests into WRIS. Radiology have requested CWS to work with WCP for fully electronic requesting. 31/03/2022 -26.95 31/05/2024 -0.98 16/04/2024
(WRIS) Officer g
IT System Chief R6 Password controls should be improved with an increased minimum length and the Board . . L . . .
PACS & RADIS S th dit,this h b ltered and note it I th th
Internal |2021.12 | Controls | Reasonable | Operating Medium | R6 should Nce ThiS aUAIL IS as NOW been altered and note i wasonlyone User with this many: 149 /03/2022|  -27.93  |31/05/2024| -0.98  |16/04/2024
, Manager , , attempts all Administrators now have 5 attempts.
(WRIS) Officer reduce the default maximum attempts available.
IT System Chief ) ) i We monitor this as much possible in Radiology. We have recently started receiving
PACS & RADIS R7 Th fth fthe | list should b tored t that it k
Internal | 2021.12 Controls Reasonable | Operating Medium R7 € succes‘s.o € Use oTthe leavers fi5t Should be monitored to e.nsure a. 1L Works as consultant leaver’slists from the Health Board and action these also.The success of the |30/04/2022 -25.97 31/05/2024 -0.98 16/04/2024
. Manager anticipated and that all leaver accounts are removed on a timely basis. . . .
(WRIS) Officer process will be tracked and evaluated to ensure it is working.
IT System Chief . . . . . . . .
PACS & RADI R8 The Health B houl t that this | funct I houl The health h this at DHCW CAB al th other health .Th
internal | 2021.12 Controls Reasonable | Operating S S Medium RS 8 The Hea oardshould reques. at this oggmg unction be developed and should consider e hea b.oard ave raised |s.a. / a.ong with o <.ar ealth boards. This is 31/03/2022 96.95 31/05/2024 0.98 16/04/2024
, Manager feeding WRIS events into the SIEM. with DHCW to develop it is not in any Live RadlS version currently.
(WRIS) Officer
The Disaster recovery plan is to fail over to a mirrored system however, since the
IT System Chief PACS & RADIS upgrade this needs to be re-visited and formally set out. ABUHB have a VMware
Internal | 2021.12 Controls Reasonable | Operating Manager Medium R9 R9 A formal disaster recovery plan for WRIS should be developed. environment where this is hosted.The Radiology departments have disaster recovery by [30/04/2022 -25.97 31/05/2024 -0.98 16/04/2024
(WRIS) Officer g using emergency packs in each department and a policy that explains how to use these

emergency packs in a Radis downtime scenario.

Targetted training is provided to teams in the meantime. 30/06/2024
January 2024: Please refer to completed assurance report. 8 NINg IS provi I ! /06/
March 2024: Position remains the same as started with January 24 Assurance report, further progress expected May 24. January 2024: Please refer to e . . .
" ! W vary 3 P ! prog XP y uary Targetted training is provided to teams in the meantime. 30/06/2024
completed assurance report.
March 2024: Positi ins th tarted with J 24 A t, furth ted May 24. J 2024: Pl fer t RadIS will not t this with the alerts and notificati
arc osition remains the same as started with January ssurance report, further progress expecte ay : . a.nuary ease refer to adIS will not support this wi ea er. s and notifications query on The database has been backed up by the server team 30/06/2024
completed assurance report. A database that the alerts and notifications is on is not supported by RadIS. the server still.
March 2024: Position remains the same as started with January 24 Assurance report, further progress expected May 24. January 2024: Please refer to Aug 2023: Required scoping, testing and development and planned
completed assurance report. Aug 2023: The UAT has been passed and this is currently being looked at by for software development 30/06/2024
informatics Needs to be agreed locally and product developed to suit ABUHB
March 2024: Positi ins th tarted with J 24 A t, furth ted May 24. ) 2024: Pl fert
arc OSItIon remains the same as started with January SSUFance report, Turther progrgss'expec e‘ ay ) anuary easere er- © i Would need to staple in WCP ETR into CWS once the project has We have got checks for clinicians with similar names for obvious
completed assurance report. Nov 2023: currently trialling in primary care which has been succesful and is with o . 30/06/2024
. . . . . . been scoped and timlined. booking errors.
software developments and informatics bussiness analysist to scope out as this is the selected solution from RISP.
March 2024: Position remains the same as started with January 24 Assurance report, further progress expected May 24. January 2024: Please refer to
completed assurance report. Aug 2023: Any leavers we will make inactive unless access is required for global 30/06/2024
imaging within PACS or cross boundry electronic requesting if they are still working within the Welsh NHS. We are still dependant on this list being provided.
Ti d in RadIS. A Il ding RISP
March 2024: Position remains the same further progress expected May 24. Currently with DHCW to develop, 'me andresourcen ra > Wellas pending program may 30/06/2024
not help development.
March 2024: Position remains the same as started with January 24 Assurance report, further progress expected May 24. January 2024: Please refer to Aug 2023: Time and resource in RadIS. As well as pending RISP 30/06/2024

completed assurance report. Aug 2023: The BC plans in radiology are quite extensive and well practiced

program may not help development.
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Head of Pharmacy -

The CD Policy is due for review during 2022/23. As in previous reviews a working group
with representatives from Pharmacy and nursing will be set up to update the policy. A
number of sections and standard operating procedures will be updated to make the
policy more relevant and practical. This will support compliance with the policy.

Update March 2024:
Policy extended with review date 31st May 2024. Revised policy due to be provided to Clinical Policy & Standards Group 9th May 2024.
Update Aug 2023:

The review date of the current policy is November 2023. Progress to review and update it was delayed to ensure compliance with the Welsh Government
notification to ensure HB compliance with new Home Office licensing requirements for the Management of Controlled Drugs (this was issued late February
2023). Priority was given to the clinical areas where these licenses are required and to support the application process (ABSDAS services and community
dental clinics).

The new Home Office licensing arrangements will be included in the Management of Controlled Drugs Policy.

The requirements within the Controlled Drugs Policy review identified several aspects that needed to be updated to reflect the changes in working practices.
The revised operational procedures are being implemented prior to introduction of the new policy and are expected to be completed by the end August
2023.

A revised Management of Controlled Drugs Policy has been drafted and is being reviewed across the Divisions and will provided to the Clinical Standards and
Policy Group in November 2023 for approval.

Delay due to HMRC licencing requirements

ABUHB_Clinical_0552 Management of Controlled Drugs Policy_Issue
6

30/06/2024

March 2024: Cyber continues to attend GAG (Governance and Assurance Groups) meetings when scheduled with divisions to highlight the need of Information
Asset Owners (IAO) and Senior Information Asset Owners (SIAO). CSAG (Cyber Security Assurance Group) meeting has been postponed due to circumstances
within the team, this will be rearranged when applicable. Attendees have been identified and agreed with the SIRO. Terms of Reference will be covered in the first
scheduled meeting. January 2024: The Cyber Resilient Unit assessment is now scheduled for 22/01/2024. There was a pre
assessment meeting arranged with the CRU before the new year to discuss scope and this included Information Asset Owners.There is strong engagement through
our divisional assurance arrangements where regular meetings are held between the divisions and our cyber security team. This will be further strengthened with
the Cyber Security Assurance Group which will be meeting for the first time this quarter. Nov 23: CRU assessment now scheduled for 22/01/2024. There will be a
pre assessment meeting arranged by CRU in Nov/Dev to discuss scope and Digital will ensure this includes Information Asset Owners.

Aug-23: CRU have provisionally provided a date for the next NIS CAF assessment process Oct 2023. As part of the engagement CRU have suggested a hybrid
approach with onsite visits and interviews with systems owners. This is being piloted currently butis a process change from the previous assessment process
undertaken in 2021

30/06/2024

March 2024: As part of the NIS CAF, CRU have supplied Cyber with a "Findings Update" Excel documentation, which allows Cyber to provide monthly updates
against the outcome recommendations for the Principle(s). Currently, Cyber's responsibility is to gather updates for CRU from Remedial Action Owners until CSAG
(Cyber Security Assurance Group) meetings are held; however, CRU require monthly updates and CSAG will be on a quarterly basis. We are reviewing the project

management arrangements to ensure the reporting requirements can be met. January
2024: In our assessment with the Cyber Resilience Unit in January we are discussing the documentation requirements and how we can ensure this audit
recommendation can be satisfied going forward. Nov 23: CRU will
outline what documentation/evidence they expect to be provided at the pre assessemnt scoping meeting prior to our January assessment. This is due to be held
Nov/Dec 2023
Aug-23:CRU are piloting process changes to their approach from their initial NIS assessment undertaken in 2021, Future NIS CAF assessments will include
evidence gathering ,recording and reporting as part of the new format.

30/06/2024

March 2024: Due to unforeseen circumstances, Cyber has postponed the first meeting of the Cyber Security Assurance Group (CSAG) and is yet to set a rearranged
date and time. Attendees have been agreed by the Cyber Security Manager and the SIRO and a Terms of Reference (TOR) paper has been created in readiness of
this meeting. January 2024: New Cyber Security Assurance Group will
be meeting in January and will provide assurance through the Information Governance Sub-Committee including progress against the NIS action plan which has

now been developed. Any associated costs will be captured as part of the Digital IMTP planning process and will form the basis of associated capital plans and

potential bids to Welsh Government. Nov 23: New Cyber Security Assurance Group will be meeting in January and will provide assurance
through the Information Governance Sub-Committee including progress against the NIS action plan which has now been developed. Any associated costs will be
captured as part of the Digital IMTP planning process. AUG 2023: Awaiting next HBOTS meeting. May

23: work to commence shortly under SIRO
Mar 23: Part of work programme that will be commencing from May under Rani
Jan 23: Office of he SIRO has been established, implementation of supporting governance and structures are in progress allowing costs to be fully assessed and
actions prioritised.
Aug 22: The creation of the TOM and creation of the HBOTS is ongoing This will provide the risk management framework to allow costs associated to
improvements to be managed and prioritised."

30/06/2024

March 2024: The first Information Governance Sub-Committee meeting has been postponed until March 26th; however, the Cyber Security Assurance Group
(CSAG) are yet to have their first initial meeting. January 2024: The new Information Governance Sub-Committee will have its first meeting in February
and will have a Cyber Security Assurance Group reporting too it which will have its first meeting in January 2024.Regularly report of cyber incidents, risk,
awareness and training will be provided to the Finance and Performance Committee through reporting from the Information Governance Sub-Committee.
Nov 23: New Information Governance Sub-Committee will have its first meeting in February and will have a Cyber Security Assurance Group reporting too it which
will have its first meeting in January 2024 Aug 2023: Awaiting next HBOTS meeting.

May 23: work to commence shortly under SIRO
Mar 23: Part of work programme that will be commencing from May under Rani
Jan 23: Regular cyber reporting is in place, currently this runs through Digital Delivery Oversight Board and to execs. This will change to HBOTS/SIRO once fully
established
Sept 22. The reporting route is being established following the appointment of the new SIRO.

Aug 22: Work is ongoing to implement the TOM and supporting Risk management framework, A governance and Assurance Committee has been established this
will report 1G and Cyber risks identified at the GAGS through to the HBOTS . This will be supported by a corporate risk management methodology. The
assessment methodology and risk scoring will capture the costs of non compliance to NIS and subsequent financial penalties that could be imposed."

30/06/2024

March 2024: Further progress expected May 2024 following "Band 7 team embedded, new phone system reporting, the new patient record system up and
running and staff recruitment”" Mar 23 e8Bome KPIs have been created, reviewed each week at SLR and will form the basis of the Flow Centre Review currently
taking place

Mar 23 Review being undertaken currently

30/06/2024

Operational Controlled drug keys being held on their own may have been best practice. However, this
Medici Medical Servi Principal R2.1 M t should review the Policy for the M t of Controlled D d ' ’
Internal | 2021.20 eaicings Reasonable .e ca erV|ces/. r.|nC|pa Medium R2 anagernent should review the Folicy torthe ) anagement of Lontrofled Urugs an may not be convenient on the wards. This could be removed in the updated version.The |31/03/2023 -14.98 31/05/2024 -0.98 16/04/2024
Managment Director Technician, update where required. ) .. o )
Pharmac use of red pen on the wards is to make stock checks morevisible. The practicality of this
Technical Ser\\//ices will be reviewed.Keeping patients own CDs on a separate shelf may not always be
possible. However, they should be clearly differentiated from ward stock.The policy will
also include a description of the audit framework that will provide assurance the policy is
being followed.
NIS Directive ) Director of Digital / ) ) ) ) ) ) ) ) ) )
Director of R1 For fut terat f the CAF th hould b t I t of th t ABUHB will that in fut terat f the CAF th t I t of
internal | 2021.22 (Cyber Reasonable |re.c ‘or o) Chief Technology Low R1 or future iterations of the ere.f, ould be greater involvement of the system owners in will ensure that in future iterations of the ere is greater involvement o 31/12/2022 17.93 31/05/2024 0.98 16/04/2024
. Digital i the review of the responses. System Owners
Security) Officer
NIS Directive . Director of Digital / . . . ) , Management will ensure that during any future self-assessments records of discussions
Director of R2 M t should that ds of d dinf t ded t d
Internal |2021.22 (Cyber Reasonable |re.c .Or © Chief Technology | Medium R2 anagement shoulld Ensre that records af discssions and INtormation provided to an and informationsupplied to the CRU will be captured and available for internal or external |[31/12/2022 -17.93 31/05/2024 -0.98 16/04/2024
, Digital ] from the CRU are captured for future annual self-assessments. )
Security) Officer review.
The NIS Improvement Plan will be submitted through the relevant governance committee
for senior Management review and sign off. Prioritisation of remedial actions and related
NIS Directive Director of Director of Digital / R4 The costs associated with the improvement actions should be assessed and reported to costsl will be afs;sessed th\;lo:JN h ABUIgHB formall rilsll< olvernance strlucturcleand relevant
Internal | 2021.22 (Cyber Reasonable .. Chief Technology | Medium R4 a relevant committee to enable awareness of the full picture and prioritisation of actions . 8 . g‘ . 30/09/2022 -20.95 31/05/2024 -0.98 16/04/2024
Security) Digital Officer 2nd fundin committees. Note ABUHB are currently implementing the recommendations of the
Y & Templar consultancy report which will create the Office of the SIRO and create a new
governance frameworkto support Risk Management within the Health Board.
ABUHB are adopting recommendations of the Templar Report that will establish a formal
o . . . : , , risk governance and committee structure within the Health Board which will support
NIS Directive Director of Director of Digital / R5 A formal reporting route for cyber security should be established to ensure that senior staff Cvber Security Risk Reportine.5.2As part of the improvements sueeested by Templar a
Internal | 2021.22 (Cyber Reasonable .. Chief Technology | Medium R5 are aware of the position relating to cyber security and the risk description should be reviewed, y . Y . P . &> P P 56 Y P . 130/09/2022 -20.95 31/05/2024 -0.98 16/04/2024
, Digital i . , e , , , , , new Cyber Risk Register will be developed. As part of development process account will
Security) Officer with inclusion of the potential financial penalties relating to noncompliancewith NIS. . . . . . . .
be taken to include the financial penalties associated with noncompliance to NIS
regulatory requirements into the assessment methodology and reporting.
With recent changes in clinical and operational leadership of the Flow Centre a focus will
Chief o i be on creating these key performance indicators (KPI) and stabilising the services as we
R3 The Flow Centre T hould develop k f dicators to hel th
Internal | 2021.24 | Flow Centre | Reasonable | Operating | Flow Centre Nurse Low R3 € riow e,n reteams ou. evelop key pe'r ormance indicators to help Improve the recover from the impact of COVID. Create operational KPI for Pre-Hospital Screening. {30/09/2022 -20.95 31/05/2024 -0.98 16/04/2024
. delivery of the service, manage key risks and to help develop staff. . . . . . .
Officer Create clinical KPI for Intersite transfer service. Review the clinical and operational model
of the Flow Centre
Chiet Service Manager R4. We recommend that the Flow Centre Team review and update the business continuity plan
Internal | 2021.24 | Flow Centre | Reasonable | Operating € Medium R4 ' . P ¥ pan, The business continuity plan is being reviewed and updated currently. 30/06/2022 -23.97 31/05/2024 -0.98 16/04/2024
. (USC) where required.
Officer
Chief Service Manager R4.1 We recommend that the Flow Centre Team periodically test their business continuity plan A planned test of the business continuity plan will be initiated by the target date. An
Internal | 2021.24 | Flow Centre | Reasonable | Operating g Low R4.1 ' e np yrestt YP P , Y P >¢ INTHAted by g ' 30/10/2022| -19.97  |31/05/2024| -0.98  |16/04/2024
Officer (USC) and update it with learnings from the exercise(s). unplanned test of the business continuity plan will be initiated by the target date
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