
Likelihood Of The 

Risk Occuring

Impact Of Risk 

Occuring
Current Risk Score Risk Level

Current Status 

Against Appetite

Risk Appetite and Threshold 

Explained

Likelihood Of 

The Risk 

Occuring

Impact Of Risk 

Occuring
Target Risk Score Risk Level

SRR 001

People & Culture 

Committee
People

Director of 

Workforce and 

Organisational 

Development

a)Due to an inability to recruit and retain staff 
across all disciplines and specialities.                   

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Non-compliance with safe staffing principles and standards
•	Reliance on agency and bank staff

•	Litigation & Financial Penalties 

4 4 16

Impact

Current Risk Score Risk Appetite

Actions to Reduce Risk to Target

Assurance that 

the Risk is being 

manged 

effectively

Target Risk Score

Risk ID
Monitoring 

Committee
Risk Theme Risk Owner Risk Description Reason For The Risk

Low

b) Due to a deterioration in, and a failure to 

improve, the well-being of our staff        

•	High absence levels, with some sustained long periods

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Non-compliance with safe staffing principles and standards

•	Reputational damage to the health board as an employer 

•	Work-related industrial injury claims 

•	Moral injury 

3 4 12

Extreme
Within Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 
establishment of controls 

recognising that there could be 

a high-risk exposure.

Staff Attendance: Continuing support for staff who are absent in line with Managing Attendance at 

Work Policy, including those on long term absence with a view to signposting to self-help support, and 
adapting/adjusting roles to enable a safe return to work., “Hot spot” areas identified and plans in 

place to support. 

Recruitment: Engagement with national recruitment campaigns such as BAPIO, Train, Work, Live and 

Student Streamlining for Registered Nurses, Physician’s Associates, Midwives, and therapy staff and 

with HEIW for Junior Doctor, Annual programme of Apprentice recruitment, Overseas Nursing (All 

Wales), Nursing Workforce Strategy, Streamlining and improve recruitment timescales through 

recruitment modernisation programme (started Oct 22) , Partnerships with employability schemes 

such as Kickstart and Restart, Actively working with Local Authorities to promote joint recruitment 

activities and Registration – Temporary register extended for 2 years to enable staff to return to 

practice. 

Retention: Development of career pathways (e.g., non-clinical to clinical), Engagement chat cafes 

providing information and support for key topics such as Agile Working, Learning and Development, 

Wellbeing Activity, Occupational Health, and Complex HR, Internal Exit interview group has been 

established with a view to 1) Increase the numbers of people completing the forms and 2) Turn the 

data into intelligence so that we can understand and respond to organisational and local level impacts, 

Changes in pension regulation and flexile retirement options from October 23 and reduced break in 

service required following retire and return, Agency reduction and Plan in place to monitor and review 

all agency, bank pay incentives supply and demand.  

E-Systems: Effective deployment of current staff - Programme Plan to introduce Workforce Medical E-
Systems to support effective deployment of medical staff, Development of alternative and new roles , 

Continued implementation of new roles such as Physician Associates, Enhanced and Advanced roles to 

support workforce skills gaps in line with IMTP, Primary Care workforce The Regional Integrated Fund 
(RIF) Workforce Programme is in development to support the wider health and social care staffing 

issues as required in Healthier Wales. and Gwent Workforce Board is being tweaked to support scaling 

up of initiatives and pace.  

Training: The HEIW Education & Training Plan continues the investment in education and training in 
Wales that has been increasing over past years - Adult Nursing (36%) and Mental Health Nursing 

(20%), Healthcare science, Allied Health Professionals Clinical Psychology (11%- 43%).  This will 

increase the number of graduates coming out of training in 2022 and beyond which are required to 

support turnover and existing vacancies, HEIW are increasing the capacity of training through creating 

more spaces for training the future Primary Care workforce.  Including Primary Care Academy, 

Development of Leadership Development programmes for key roles such as the Clinical Director post 

(CDx) started with 3 cohorts in September 2022 and recruiting the 4th cohort to start Oct 23. Nursing 

Academy, Leadership Development program (entry level) and Leading People (advanced Level) 

programs fully booked. Core Leadership prog currently delivering to 200 

Staff: Vacancy Numbers and establishment control 

Quarterly reporting of vacancy numbers for each staff to the WG. Last reporting period March 23 there 

were circa 728 WTE vacancies and Development of ESR establishments commenced on a national basis 

w/c 03/09/23. 

Medium 3

3 9 Moderate

6

3

2

High
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 
subject to continued 

application and/or 

establishment of controls 
recognising that there could be 

a high-risk exposure.

Continue to work with other Health Boards and Trust in NHS Wales (recent work with WAST & Powys 

delivering well-being webinars)., Increase wellbeing initiatives: 

Implement and progress new Integrated Psychological Well-being roles and peer support networks 

within divisions and hospital sites, Identify, training and develop Respect and Resolution advocates 

(similar to Mental Health first aiders), Train Mediators so there is team and organisational resilience 

and network, Regular Schwartz rounds arranged across the Health Board, Taking Care giving care 

Rounds integrated into our leadership offers and available for teams to undertake either with support 

or on their own. 

Close links with the Arts in Health programme, Promotion of walking meetings in leadership 

programmes Working with Planning and Estates team to ensure the Queens Canopy is designed to 

promote clear walking routes for that can be used during breaks for meetings Inclusion of break times 

and staff rooms in wellbeing survey to audit current provision.  
Chaplaincy service for staff , Re-launching Chill out in the Chapel, Recruitment of staff counsellors, 

Establishment of new bilingual Health and Well-being AB Pulse page on the intranet with library of 

resources for staff well-being , Scope, design and deliver a programme of research ‘Healthy Working 
Day’, Enhanced our financial well-being offer. 

Support offered to Trade Union Representatives and their members to ensure a positive experience of 

work and rapid escalation when appropriate.

Support availability of "Safe Space" conversations for senior medical leaders from Faculty of Medical 
Leadership & Management, Drafting of a 10-year plan focusing on optimising the employee experience 

of work , The Avoidable Employee Harm Programme was launched on 5th July 2022 initially focusing 

on HR processes it will then look to other formal processes that inadvertently cause harm to all those 
involved and the organisation. The training day that supported the launch has evaluated very well and 

organisations beyond ABUHB are keen to engage. Within ABUHB we have subsequently seen a >60% 

reduction in gross misconduct investigations.    

Occupational Health 

Occupational Health and NWSSP are working in partnership to implement a new Occupational Health 

Software system across Wales called OPASG2.  OPASG2 provides benefits to employment and 

recruitment processes, Occupational Health and the Well-being Service continue to work with 

Therapies colleagues on support for staff experiencing Long Covid-19.  

Reviewed Occupational Health provision and consider options to improve sustainability within the 

service, paper drafted, Support equality and diversity of workforce 

Review of staff diversity networks, Review of wellbeing survey through and equality lens to 

understand variations within diverse workforce demographic profile. 

Development of a buddy system to assist international medical staff with induction and orientation 

and support values and current norms. 

Development of an empowerment passport to support disabled staff and reasonable adjustments and 

wellbeing. 

Other 

Assessment of compliance against BMA Rest and Facilities charter complete with action plan 

developed, reporting to LNC, Reducing fatigue poster developed 

There is a risk that the Health Board 

will be unable to deliver and maintain 

high quality safe and sustainable 

services which meet the changing 

needs of the population

Medium



SRR 001

People & Culture 

Committee
People

Director of 

Workforce and 

Organisational 

Development

b) Due to a deterioration in, and a failure to 

improve, the well-being of our staff        

•	High absence levels, with some sustained long periods

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Non-compliance with safe staffing principles and standards

•	Reputational damage to the health board as an employer 

•	Work-related industrial injury claims 

•	Moral injury 

3 4 12 3 9 Moderate3

4 12

Extreme
Within Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 
subject to continued 

application and/or 

establishment of controls 
recognising that there could be 

a high-risk exposure.

Services Business continuity plans in place.  

All Wales training sessions provide by legal and risk to support industrial action. 

Ensure early identification of mandated Statutory, and core critical clinical services. 

Trade union provides a list of the categories of employee to which the affected employees belong, 

figures on the number of employees in each category, figures on the numbers of employees at each 

workplace, the total number of affected employees.  Such information will enable the employer to 

readily deduce the total number of employees affected, the categories of employee to which they 

belong, the number of employees concerned in each of those categories, the workplaces at which the 

employees concerned work and the number of them at each of these workplaces.  

Reducing impact on patients - Support for early supported discharge prior to industrial action. 

Trade Unions specifies: (i) whether the union intends the industrial action to be "continuous" or 
"discontinuous" (14); and (ii) the date on which any of the affected employees will be called on to 

begin the action (where it is continuous action), or the dates on which any of them will be called on to 

take part (where it is discontinuous action).  
Establish WOD hub with emergency planning to stand up as required  

Ensure early identification of mandated Statutory, and core critical clinical services.  

Review of business continuity plans  
Map services and staff provision and impacts of industrial action.  

Assess variable pay usage in case of work to rule applies.  

Assess current vacancies.  

Working with partners in Gwent on a system wide basis. 
Implementation of business continuity plans. 

Communication plans. 

Establish working mechanisms with NWSSP to consider derogations for junior doctors (who are the 

employer).  

High
Below Appetite 

Level

Open = 16 or below - Willing to 
consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

Continue to work with other Health Boards and Trust in NHS Wales (recent work with WAST & Powys 

delivering well-being webinars)., Increase wellbeing initiatives: 

Implement and progress new Integrated Psychological Well-being roles and peer support networks 

within divisions and hospital sites, Identify, training and develop Respect and Resolution advocates 

(similar to Mental Health first aiders), Train Mediators so there is team and organisational resilience 

and network, Regular Schwartz rounds arranged across the Health Board, Taking Care giving care 

Rounds integrated into our leadership offers and available for teams to undertake either with support 

or on their own. 

Close links with the Arts in Health programme, Promotion of walking meetings in leadership 

programmes Working with Planning and Estates team to ensure the Queens Canopy is designed to 

promote clear walking routes for that can be used during breaks for meetings Inclusion of break times 

and staff rooms in wellbeing survey to audit current provision.  
Chaplaincy service for staff , Re-launching Chill out in the Chapel, Recruitment of staff counsellors, 

Establishment of new bilingual Health and Well-being AB Pulse page on the intranet with library of 

resources for staff well-being , Scope, design and deliver a programme of research ‘Healthy Working 
Day’, Enhanced our financial well-being offer. 

Support offered to Trade Union Representatives and their members to ensure a positive experience of 

work and rapid escalation when appropriate.
Support availability of "Safe Space" conversations for senior medical leaders from Faculty of Medical 

Leadership & Management, Drafting of a 10-year plan focusing on optimising the employee experience 

of work , The Avoidable Employee Harm Programme was launched on 5th July 2022 initially focusing 

on HR processes it will then look to other formal processes that inadvertently cause harm to all those 

involved and the organisation. The training day that supported the launch has evaluated very well and 

organisations beyond ABUHB are keen to engage. Within ABUHB we have subsequently seen a >60% 

reduction in gross misconduct investigations.    

Occupational Health 

Occupational Health and NWSSP are working in partnership to implement a new Occupational Health 

Software system across Wales called OPASG2.  OPASG2 provides benefits to employment and 

recruitment processes, Occupational Health and the Well-being Service continue to work with 

Therapies colleagues on support for staff experiencing Long Covid-19.  

Reviewed Occupational Health provision and consider options to improve sustainability within the 

service, paper drafted, Support equality and diversity of workforce 

Review of staff diversity networks, Review of wellbeing survey through and equality lens to 

understand variations within diverse workforce demographic profile. 

Development of a buddy system to assist international medical staff with induction and orientation 

and support values and current norms. 

Development of an empowerment passport to support disabled staff and reasonable adjustments and 

wellbeing. 

Other 

Assessment of compliance against BMA Rest and Facilities charter complete with action plan 

developed, reporting to LNC, Reducing fatigue poster developed 

High
Below Appetite 

Level

Open = 16 or below - Willing to 
consider all potential options 

subject to continued 

application and/or 

establishment of controls 
recognising that there could be 

a high-risk exposure.

6 LowMedium 3

4 8 ModerateMedium 2

Area plan is being refreshed through the RPB. 

Population health management – test and learn using segmentation and risk satisfaction using linked 

data to target resource. 
Review of enhanced local general hospital service models to ensure sustainable quality services. 

Development of SEW plan for fragile.                                                                                                                                                                                                                                                                                                                                                                                                                                                           

Review of organisational strategy – to launch Summer 2024. 

Service Delivery

Director of 

Strategy, 
Planning and 

Partnerships.

e)	Due to inadequate strategic plans which 

respond to population health and socio-

economic needs

•	Increased demand 
•	Increased patient acuity levels 

•	Worsening of health inequalities

•	Worsening of health outcomes 

•	Failure to train teams in multi-morbidity management
•	Failure to comply with the Wellbeing of Future Generations Act (Wales)

•	Reputational damage and loss of public confidence

f)	Due to unsustainable service models 

•	Harm or injury to patients and/or staff 

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Increased demand 

•	Increased patient acuity levels 
•	Worsening of health inequalities

•	Worsening of health outcomes 

•	Failure to deliver health board priorities, required improvements and achieve sustainability 
•	Reputational damage and loss of public confidence

3 4 12 High
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

Area plan is being refreshed through the RPB 
Marmot Region Implementation Plan 

Population health management – test and learn using segmentation and risk satisfaction using linked 

data to target resource. 

Refresh organisational strategy with a central focus on population health and wellbeing. 
 Action through SEW Regional Collaborative to identify additional service areas where collaboration 

and networking would support sustainability. 

Medium 2 3 6 Low2 4 8

Medium 2 3

There is a risk that the Health Board 

will be unable to deliver and maintain 

high quality safe and sustainable 
services which meet the changing 

needs of the population

2

Medium

d) Due to the threat of Industrial Action during 

ongoing disputes and negotiations at a national 

level

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Non-compliance with safe staffing principles and standards

•	Litigation & Financial Penalties 
•	Reputational damage to the health board and loss of public confidence 

4 4 16

High
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

Talent and Succession Planning 

lead appointed in July 2023 on a 6-month secondment funded by HEIW to create an organisational 

talent management framework to enable the organisation to deliberate and consistently attract, 

identify and develop talent for critical roles across ABUHB 

Pilot planned for Finance, Occ Health and divisional managers focusing on how to identify critical 

roles, development sessions on holding career conversations and culminating in a Talent Management 

Strategy 

Local management trainee scheme scoped, and project plan created, JDPS created and evaluated. 

Project team convened. Paused in May 2022 due to lack of funding. 

2021/23 HEIW schemes complete. Two HEIW Grads have successfully completed the programme and 

have secured promotional roles within NHS in Wales; one within the health board and one at Powys, 

both at Band 7 level 

1 x HEIW funded graduate management trainee successfully appointed August 2023 following 

additional recruitment process. Executive Director of Planning sat on interview panel. Trainee 

commences scheme 5th September 2023 at HEIW at joins ABUHB Friday 8th September. 

Development leadership capabilities 

Designing learning journeys and access to Gwella 

Leadership journey and programmes mapped and 1 pager flyer designed & on intranet. Exploring 

Directorate Manager development. 
CDx Leadership Development for clinical directors completed for 2022/23 with 45 attendees and CDx 

cohort 2 starts October 23- open for current and aspiring CDs 

2022/2024 Academi Wales scheme the Health Board are sharing a graduate with Monmouthshire 
Council, our Graduate joined the Health Board in March 2023 and is supporting the decarbonisation 

agenda.  

c) Due to insufficient and ineffective leadership 

levels throughout the organisation.

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Failure to deliver health board priorities, required improvements and achieve sustainability 

•	Poor levels of accountability and delivery 

•	Reputational damage to the health board as an employer 

•	Adverse impacts on staff recruitment and retention 

3

 Partnerships, Public 

Health & Planning 
Committee 

6 Low



Finance & 

Performance 

Committee 

SRR 001

Area plan is being refreshed through the RPB. 

Population health management – test and learn using segmentation and risk satisfaction using linked 

data to target resource. 
Review of enhanced local general hospital service models to ensure sustainable quality services. 

Development of SEW plan for fragile.                                                                                                                                                                                                                                                                                                                                                                                                                                                           

Review of organisational strategy – to launch Summer 2024. 

Service Delivery

Director of 

Strategy, 
Planning and 

Partnerships.

f)	Due to unsustainable service models 

•	Harm or injury to patients and/or staff 
•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Increased demand 

•	Increased patient acuity levels 
•	Worsening of health inequalities

•	Worsening of health outcomes 

•	Failure to deliver health board priorities, required improvements and achieve sustainability 
•	Reputational damage and loss of public confidence

3 4 12 High
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 
establishment of controls 

recognising that there could be 

a high-risk exposure.

Medium 2 4
Financial 

Sustainability

Director of 

Finance and 

Procurement

g)   Due to the failure to deliver a sustainable 

financial position and longer-term financial plan

•	Breach of statutory duty to breakeven over 3 years

•	Instigation of NHS Wales Escalation & Intervention Arrangements

•	Non – delivery of health board priorities, required improvements and achieve longer-term 

sustainability 

•	Prioritisation and possible disinvestment in service delivery 

•	Reputational damage and loss of public confidence

5 4 20 Extreme

Chief Operating 

Officer

There is a risk that there will be 

significant failure of the Health 

Board’s estate

a) Due to the presence of Reinforced Autoclaved 

Aeriated Concrete (RAAC) within structures

Above Appetite 

Level

Cautious = 12 or below - 

Preference for safe, though 

accept there will be some risk 

exposure: medium likelihood 

of occurrence of the risk after 

application of controls.

Update performance management framework 

Assessment of financial control environment within divisions and corporate teams. 

Medium 2 3

There is a risk that the Health Board 

will be unable to deliver and maintain 

high quality safe and sustainable 
services which meet the changing 

needs of the population

Very Low

b) Due to significant levels of backlog 

maintenance and Structural Impairment

•	Harm or injury to patients and/or staff 

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Non-compliance with Health & Safety legislation 

•	Litigation

3 4 12 High
Above Appetite 

Level

Minimal = 8 or below - Ultra-

Safe leading to only minimum 

risk exposure as far as 

practicably possible: a 

negligible/low likelihood of 

occurance of the risk after 

application of controls.

At this stage, the controls in place are appropriate and practicable to monitor the issues and prepare 

medium-term responses in line with the timelines within the expert report. 
Medium 1 2 2

•	Harm or injury to patients and/or staff 

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Non-compliance with Health & Safety legislation 
•	Litigation & Financial Penalties 

3 5 15 Extreme
Above Appetite 

Level

Low

Minimal = 8 or below - Ultra-

Safe leading to only minimum 

risk exposure as far as 

practicably possible: a 

negligible/low likelihood of 

occurance of the risk after 

application of controls.

Active estate rationalisation (including leases) is required to reduce estate demands and help prioritise 
capital spend to reduce backlog maintenance.  

A water/ventilation engineer to enable all critical ventilation systems to undergo annual validation in 

accordance with HTM 04/01.  

Ongoing attempts to recruit to workforce gaps and a new model of Estate Officer also being developed 

to assist with recruitment and retention of staff in the workforce.  

Planning function leading a review of capital priorities which may help identify additional funding 

priority given to backlog maintenance. 

Medium 3 2 6

SRR 002

 Partnerships, Public 

Health & Planning 

Committee 

Compliance and 

Safety

 Partnerships, Public 

Health & Planning 

Committee 

Open = 16 or below - Willing to 

consider all potential options 
subject to continued 

application and/or 

establishment of controls 
recognising that there could be 

a high-risk exposure.

Within Appetite 

Level

Business cases being written for PIP to increase core funding to deliver objectives.                                                                                                                                                                                              

Through Pip process work towards a funded establishment reduce risks associated with permanent 

staff being funded through temporary funding which impacts on the ability to plan long term.

Negative 2 3 6 Moderate

Partnerships, Public 

Health & Planning 

Committee

Service Delivery

Director of 

Public Health 

and Strategic 

Partnerships

h) Due to the Public Health Directorate being 

heavily reliant on non-recurrent funding grants.

                                                                                                                                                ➢ Adverse impacts 

on delivery of care to patients across acute and non-acute settings                                                                                                   
➢ Increased patient acuity levels                                                                                                                          

➢ Worsening of health inequalities                                                                                                         ➢ 

Worsening of health outcomes                                                                                                                    ➢ 
Unable to substantially improve the health of the population                                                                                                            

➢ Reputational damage and loss of public confidence                                                                                

➢ Multi-year CIP calculated on non-recurrent funding                                                                     ➢ 
Major grants subject to funding cuts 24/25                                                                                                      

➢ No determined staffing establishment                                                                                                         

➢ Possible at-risk TUPE posts                                                                                                                                    

➢ £1.5 million temporary staff funding (RIF + EYP) majority on permanent contracts                                                                                              

➢ Government grants focused on particular risk factors

4 4 16 Extreme

6 Low

8 Moderate



•	Harm or injury to patients and/or staff 

•	Health Board breaches statutory duties

•	Litigation & Financial Penalties 

•	Reputational damage and loss of public confidence

12 High
Above Appetite 

Level

Minimal = 8 or below - Ultra-

Safe leading to only minimum 
risk exposure as far as 

practicably possible: a 

negligible/low likelihood of 

occurance of the risk after 
application of controls.

Development of the CAMHS Crisis Hub (CCH), based at Bettws ward in St Cadoc’s. We are in the 

process of developing a safe space for families and young people who are in distress, so that they have 

access to a team of people, out of hours, who can work directly with them in order to attempt to 

prevent burgeoning emotional distress from developing into a crisis situation that can cause further 

trauma. 

The CCH is being developed in order to help young people who fit the following criteria: Young people 

whose distress compels them to frequently attend the Emergency Department, or who frequently find 
themselves detained under section 136 of the Mental Health Act. 

Young people who having been assessed under Section 136 at the Section 136 suite at Adferiad, find 

themselves discharged with no immediate safe discharge destination. 
Young people who having presented at the Emergency Department following self-harm or overdose 

requiring medical treatment, are admitted overnight for treatment as per NICE guidelines, but once 

medically fit do not have a safe discharge destination, resulting in an extended stay at GUH for social 

reasons. In these cases, qualified professionals and BOOST support workers will work closely with the 
family and colleagues from social care, in order to ensure that a safe discharge can be agreed. 

Young people who are currently working with a CAMHS professional and are felt to be at risk of 

experiencing imminent mental health crisis and cannot be supported out of hours by the referring 

professional. The aim will be to focus on helping young people to stay safe by working with them to 

develop a short- term plan of what to do in the moment. The CCH will provide a venue that is safe, so 

that community -based treatment at the point of crisis can be implemented in the least restrictive of 

settings. 

Regular Crisis Hub planning meetings; ongoing development of the SOP; recruitment of a Crisis Hub 

team lead. 

SRR 003 

Patient, Quality, 

Safety and Outcomes 

Committee

Compliance and 

Safety

Chief Operating 

Officer

There is a risk that the Health Board 

breaches its duties in respect of 

safeguarding the needs of children 

and adults at risk of harm and abuse

b)	Due to limited availability of in-patient 

facilities and availability of care packages for 

children and young people, there can be delays 

in appropriate placement

3

15 Extreme
Above Appetite 

Level

Minimal = 8 or below - Ultra-

Safe leading to only minimum 

risk exposure as far as 

practicably possible: a 

negligible/low likelihood of 

occurance of the risk after 

application of controls.

Testing programme of business continuity plans. 

Review of revised Civil Contingency Act anticipated later this year to determine the impact on the 

Health Board. Improved Engagement with Divisions, Directorates, and service areas to embed 

contingency planning in the culture of the organisation, Conduct BIAs develop plans, Exercise, review, 

to mitigate the risks and threats to service delivery. 

Repository being created on intranet for BC plans to be added by areas for audit, maintenance, review 

of interdependencies. 

Joint planning with PH response in response to infection disease and public health incidence. 

Provide quarterly training sessions for on call gold and silver managers, to maintain skills in incident 

management, update knowledge in relation to risks and learning from local and national incidents. 

Test and exercise using the multiagency Joint decision model and the principles of joint working 

(JESIP). 

Embed an alert, activation and escalation pathway that follows the Health Board predefined C3 

(Command, control, and Co-Ordination) structure of strategic, tactical, and Operational. 
Working with ICT to scope how to maintain critical communications during loss of IT linked telephone 

systems or national power outages. 

Work with the communication team to improve incident cascade during an event to ensure Health 

Board wide awareness in a timely manner.
Continue to promote awareness in a timely manner. 

Continue to promote awareness of the requirement for BC across the Health Board. 

A tabletop BC exercise is planned for the 10th of October 2023. 
Continuing participation in multi-agency exercises.

Programme plan to be developed to address the weaknesses in business continuity planning. 

Review of revised Civil Contingency Act anticipated later this year to determine the impact on the 

Health Board. 

Development of Pandemic Plan. 

MediumSRR 004

 Partnerships, Public 

Health & Planning 

Committee 

Director of 

Strategy, 

Planning and 
Partnerships.

	There is a risk that the Health Board 

is unable to respond in a timely, 

efficient and effective way to a major 

incident, business continuity incident 

or critical incident 

a)	Due to ineffective and insufficient emergency 

planning arrangements at a corporate and 

operational level 

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Harm or injury to patients and/or staff 

•	Health Board breaches statutory duties under the Civil Contingencies Act 2004

•	Litigation & Financial Penalties 

•	Reputational damage and loss of public confidence

3 5

Medium 2 2 4 Low4

Service Delivery
Chief Operating 

Officer

There is a risk that the Health Board 

will be unable to deliver and maintain 

high-quality, safe services across the 

whole of the healthcare system 

a)	Due to inadequate arrangements to support 

system-wide patient flow 

2 3 6 Low

Moderate

SRR 006

Finance & 

Performance 

Committee 

Service Delivery
Director of 

Digital

There is a risk that the Health Board 

has inadequate digital infrastructure 
and systems to maintain high-quality, 

safe service delivery  

a)	Due to the full or partial failure of existing 

digital infrastructure and systems 

•	Harm or injury to patients and/or staff 

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Data breaches

•	Litigation & Financial Penalties 
•	Reputational damage and loss of public confidence

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

Escalation framework – evidence suggesting inconsistent escalation of ambulance position / long waits 

and rationale. 
Winter planning – Ahead of winter 23/24 there are a series of meetings which will ensure that tangible 

/ practical plans are put in place to ensure:  

Focus  

Processing power  

Capacity 

Mental health-focussed flow meeting – implement a MH-focussed daily forum to ensure the flow 

requirements and risk profile is understood across all MH sites.  Build in more impromptu, OoH and 

site visits to check on processes i.e., patient safety, risk, and performance across the Divisions.  

Regional flow processes not always supported with neighbouring HBs (Health Board) 

Medium 3 3 9

•	Avoidable deaths or significant harm 

•	Delays in releasing ambulances from hospital sites back into the community

•	Delayed discharges from acute and non-acute settings resulting in deteriorating patients  

•	Litigation & Financial Penalties 

•	Reputational damage and loss of public confidence

3 4 12 High
Below Appetite 

Level
SRR 005

Patient, Quality, 

Safety and Outcomes 

Committee

Medium 2 4 8 Moderate3 5 15 Extreme
Below Appetite 

Level

Open = 16 or below - Willing to 
consider all potential options 

subject to continued 

application and/or 

establishment of controls 
recognising that there could be 

a high-risk exposure.

Implement the recommendations from Templar report: 

• Outline a step by step process of how the proposed risk treatments need to be implemented. This 

should include the activities to be performed, who is responsible and deadlines for completion. 
• Complete any outstanding policy and process development, ensuring there is engagement with non 

ICT teams including the SIRO and board 

• Ensure ICT disaster recovery policies are complete and refer to any system specific recovery 
processes. 

• Ensure non ICT teams are aware of disaster recovery policies and processes and engaged in 

developing system breach/failure response definition. 

• Complete a policy and process review after each incident to identify if anything could be improved in 
detection, resolution or prevention of a cyber security incident. Also, ensure the same is done 

whenever there are significant system changes. 

• Develop the policy and processes for identity and access management to ensure that privileged and 

critical system accounts are reviewed periodically e.g. 6 to 12 months, with other accounts reviewed 

through joiners/starters, movers and leavers processes. 

• Investigate circumstances where dedicated devices can be used for critical system access 

• Consider plans for certification of users and devices and how those certifications can be used. 

• Consider how to monitor privileged accounts e.g. with additional logs managing not just by 

exception but random and planned audits 

• Assess whether MFA can be implemented for privileged user accounts 

• Review any critical system logs that are created 

• Update systems or request updates to create additional logs where possible and include creation of 

logs on user devices in any investigation 

• Investigate a means of alerting for specific log conditions 

• Consider collective identification of appropriate tools and working with other OES within NHS Wales 

to identify appropriate tools. 



SRR 006

Finance & 

Performance 
Committee 

Service Delivery
Director of 

Digital

There is a risk that the Health Board 

has inadequate digital infrastructure 
and systems to maintain high-quality, 

safe service delivery  

c)	Due to a failure to develop digital solutions 

that are sustainable and fit for the future 

•	Harm or injury to patients and/or staff 

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Failure to deliver health board priorities, required improvements and achieve sustainability 
•	Reputational damage and loss of public confidence

3 4 12 High
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

• Additional governance being put in place with the Digital, Data and Technology Sub-Committee 
which will report to the Finance & Performance Committee 

• Assurance activities included in project framework including clinical safety, information governance, 

health records and cyber security 
• An overarching Digital Portfolio Progress Group is in place to receive programme updates, manage 

risk and issue escalations and provide multi-disciplinary assurance over digital projects 

• Business change work includes a service readiness impact assessment to enable the project team to 

develop a realistic plan that incorporates service change requirements 

• Aggregated view of risks and issues available to pick up common themes and impact for early 

intervention or escalation 

• Aggregated view of digital Lessons Learned available and lessons are reviewed during project 

initiation for best chance of success 

B)	Due to an adverse impact on service delivery 

in the implementation of new digital systems 

•	Harm or injury to patients and/or staff 
•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Data breaches 

•	Litigation & Financial Penalties 

•	Reputational damage and loss of public confidence

• New governance structures to be put in place by the end of 2023. 

• Monthly/quarterly Divisional Digital Oversight meetings with senior Digital & Divisional staff to 

support identification of digital alignment with service priorities 

• Annual planning processes to include formal DDAT Annual Operational Plan aligned with service 

priorities identified in IMTP process 

• New Digital Request processes refresh with senior leadership scrutiny of requests, implementation 

of new prioritisation process and quarterly reporting to DDAT sub-committee 

• Automation of request process via ‘Seren’ the  ICT Portal 

• Portfolio optimisation to ensure the resources of the service are aligned to key priorities 

3 4 12 High
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 
subject to continued 

application and/or 

establishment of controls 

recognising that there could be 
a high-risk exposure.

Medium 2 3 6 Low

Medium 2 4 8 Moderate

4 8 Moderate
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

• Governance review of Regional Partnership Board undertaken in August 2023. 

• Renewed Strategy for strategic partnership Capital in place and revised governance processes. 

• New Long-Term Strategy for Health Board to focus on Partnership approach. . 

 Partnerships, Public 

Health & Planning 

Committee 

Transformation 

and Partnership 

Working

Director of 

Strategy, 

Planning and 
Partnerships.

There is a risk that the Health Board 

will be unable to deliver truly 

integrated health and care services for 
the population 

a) Due to the likelihood of further austerity 

measures impacting effective collaboration with 

strategic partners across the Health Board 

footprint.

•	Unmet patient need resulting in harm

•	Ineffective use of combined resources

•	Delayed decision making  

•	Adverse impacts on delivery of care to patients across acute and non-acute settings 

•	Failure to deliver health board priorities, required improvements and achieve longer-term 

sustainability

•	Reputational damage and loss of public confidence

2

Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

b) Due to the impact of fragile services across 

the regional and supra regional geography

Changes of regional flow in an unplanned way                                                                               Additional 

demand on UHB workforce to support fragile services                                                                                                                     

Unmet patient need resulting in harm                                                                                         Ineffective 

use of combined resources                                                                                           Delayed decision 

making                                                                                                                       Failure to deliver health 

board priorities, required improvements and achieve longer-term sustainability                                                                                                                                             

Reputational damage and loss of public confidence

3 3 9 High

The southeast Wales health boards have agreed revised joint priorities and working arrangements for 

regional planning in 2024, following a recent review workshop attended by Chief Executives.  The 

revised priorities / forward work plan includes the following: - 

• An absolute commitment to delivering on the existing regional programmes of work but with 

recognition that these need to be ‘re-baselined’ for 2024/25 to ensure there is a continued regional 

consensus on objectives, outcomes, and planning assumptions. 

• The need to review the current regional working governance arrangements, to ensure these remain 

fit for purpose. 

• The need to further review the indicative list of fragile services for the Southeast region and begin 

considering the regions response to these.  

• The need to develop a regional clinical service plan that can articulate what a long-term sustainable 
secondary care system looks like for Southeast Wales that can then inform local decisions. 

Discussion to be had at all Wales NHS CEOs and NHE Executive on governance and infrastructure to 

take forward cross regional planning to be reviewed considering IR and Neonatal work 

Medium 2 2 4 Low

SRR 008

Patient, Quality, 

Safety and Outcomes 

Committee

Transformation 

and Partnership 

Working

Director Of 

Nursing

There is a risk that the Health Board 

fails to build positive relationships 

with patients, staff, the public and 

partners

Due to inadequate arrangements to listen and 

learn from patient experience and enable 

patient involvement   

•	Adverse impact on patient experience 

•	Failure to deliver health board priorities, required improvements and achieve longer-term 

sustainability 

•	Reputational damage and loss of public confidence
•	Failure to deliver Duty of Quality

2 4

Reasonable 2 2 4 Low

SRR 007

2 2 4 Low8 Moderate
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 
recognising that there could be 

a high-risk exposure.

• Corporate Engagement Team 

• Patient Experience and Involvement Strategy- organisational ownership 

• Person Centred Care (PCC) Surveys via CIVICA 

• PCC KPI’s (support PCC Quality pillar) 

• ‘You said…… we did’ public facing information for service areas. 

• PLO service at GUH 

• Introduction of PALS Service (Oct 23) 

• Volunteer Patient Experience Feedback 

• Collaboration to recruit community listeners to support Dementia Awareness 

• Digital patient stories to support listening and learning. 

• Patient Experience and Involvement Strategy 

• DATIX 

Medium



SRR 008

Patient, Quality, 

Safety and Outcomes 

Committee

Transformation 

and Partnership 

Working

Director Of 

Nursing

There is a risk that the Health Board 

fails to build positive relationships 

with patients, staff, the public and 

partners

Due to inadequate arrangements to listen and 

learn from patient experience and enable 

patient involvement   

•	Adverse impact on patient experience 

•	Failure to deliver health board priorities, required improvements and achieve longer-term 

sustainability 

•	Reputational damage and loss of public confidence

•	Failure to deliver Duty of Quality

2 4 2 2 4 Low

Moderate

8 Moderate
Below Appetite 

Level

Open = 16 or below - Willing to 

consider all potential options 

subject to continued 

application and/or 

establishment of controls 

recognising that there could be 

a high-risk exposure.

• Corporate Engagement Team 

• Patient Experience and Involvement Strategy- organisational ownership 

• Person Centred Care (PCC) Surveys via CIVICA 

• PCC KPI’s (support PCC Quality pillar) 

• ‘You said…… we did’ public facing information for service areas. 

• PLO service at GUH 

• Introduction of PALS Service (Oct 23) 

• Volunteer Patient Experience Feedback 

• Collaboration to recruit community listeners to support Dementia Awareness 

• Digital patient stories to support listening and learning. 

• Patient Experience and Involvement Strategy 

• DATIX 

Medium

2 3
Above Appetite 

Level

Compliance and 

Safety

Director of 

Public Health 

and Strategic 

Partnerships

The Health Board will be unable to 

protect those most vulnerable to 

serious disease

Due to delays in providing COVID-19 

vaccinations as a result of challenges with the 

recruitment of registered and unregistered 

immunisers, as changes to the vaccination 

delivery programme. 

•  Attendance at Divisional Quality & Patient Safety meetings provides a forum to discuss Health and 

Safety concerns/best practices. 

• Health and Safety Policies and Procedures 

•  Dedicated Health and Safety site on ABPULSE  

•  Provision of dedicated health and safety expertise and advice to meet the requirements of the 

Management of Health and Safety at Work Regulations 1999, Regulation 7 ‘Health and Safety 

Assistance’. 

•  Health and Safety training for all staff (include general H&S, fire safety, manual handling, violence & 

aggression) 

•  Partial Programme of Health and Safety Monitoring (Active & Reactive) 

•  Corporate and Directorate Health and Safety Risk Register established. 

Negative

Medium 6

2 3 6 ModerateSRR 010

Patient, Quality, 

Safety and Outcomes 

Committee

Compliance and 
Safety

Executive 

Director of 
Therapies and 

Health Science

The Health Board will fail to protect 

the Health and Safety of staff, patients 

and visitors in line with its duties 

under the Health and Safety at Work 

Act 1974

Due to inadequate and ineffective systems, 
processes, governance, and assurance 

arrangements in place to implement, embed 

and monitor the Health Board's compliance with 
the Act's requirements, specifically, Manual 

Handling, RIDDOR Reporting, Fire Safety Risk 

Assessments, and Work-based Risk 

Assessments. 

• Unintended physical harm; 

• Punitive actions from the Health and Safety Executive (HSE); 

• Increased levels of staff sickness; 

• Loss of estate due to unsafe environments; 

• Financial implications; 

• Adverse publicity; and,  

• Reputational damage 

Minimal = 8 or below - Ultra-

Safe leading to only minimum 

risk exposure as far as 

practicably possible: a 

negligible/low likelihood of 

occurance of the risk after 

application of controls.

• Secured additional funding against the existing allocation for bank vaccination staff.                                                                                                                                                                                                                                                                                                                          

• Exploring deployment options to the Vaccination programme and use of those previously trained as 

vaccinators that are on the bank.                                                                                                                                                                                                            

• Alternative advertising methods of vacant shifts to improve uptake – liaising with bank co-ordinator 

to improve this.                                                                                                                                                                                                                                                            

• Draft community pop-up plan to be further explored.                                                                                                                                                                                                                                                                                                                                                                                                                 

If required, extend venue licence in key location(s).

•Adverse impacts on the delivery of vaccinations to patients across the vaccine service for routine 

and seasonal vaccines 
• Inability to support response to outbreaks as required in ‘Wales Outbreak Plan’, and ABUHB 

Public Health Incident Response plan. 

• Potential increase in communicable disease incidence, with impact on healthcare use and also 

staff sickness 

• Reputational damage and loss of public confidence 

• Patients not being sufficiently protected therefore increases the incidence of disease and 

avoidable harm from Vaccine preventable diseases. 

• Increased disease will lead to increased admissions through acute settings therefore bed 

pressures on the wider system. 

•ABUHB not delivering in line with JCVI and WG guidance/milestones. 

•ABUHB not delivering in line with NHS performance framework uptake standards 

ABUHB not delivering vaccinations in line with the funding provided.  

•ABUHB already has the lowest spend on COVID vaccinations in Wales, further disinvestment 

would make us more of an outlier reputationally.  

•Lack of resources to stand up sampling and testing as a preventative/protective measure as 

needed for patients and staff during peak in activity.  

• Inability to provide sufficient interventions in closed settings for the most vulnerable population 

such as care homes and special schools. 

• Reduction in capacity to deliver equity work to provide HP intervention and screening to 
vulnerable groups. 

• Until it transfers to UPC, a lack of resources to deliver AV service will mean our most vulnerable 

patients not accessing clinical treatment within the treatment window leading to avoidable harm 

and unnecessary hospital admissions  

3 4 12 HighSRR 009

 Partnerships, Public 

Health & Planning 

Committee 

3 4 12 High
Above Appetite 

Level

Minimal = 8 or below - Ultra-

Safe leading to only minimum 

risk exposure as far as 

practicably possible: a 

negligible/low likelihood of 

occurance of the risk after 

application of controls.


